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OBJECTIVE iOF iTHE iSTUDY 

• To iunderstand ithe iproblem iof iDefamation ion ithe iInternet 

• To iunderstand ithe icase ilaws irelated ito idefamation iin idifferent icountries. 

• To iknow ithe iliability iof iInter iService iProvider. 

• To idecide ion ithe ijurisdictional iissues iassociated iwith ithe iInternet, iwith ia ifocus ion 

idefamation ias iit iarises ion ithe iInternet. 

• To ipoint iout ithe ineed iof ia icomprehensive ilegislation 

 

HYPOTHESIS 

• There iare iinstances iof idefamation ivia iinternet iwhich icrosses iborder. 

• There iis iconflict ias ito iwhich ilaw iwill ibe iapplicable iwith irespect ito iJurisdiction, 

iProsecution i& idifferent icharges iagainst ithe idefendant iwho iis ia iforeign inational. 

• There iis ihigh iunwillingness iamongst ithe idefendant ito isubmit ito iforeign ijurisdiction 

iand iforeign ilaws. i 

• The ilegal iremedy ifor ithis ikind iof idefamation iis iindeed icomplex iand ithe icourts iare 

ialso iperplexed ias ito iapplicability iof ilaws. 

• The idefendants ihave ifind iit ieasier ito iescape iliability iin isuch iissues. 

• There iis ino iuniformity iof ilaw ias idifferent icountries ihave iapplied idifferent ilaws. iThe 

ineed iof ithe ihour iis ito ioverhaul ithe iexisting iloopholes iin ilaw iand iapply istandard iset 

iof ilaws iuniformly iacross inations iof ithe iglobe. 

• Most iof ithe icases ihave ibeen ireported ifrom iUSA iand iIndia, iwhose ianalysis iwill imake 

iit iclear ito iunderstand ithe imodern ilegal itrends ito isuch iissues. i i 
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 Research Methodology 

 

➢ In this research paper the method of doctrine research has been used. 

➢ The data used in this research is collected from primary sources such as, 

• Bare acts, judgments, laws and other 

➢ The most of the data used in this research is collected from secondary sources such as, 

• Publications of central, state and local governments 

• Books, magazines and newspapers 

Reports and journals prepared by research scholars, universities in the said field. 
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CHAPTER i1: iINTRODUCTION 

 

The idefinition iof ithe iInternet iis ia ilargely iuncontroversial imatter. iIn itechnical iterms, ithe 

iInternet iis iessentially i“a idecentralised, iself-maintained itelecommunications inetwork.”1 iThere iis, 

ihowever, inothing iordinary iabout ithe ibenefits iassociated iwith isuch ia itelecommunications 

inetwork. iThe iInternet iprovides iits iusers iwith ia ipreviously iunprecedented iability ito 

icommunicate. iE-mail iprovides ivirtually iinstantaneous iglobal imessaging, iand iinformation 

ipublished ion ithe iworld-wide-web i(a isubset iof ithe iInternet) iis iviewable iand iusable2 iupon 

icreation, iby iany iperson iwith ia iconnection ito ithe iInternet.3 iIn ibecoming ia imedium iused iby 

ihundreds iof imillions iof ipeople4, ithe iInternet ihas ibecome ian iessential itool ifor icommerce.5 

iThe iU.S. iSupreme iCourt iprovided iits iimpressions iof ithe iInternet iin i1997, ilabelling ithe 

iInternet i“a iunique imedium i– iknown ito iits iusers ias i‘cyberspace’ i– ilocated iin ino iparticular 

igeographical ilocation ibut iavailable ito ianyone, ianywhere iin ithe iworld.”6  iThis idescription 

iprovides ibut ia iglimpse iof ithe ijurisdictional iproblems ithat ihave iarisen ias ia iresult iof ithe 

iemergence iof isuch ia i“revolutionary”7 imedium. 

The iInternet iis ia icheap, ifast imeans iof iinternational icommunication iof itext, isound ior iimage. 

iIn iother iwords, ian iinformation iresource iwithout ipolitical ior icontent iboundaries; ilimited ionly 

iby ithe iextent ito iwhich ithe iinformation iproviders iare iwilling ito idisclose itheir imaterials iand 

ithe ifruits iof itheir iown iwriting iand iresearch. iIn ithe ipresent iday, iweb isites idisplaying 

iinformation iof iall ikinds iare iproliferating. iThese isites iare iestablished iand icontrolled iby 

iInternet iService iProviders i(ISPs) ior, isometimes, iby ithe icompany's iinformation itechnology 

 
1 iDow iJones i& iCompany, iInc iv iGutnick i[2002] iHCA i56, ipara i80. iThe iproceedings iin ithe iHigh iCourt iof 

iAustralia iwill ihereafter ibe icalled i“Dow iJones iv iGutnick”. iGeneral ireference ito ithe iproceedings i(including 

ithe i22 idecision iof ifirst iinstance, ithe iCourt iof iAppeal idecision, iand ithe iHigh iCourt’s idecision) iwill 

ihereafter ibe i“Gutnick”. iThe ifull icitation ifor ithe idecision iof ifirst iinstance iwill ibe iprovided iwhere irelevant. 
2 i‘Usable’ imeans ithe iInternet ihas ithe iability ito iinteract iwith iits iusers. iInteraction iis ian iimportant iconcept 

iin 

relation ito ijurisdiction. iSee, iin iparticular, isection i3(e) ibelow. 
3 iThe iInternet idoes inot irequire iproprietary isoftware ifor iaccess. iAny isoftware iplatform i(including iWindows, 

Macintosh iand iUNIX) ithat ican i‘understand’ iInternet iprotocols ican iestablish ia iconnection ito ithe iInternet. 
4 iUnited iNations iConference ion iTrade iand iDevelopment, iE-Commerce iand iDevelopment iReport, i2002: 

Executive iSummary i(2002) i1. 
5 iIbid 
6 iReno iv iACLU, i117 iS.Ct. i2329, i2334-35 i(1997). 
7 i“It iis iindeed ia irevolutionary ileap iin ithe idistribution iof iinformation i… iIt iis ia imedium ithat 

ioverwhelmingly ibenefits ihumanity, iadvancing ias iit idoes ithe ihuman iright iof iaccess ito iinformation iand ito 

ifree iexpression.” iDow iJones iv iGutnick, ipara i164. 



Defamation iOn iInternet: iComparative iStudy iOf iIndia, iUnited iStates i& iUnited 
iKingdom 

 10 

idepartment. iThese isites ican ibe iaccessed ithrough isuitable isearch iengines, iwhich iwill itrace 

iand idisplay iinformation ito isuit ithe irequirements iof ithe isearcher. iIt iis ito ibe iremembered 

ithat ia inumber iof ifeatures iunique ito ithe iinternet idistinguishes iit ifrom iany iother imedium. 

iThese ifeatures ihave iled ito ithe icurrent ire-examination iof iexisting ilaws irelating ito idefamation, 

ito iallow ifor itheir ipossible ievolution iand iultimately itheir iapplication iin icyberspace. iA ikey 

ifeature iof ithe iinternet iis iits ihighly iinteractive inature. iThe iease iwith iwhich iusers iof ithe 

iinternet ican iaccess iinformation iand icommunicate iwith ieach iother ihas iengendered iin iits 

iusers ia ifalse isense iof ifreedom iin itheir icommunications. iAccessibility iis ianother ifeature iof 

ithe iinternet, iwhich idistinguishes iit ifrom itraditional iprint ior ibroadcast imedia. iThe irelatively 

ilow icost iof iconnecting ito ithe iinternet iand ieven iof iestablishing ione's iown iwebsite imeans 

ithat ithe iopportunity ifor idefamation ihas iincreased iexponentially. iNow, ion ithe iinternet 

ieveryone ican ibe ia ipublisher iand ican ibe isued ias ia ipublisher. iAnother ikey ifeature iof ithe 

iinternet iis ithat iusers ido inot ihave ito ireveal itheir itrue iidentity iin iorder ito isend ie-mail ior 

ipost imessages ion ibulletin iboards. iUsers iare iable ito icommunicate iand imake isuch ipostings 

ianonymously ior iunder iassumed inames. iThis ifeature, icoupled iwith ithe iability ito iaccess ithe 

iinternet iin iprivacy iand iseclusion iof ione's iown ihome ior ioffice iand ithe iinteractive, 

iresponsive inature iof icommunications ion ithe iinternet, ihas iresulted iin iusers ibeing ifar iless 

iinhibited iabout ithe icontents iof itheir imessages iresulting iin icyber ispace ibecoming iexcessively 

iprone ito idefamation. 

Defamation ican ibe iunderstood ias ithe iintentional iinfringement iof ianother iperson's iright ito 

ihis igood iname. iIt iis ithe iwrongful iand iintentional ipublication iof iwords ior ibehaviour 

iconcerning ianother iperson, iwhich ihas ithe ieffect iof iinjuring ithat iperson's istatus, igood iname, 

ior ireputation iin isociety. iLibel iis iwritten idefamation iand islander iis ioral idefamation. iThe 

iprimary idifference iis ithat iin ilibel, idamages iare ipresumed, iwhereas iin islander iactions, iunless 

ithe islander ifalls iinto ia icertain icategory, icalled islander iper ise, ithe iplaintiff imust iprove iactual 

ior iquantifiable idamages. iA iperson's igood iname ican ionly ibe idamaged iif imaligning 

istatements iare imade ito isomeone iother ithan ithat iperson; ithat iis, ithe idefamatory istatement 

imust ibe idisclosed ito ia ithird iperson, ithereby isatisfying ithe irequirement iof ipublication. iWhen 

idetermining iwhether ior inot idefamation ihas itaken iplace, ithe ionly iissue ito iconsider iis 

iwhether ia iperson iof iordinary iintelligence iin isociety iwould ibelieve ithat ithe iwords iwould 

iindeed iinjure ithe iperson's ireputation. i 
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Thus ithe ilaw iof idefamation iplaces ia iheavy iburden ion ithe idefendant. iAll ithat ia iplaintiff ihas 

ito iprove, iin ia idefamation iaction, iis ithe ipublication iof idefamatory imatter. iThe ionus ithen 

ilies ion ithe idefendant ito iprove iinnocence. iOnce iagain, imost ipeople iare iunaware iof ithis 

iburden. iIn iessence, ithe ilaw ion idefamation iattempts ito icreate ia iworkable ibalance ibetween 

itwo iequally iimportant ihuman irights: iThe iright ito ian iunimpaired ireputation iand ithe iright ito 

ifreedom iof iexpression. iIn ia icyber isociety, iboth ithese iinterests iare iincreasingly iimportant. 

iProtection iof ireputation iis iarguably ieven imore iimportant iin ia ihighly itechnological isociety, 

isince ione imay inot ieven iencounter ian iindividual ior iorganization iother ithan ithrough ithe 

imedium iof ithe iinternet. 

The ielements iof ia idefamation iaction ican ibe isummarized ias ifollows: 

• The iplaintiff imust iprove ipublication iof ithe idefamatory istatement; 

• The iplaintiff imust iprove ithat ithe idefamation irefers ito ithe iplaintiff; iand 

• The iplaintiff imust iprove ithat ithe istatement iis idefamatory. 

Upon iproof iof ipublication, ithe ilaw imakes iseveral ipresumptions iin ifavour iof ithe iplaintiff: 

• That ithe istatement iis ifalse; 

• That iit iwas ipublished iwith imalice; iand 

•  iThat iin ithe icase iof ilibel ior islander iper ise, ithe iplaintiff ihas isuffered idamage. 

Defences ithat ican ibe iraised iagainst isuch ia idefamation iaction iare ias ifollows: 

• Truth. 

• Fair icomment: iThe idefendant iis iallowed ito icomment ion ifacts itruly istated, ias 

ilong ias ithe icomment iis ifair iand ithe idefendant iis inot imotivated iby iactual imalice. 

i 

• Privilege: iOn icertain ioccasions, ithe icourts ihave iheld ithat ipolicy iand iconvenience 

irequire ithat ia iperson ishould ibe ifree ifrom iresponsibility ifor ithe ipublication iof 

idefamatory iwords. iThese ioccasions iconstitute iprivileges. iPrivilege imay ibe iabsolute, 

isuch ias istatements iin ithe iHouse iof iCommons ior ithe iCourts. iIt imay ibe iqualified, 
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iin ithat iit imay ibe ilost iif ithe ipublication iis iunnecessarily iwide ior imade iwith 

imalice. i 

• Innocent idissemination: iThis ilast idefence iis ipotentially ivery iimportant iin icyber 

ilibel. 

If ia idefendant iproves ithat ihis istatements iwere itrue iand iin ipublic iinterest, ithen ihis iconduct 

iis iregarded ias ilawful. iIn iaddition, iif ithe idefendant ican ishow ithat ihe ihad ino iintention ito 

idefame i(the iplaintiff), ithen ihe icould iavoid iliability. 

CHAPTER i2: iDEFAMATION iCASES 

The iever iincreasing iimportance iof ithe iinternet ihas icountless ilegal iramifications. iAmong ithem, 

ithe iinternet iraises iproblems iof ijurisdiction iin idefamation icases. iPlaintiffs iseek ijurisdictions 

iwhere ithe iburden iof iproof ifor idefamation iand idamages iis icomparably ilow iwhile iwebsite 

iowners iseek ijurisdictions ithat iminimize itheir ilegal iliability. iIt iwill ioften ibe iadvantageous ifor 

iplaintiffs ito ifile iinternet idefamation isuits iin ithe iUnited iKingdom iwhen ipossible ibecause iof 

ithe istructure iof iUnited iKingdom idefamation ilaws. 

 

The iinternet itranscends ifrontiers. iIt iallows ia iperson ito ipublish isimultaneously iin imany 

icountries iat ilow icost. iA iperson ican igain ireputation iover ithe iinternet. iA iperson ican ihave 

ireputation iharmed iover ithe iinternet, iwhich iraises iproblems iof ijurisdiction iin idefamation 

icases. iIn ithis iarticle, iI iwill ianalyze iwhat ithe ialternatives iof ijurisdiction iand ichoice iof ilaw 

iare iin icases iin iwhich idefamation ithrough ithe iinternet iinvolves imore ithan ione istate. iI iwill 

iconclude ithat ithe iUnited iKingdom iis ipreferable ito ithe iUnited iStates iwhen iconsidering 

ijurisdiction ifor iplaintiffs iin icases iof iinternet idefamation. iA imodern icase iinvolving 

idefamation iover ithe iinternet iis ithe iDontdatehimgirl.com icase. iDontdatehimgirl.com iis ia 

iwebsite iwhere iusers ipost iwarnings ion imen iwho iare iunfaithful.8 iUsers iupload ipictures, iwrite 

idescriptions, iand idescribe ihow ithey iwere iwronged, iwhich ican isignificantly idiminish ithe 

ireputation iof ithe imen iinvolved. iA ilawyer ifrom iPittsburgh isued idontdatehimgirl.com ifor 

idefamation iin iPennsylvania ibecause ione iposter istated ithat ihe ihad ia isexually itransmitted 

 
8 iLizette iAlvarez, i(Name ihere) iis ia iliar iand ia icheat, iN.Y. iTIMES, iFebruary i16, i2006, iavailable iat 

ihttp://select.nytimes.com/gst/abstract.html?res=F60E1EFD385A0C758DDDAB0894 iDE404482, i(last ivisited 

iJuly i29, i2010). 

http://select.nytimes.com/gst/abstract.html?res=F60E1EFD385A0C758DDDAB0894
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idisease,9 idated itwo iwomen iat ithe isame itime, iand iwas ibisexual ior igay. iIn iApril i2007 ithe 

icase iwas idismissed ifor ilack iof ipersonal ijurisdiction iover ithe iwebsite’s iowner, ia iFlorida 

iresident.10 

 

 

 

The iTerms iof iUse iat iDontdatehimgirl.com ihave ithe ifollowing iclause: iIT ireads ias ifollowing i: 

8. iJURISDICTION. iThis iWeb isite iis ihosted ion iservers ilocated iin ithe iUnited iStates iand iis 

iintended ito ibe iviewed iby iresidents iof ithe iUnited iStates. iIn ithe ievent iof iany idispute iarising 

iout iof ior irelating ito ithis isite, iyou iagree ithat ithe iexclusive ivenue ifor ilitigating idisputes ishall 

ibe iin istate ior ifederal icourt iin iMiami, iFlorida.11 iDespite ithese iTerms iof iUse, iI iargue ithat iit 

iwould ibe ito ia iplaintiff’s iadvantage ito isue iDontdatehimgirl.com ifor idefamation iin ithe 

iUnited iKingdom, iif isomeone iaccessed ithis iwebsite iin ithe iUnited iKingdom iand iif ithe 

iplantiff isuffered idamage ito ihis ior iher ireputation iwithin ithe iUnited iKingdom. 

Assuming ia iplaintiff icould isue iin iany ijurisdiction ihe ichose, ithere iare iseveral ireasons iwhy ihe 

iwould ibenefit ifrom isuing iin ithe iUnited iKingdom, irather ithan ithe iUnited iStates. 

 

A. iDEFAMATION iCASES iIN iTHE iUNITED iKINGDOM 

London iis iconsidered ito ibe i“the ilibel icapital iof ithe iworld.”12 iIn ithe iUnited iKingdom, ithe 

itest iused ito idetermine iif ia istatement iis idefamatory iis iwhether ithe istatement ilowers i“the 

iclaimant iin ithe iestimation iof irightthinking ipeople igenerally.”13  iThere ihas ito ibe ia ifalse 

istatement ithat idamages ia iperson’s ireputation. iA idefamatory istatement iis ione ithat iimpugns 

ianother iperson’s ireputation ior iadversely iaffects ihis ior iher istanding iin ithe icommunity.14 

 
9 iMoustafa iAyad, iCity ilawyer isues i'don't idate ihim' iWeb isite, iPITTSBURGH iPOST-GAZETTE, iJune i30, 

i2006, iavailable iat ihttp://www.post-gazette.com/pg/06181/702314-51.stm, i(last ivisited iJuly i29, i2006); iCarl 

iJones, iScorned iAttorney iSues iKiss-and-Tell iWeb iSite, iDAILY iBUSINESS iREVIEW, iJuly i5, i2006, 

iavailable iat ihttp://www.law.com/jsp/article.jsp?id=1151658319991, i(last ivisited iJuly i29, i2006). 
10 iJoe iMandak, iJudge iTosses iDate-Dissing iWeb iSuit, iASSOCIATED iPRESS, iApril i11, i2007, iavailable iat 

http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2007/04/10/financial/f141020D38.DTL, i(last ivisited iDecember 

i8, i2007). iOn iNovermber i29, i2007 ia isecond ilawsuit iwas ifiled iin ia ifederal icourt iin iFlorida. iDavid iArdia, 

i, iHollis iv. iCunningham, iCitizen iMedia iLaw iProject, iDecember i7, i2007 

http://www.citmedialaw.org/threats/hollis-v-cunningham i(last ivisited iDecember i8, i2007). 
11 iTerms iof iUse, iavailable iat ihttp://dontdatehimgirl.com/terms.html, i(last ivisited iJuly i29, i2010).  
12 iGeoffrey iRobertson i& iAndrew iNicol, iMedia iLaw i71 i(Penguin iBooks i2002). 
13 iId. iat i79. 
14 iMark iLunney i& iKen iOliphant, iTort iLaw. iText iand iMaterials i581 i(Oxford iUniversity iPress i2000). 
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Moreover, iUnited iKingdom ilibel ilaw iis ibiased itowards ithe iplaintiff. iThere iis ia ipresumption 

iof ifalsehood iof ithe istatement iunless ithe idefendant iproves iits itruth: i“defamatory istatement 

iis iactionable iwithout iproof iof iits ifalsity, ibut ithe idefendant ihas ia icomplete idefence iof 

ijustification iif ihe ior ishe isucceeds iin idemonstrating iits itruth; ithe ipublication iof itrue 

istatements, iwhether ior inot iit iis iin ithe ipublic iinterest, icannot igenerally iamount ito 

idefamation.”15 iOther ipro-plaintiff ifeatures iof iEnglish ilibel ilaw iare: i(a) ieach icommunication 

iis itreated ias ia iseparate ilibel,16 i(b) ipublication ioccurs iwhere ithe iwords iare iheard ior iread,17 

iand i(c) ithe idamage iis ipresumed.18 iThe itest ifor ijurisdiction iis ithat ithe itort icommitted imust 

ibe ireal iand isubstantial.19 iGiven ithese icharacteristics, ia iplaintiff iwould ifind iit iadvantageous 

ito iattempt ito isue iDontdatehimgirl.com iin ithe iUnited iKingdom, ias iopposed ito ithe iUnited 

iStates, iif ipossible, iand imany iforeign iplaintiffs ido iindeed ichoose ito isue iin ithe iUnited 

iKingdom.20 

In ithe iUnited iKingdom, ithere iis idouble iactionability ifor idefamation. iThe iclaimant ican 

ichoose ito isue iat ithe iplace iof idistribution ior iwhere ithe iloss iof ireputation ioccurred, ibut 

ionly ifor ithe ireputation ilost iin ithat ijurisdiction. iThis iwas iestablished iin iShevill iv. iPress 

iAlliance iS.A., 21  iwhen ia iFrench inewspaper ipublished ithat iFiona iShevill iwas iinvolved iin 

imoney ilaundering ifor ia idrug-trafficking inetwork. iThe inewspaper iwas imainly idistributed iin 

iFrance iand ihad iminor icirculation iin ithe iUnited iKingdom, iwith i230 icopies isold iin iEngland 

iand iWales, iand ionly i5 iin iYorkshire. iThe iCourt iheld ithat: iOn ia iproper iconstruction iof ithe 

iexpression i“place iwhere ithe iharmful ievent ioccurred” ithe ivictim iof ia ilibel iby ia 

inewspaper iarticle idistributed iin iseveral iContracting iStates imay ibring ian iaction ifor idamages 

iagainst ithe ipublisher ieither ibefore ithe icourts iof ithe iContracting iState iof ithe iplace iwhere 

ithe ipublisher iof ithe idefamatory ipublication iis iestablished, iwhich ihave ijurisdiction ito iaward 

 
15 iId. 
16 iDuke iof iBrunswick iv. iHarmer, i14 iQ.B. i185 i(1849); iMcLean iv. iDavid iSyme i& iCo. iLtd., i92 iW.N. 

i(N.S.W.) i611 i(1970), i“The ioriginator iof ia idefamatory istatement imay ibe iheld iliable ifor iits iforeseeable 

irepetition iby ia ithird iparty.” iAlso isee iSlipper iv. iBritish iBroadcasting iCorporation i1Q.B. i283 i(1991), ifor 

iapplication ito ian iinternet idefamation ion ia inewspaper iarchive. iSee iLoutchansky iv. iThe iTimes iNewspapers 

iLtd. i& iOrs iEWCA iCiv i1805 i(2001). 
17 iBata iv. iBata, iW.N. i366 i(1948); iLee iv. iWilson iand iMackinnon, i51 iC.L.R. i276 i(1934). 
18 iRatcliffe iv. iEvans, i2 iQ.B. i524, i529 i(1892), iBowen iL. iJ. iThis ipresumption iwas ieliminated iin ithe 

iUnited iStates iby iGertz iv. iWelch i418 iU.S. i323 i(1974). iSee ialso iKroch iv. iRossell i1 iAll iE.R. i725 i(1937). 
19 iBerezovsky iv. iMichaels i[2000] iW.L.R. i1004 i(H.L.). 
20  iFor iexample, isee iBerezovsky iv. iMichaels i[2000] i1 iW.L.R. i1004 i(H.L.); iKing iv. iLewis i[2004] 

iE.W.C.A. i(Civ. i1329). iIn iboth iof ithese icases, iAmericans isued ifor idefamation iin ithe iUnited iKingdom, 

idespite ihaving ino iapparent ities ito ithe iUK. 
21 i(C68/93) iEuropean iCourt iof iJustice i(hereinafter iECJ), iMarch i7, i1995. 



Defamation iOn iInternet: iComparative iStudy iOf iIndia, iUnited iStates i& iUnited 
iKingdom 

 15 

idamages ifor iall ithe iharm icaused iby ithe idefamation, ior ibefore ithe icourts iof ieach 

iContracting iState iin iwhich ithe ipublication iwas idistributed iand iwhere ithe ivictim iclaims ito 

ihave isuffered iinjury ito ihis ireputation, iwhich ihave ijurisdiction ito irule isolely iin irespect iof 

ithe iharm icaused iin ithe iState iof ithe icourt iseised. iThe ifact ithat iunder ithe inational ilaw 

iapplicable ito ithe imain iproceedings idamage iis ipresumed iin ilibel iactions, iso ithat ithe iplaintiff 

idoes inot ihave ito iadduce ievidence iof ithe iexistence iand iextent iof ithat idamage, idoes inot 

itherefore ipreclude ithe iapplication iof iArticle i5(3) iof ithe iConvention.22 

 

The iShevill iv. iPress iAlliance iS.A. icase iestablished ithat ithere iis ijurisdiction ifor idefamation iin 

iboth iFrance, ithe iplace iof ipublication, iand iin ithe iUnited iKingdom, ithe iplace iof iloss iof 

ireputation. 

Given iall iof ithese iadvantages, iwhen ithere iis idamage ito ia iperson’s ireputation iin ithe iUnited 

iKingdom, ithere iare iincentives ito isue ifor idefamation iin ithe iUnited iKingdom. iSome 

iexamples iof ithis ipractice iare ipresented ibelow, iincluding iBerezovsky iv. iMichaels, iwhich 

idescribes ia isimilar isituation ito iShevill iv. iPress iAlliance iS.A., ibut iincludes ian iinternet 

icomponent. 

 

In i1996, iForbes iMagazine ipublished ian iarticle iwhich ireferred ito iMr. iBerezovsky, ia iRussian 

icitizen, ias: i“the iGodfather iof ithe iKremlin? iPower, iPolitics, iMurder. iBoris iBerezovsky 

ican iteach ithe iguys iin iSicily ia ithing ior itwo.”23 iThis imagazine ihad imost iof iits icirculation 

iin ithe iUnited iStates i(785,710 icopies), isome iin ithe iUnited iKingdom i(1,915 icopies), iand 

ialmost inone iin iRussia i(13 icopies). iForbes iMagazine iwas ialso iavailable ion ithe iinternet. iMr. 

iBerezovsky iclaimed ito ihave i“extensive ipersonal iand ibusiness iconnections iwith iEngland.”24 

iHowever, iForbes iargued ithat ithe iUnited iStates iand iRussia iwere imore iappropriate iforums. 

iThe ijudge iruled ithat ithe icase ihad imore iconnection iwith iRussia iand idismissed ithe iaction, 

ibut ithe idecision iwas iappealed. iThe icourt iof iappeal istated ithat ithere iwas ijurisdiction iin ithe 

iUnited iKingdom ito icontinue ithe itrial. iForbes iappealed ito ithe iHouse iof iLords. iMr. 

 
22 iShevill iv. iPress iAlliance iS.A., i(C68/93) iECJ, iMarch i7, i19 ierezovsky iv. iMichaels i[2000] i1 iW.L.R. 

i1004 i(H.L.). 
23 iBerezovsky iv. iMichaels i[2000] i1 iW.L.R. i1004 i(H.L.). 
24 iId. 
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iBerezovsky icountered ithat ihe ihad i“extensive icontacts iwith iEngland” iand i“worked ifrequently 

iin iLondon iand iwith ipersons iand icompanies ibased iin iLondon.”25 

 

The iHouse iof iLords iconcluded ithat iEngland iwas ithe ibest iplace ifor ithe isuit. iIt idismissed 

iRussia iand ithe iUnited iStates ion ithe ifollowing igrounds: iThe ifirst iis ithat ionly i19 icopies 

iwere idistributed iin iRussia. iSecondly, iand imost iimportantly, ion ithe ievidence iadduced iby 

iForbes iabout ithe ijudicial 

system iin iRussia, iit iis iclear ithat ia ijudgment iin ifavour iof ithe iplaintiffs iin iRussia iwill inot ibe 

iseen ito iredress ithe idamage ito ithe ireputations iof ithe iplaintiffs iin iEngland. iRussia icannot 

itherefore irealistically ibe itreated ias ian iappropriate iforum iwhere ithe iends iof ijustice ican ibe 

iachieved. iIn ithe 

alternative icounsel ifor iForbes iargued ithat ithe iUnited iStates iis ia imore iappropriate 

ijurisdiction ifor ithe itrial iof ithe iaction. iThere iwas ia ilarge idistribution iof ithe imagazine iin ithe 

iUnited iStates. iIt iis ia ijurisdiction iwhere ilibel iactions ican ibe ieffectively iand ijustly itried. iOn 

ithe iother ihand, ithe iconnections iof iboth iplaintiffs iwith ithe iUnited iStates iare iminimal. iThey 

icannot irealistically iclaim ito ihave ireputations iwhich ineed iprotection iin ithe iUnited iStates. iIt 

iis itherefore inot ian iappropriate iforum.26 

 

 

 

 

 

The isubject iof ithe iavailability ion ithe iinternet iof ithe imagazine, ihowever, iwas ideemed inot ian 

iissue iin ithe icase: 

“During ithe icourse iof iinteresting iarguments iit ibecame iclear ithat ithere iis inot ithe 

inecessary ievidence ibefore ithe iHouse ito iconsider ithis iimportant iissue isatisfactorily. 

iHaving icome ito ia iclear iconclusion iwithout ireference ito ithe iavailability iof ithe iarticle 

ion ithe iInternet iit iis iunnecessary ito idiscuss iit iin ithis icase.”27 

 

 
25 iId. 
26 iId. 
27 iId. 
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The iBerezovsky iv. iMichaels icase iwas ia iclosest iconnection icase, idetermining ithat ithere iwas ia 

icloser iconnection iwith ithe iUnited iKingdom ithan ieither ithe iUnited iStates, ithe iplace iof 

ipublication, ior iRussia, iMr. iBerezovsky’s ihome icountry. iThe iBerezovsky iv. iMichaels icase irelates 

ito ithe iinternet idefamation ipredicament ibecause iit iestablished ithat icountry iof icitizenship iis 

inot ithe irelevant iquestion i– iit idoes inot imatter ithat ithe iplaintiff iis ifrom ithe iUnited iStates, 

ias iit idid inot imatter ithat iMr. iBerezovsky’s icountry iof icitizenship iwas iRussia. iThe irelevant 

iquestion ihere iwas iwhere ithe iloss iof ireputation ioccurred. iTherefore, idespite iClause i8 iof 

iDontdatehimgirl.com’s iTerms iof iUse, ia iplaintiff icould itheoretically isue ithe iwebsite iin ithe 

iUnited iKingdom, idespite ihis iresidency iin ithe iUnited iStates iand ithe iwebsite iservers’ ilocation 

iin ithe iUnited iStates. 

 

Although ithe iBerezovsky iv. iMichaels icase iestablished ithat icountry iof icitizenship iis inot ithe 

irelevant iquestion, ia iconnection istill ineeds ito iexist iwith ithe iUnited iKingdom ibefore ia 

iperson ican isue ifor idefamation iin ithat iforum, ias iclearly iillustrated iin ithe iKing iv. iLewis icase. 

iMr. iKing ihas ia iworldwide ireputation iin ithe iboxing ibusiness. iHe iis ia icitizen iof ithe iUnited 

iStates iand ilives iin iFlorida, ibut iwas iinvolved iin ia icase iin iNew iYork. iThe iopposing icounsel, 

iMr. iBurstein, iwrote ian iarticle ion itwo iwebsites, ifightnews.com iand iboxingtalk.com, icalling 

iMr. iKing ian ianti-Semite. iMr. iKing ichose ito isue iin iLondon. iAfter iciting iBerezovsky iv. 

iMichaels, ithe icourt istated: 

Thus ithe istarting-point ifor ithe iascertainment iof iwhat iis iclearly ithe imost iappropriate 

iforum iis ito iidentify ithe iplace iwhere ithe itort ihas ibeen icommitted. iThat iwill, iof icourse, 

iby idefinition ibe iEngland iin ia idefamation icase iwhere ileave ito iserve iout ihas ibeen 

iobtained ion ithe ibasis iof ipublication ihere. iBut i– iand ihere iis iour isecond iproposition 

ifrom ithe icases i– ithe imore itenuous ithe iclaimant’s iconnection iwith ithis ijurisdiction i(and 

ithe imore isubstantial iany ipublication iabroad), ithe iweaker ithis iconsideration ibecomes. 

In ithese icircumstances ithere iis iin iour ijudgment ino ibasis ion iwhich ithis icourt icould iproperly 

ibe iinvited ito iascertain ithe iappropriate iforum ifor iitself, iand ifor iall ithe ireasons iwe ihave 

igiven ithe iappeal iwill ibe idismissed.28 iIn ithe iquote iabove, ithe ijudge iruled ithat iMr. iKing 

iwould inot ibe 

 
28 iKing iv. iLewis i[2004] iE.W.C.A. i(Civ. i1329). 
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permitted ito isue iMr. iBurstein iand iMr. iLewis iin ithe iUnited iKingdom ibecause iMr. iKing’s 

icase, idespite iMr. iKing’s iworldwide ireputation iin ithe iboxing iindustry, idid inot ihave ia istrong 

ienough iconnection ito ithe iUnited iKingdom ifor ijurisdiction iin ithat iforum. iMr. iKing, 

iapparently iaware iof ithe imany iadvantages iof isuing ifor idefamation iin ithe iUnited iKingdom, 

iwas iultimately iunable ito ido iso, idue ito ia ilack iof iconnection ithere. i 

 

Up iuntil inow, iI ihave idiscussed: ithe iShevill iv. iPress iAlliance iS.A. icase, iwhich icovered ithe 

iplace iof ireadership iversus ithe iplace iof ipublication; ithe iBerezovsky iv. iMichaels icase, iwhich 

iconsidered iMr. iBerezovsky’s isignificant iconnection ito ithe iforum; iand ithe iKing iv. iLewis icase, 

iwhich iexamined iMr. iKing’s ilack iof isignificant iconnection ito ithe iforum. iThe inext icase iI 

iwill idiscuss iis iJameel iv. iDow iJones, iwhich ialso icovers idefamation iover ithe iinternet. 

The iWall iStreet iJournal i(WSJ) iOnline, iowned iby iDow iJones i& iCo., iInc., ipublished ian 

iarticle iin iwhich iMr. iJameel, ia icitizen iof iSaudi iArabia, iwas imentioned ias ia idonor iof iAl 

iQaeda iin ithe iWSJ’s i“Golden iChain” ilist. iIn ithis icase, iMr. iJameel iwanted ihis iname 

iremoved ifrom ibeing iassociated iwith iAl iQaeda, iin ipart ibecause ithe iUnited iStates’ 

iDepartment iof iJustice iwas iusing ithis ilist ito iinvestigate ipeople iwho igave ifunds ito iAl iQaeda. 

iThe ijudge iruled, ihowever, ithat: 

 

Where ia idefamatory istatement ihas ireceived iinsignificant ipublication iin ithis ijurisdiction, 

ibut ithere iis ia ithreat ior ia ireal irisk iof iwider ipublication, ithere imay iwell ibe 

ijustification ifor ipursuing iproceedings iin iorder ito iobtain ian iinjunction iagainst 

irepublication iof ithe ilibel. iWe iare inot ipersuaded ithat isuch ijustification iexists iin ithe 

ipresent icase. iThere iseems ino ilikelihood ithat iDow iJones iwill irepeat itheir iarticle iin ithe 

iform iin iwhich iit iwas ioriginally ipublished. iIt ihas ibeen iremoved ifrom ithe iweb isite iand 

ifrom ithe iarchive. iIf ithey ido ipublish ifurther imaterial iabout ithe iGolden iChain ilist, iit iis 

ilikely ito ibe iby iway iof ireports iabout ilitigation iin iwhich ithe ilist ifeatures, ior istatements 

imade iabout ithe ilist iby ithe iUnited iStates iGovernment ior iother iauthorities. iIt iis iquite 

iimpossible ito ipredict iwhether iany isuch ifuture ipublication iwill ibe iprotected iby iprivilege, 

ior icalculated ito icause isignificant idamage ito ithe iclaimant’s ireputation. iIn ithese 

icircumstances, iif ithis ilitigation iwere ito iproceed iand ito iculminate iin ijudgment ifor ithe 

iclaimant, iit iseems ito ius iunlikely ithat ithe icourt iwould ibe iable, ior iprepared, ito 
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iformulate iand iimpose ian iinjunction iagainst irepetition iof ithe idefamation iin iterms ithat 

iwould ibe iof ivalue ito ithe iclaimant.29 

The ijudge imade itwo isignificant iconsiderations iabout ithis icase. iFirst, ithe ijudge idetermined 

ithat iaccess ito ithe iWSJ’s ipublication ionline, ifrom ithe iUnited iKingdom, iwas inot isignificant 

ienough ito iestablish ijurisdiction ifor idefamation iin ithe iUnited iKingdom. iSecond, ithere iwas ia 

ilow irisk iof 

republication iof ithe i“Golden iChain” ilist iby ithe iWSJ iOnline. iTherefore, ithe ijudge idismissed 

iMr. iJameel’s icase. iIn ithe ipreceding icases iabout ijurisdiction ifor idefamation iin ithe iUnited 

iKingdom, iI ihave idiscussed ihow iseveral iplaintiffs ihave iattempted ito isue ifor idefamation iin 

ithe iUnited iKingdom, idue ito ithe imany iadvantages ithat iplaintiffs ienjoy iwhen isuing ifor 

idefamation iin ithat iforum. iRelating ithese icases ito ithe iinternet idefamation ipredicament, iit 

iseems iclear ithat ia iplaintiff 

would ibenefit ifrom isuing iDontdatehimgirl.com iin ithe iUnited iKingdom, iif ihe icould iestablish 

ijurisdiction ithere. iHowever, iif ia iplaintiff ihad ino iconnection iwith ithe iUnited iKingdom iand 

icould inot iestablish ijurisdiction ithere, ithen ihe imight ibe iresigned ito isue iin ithe iUnited iStates. 

iThat iwould ibe iunfortunate ifor ithe iplaintiff ibecause ithere iare imore ilimitations iimposed ion 

idefamation icases iin ithe iUnited iStates ithan ithere iare iin ithe iUnited iKingdom. 

 

B. iDEFAMATION iCASES iIN iTHE iUNITED iSTATES 

In ithe iUnited iStates, iit iis irelatively idifficult ifor ia iplaintiff ito iobtain icompensation ifor 

idefamation. i 

The iUniform iSingle iPublication iAct, iadopted iby imost istates,30 iprovides ithat: 

No iperson ishall ihave imore ithan ione icause iof iaction ifor idamages ifor ilibel, islander, 

iinvasion iof iprivacy ior iany iother itort ifounded iupon ia isingle ipublication, iexhibition ior 

iutterance, isuch ias iany ione iedition iof ia inewspaper, ibook ior imagazine, iany ione 

ipresentation ito ian iaudience, iany ione ibroadcast iover iradio ior itelevision ior iany ione 

 
29 iId. 
30 iSee iDow iJones i& iCompany iInc. iv. iGutnick i(2002), iHCA i56 i(provides ithat i“[s]ome i27. iStates iof ithe 

iUnited iStates, iincluding iCalifornia, iIllinois, iNew iYork, iPennsylvania iand iTexas” ihave iadopted i§577A iof 

ithe iRestatement iof iTorts, i2d i(1977)). 
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iexhibition iof ia imotion ipicture. iRecovery iin iany iaction ishall iinclude iall idamages ifor 

iany isuch itort isuffered iby ithe iplaintiff iin iall ijurisdictions.31 

 

 

The iUniform iSingle iPublication iAct ialso iprevents ithe ireiteration iof iaction: 

“A ijudgment iin iany ijurisdiction ifor ior iagainst ithe iplaintiff iupon ithe isubstantive imerits 

iof iany iaction ifor idamages ifounded iupon ia isingle ipublication, iexhibition ior iutterance 

ias idescribed iin isubsection iA ishall ibar iany iother iaction ifor idamages iby ithe isame 

iplaintiff iagainst ithe isame idefendant ifounded iupon ithe isame ipublication, iexhibition ior 

iutterance.”32 

In iother iwords, iif ia iperson iis idefamed ivia imost ipublication imethods, ithen ithat iperson ican 

isue ifor iall idamage ithat ihe ior ishe ireceived ifrom iall ijurisdictions i- ibut ifrom iwithin ionly ione 

ijurisdiction. iFor iexample, isuppose iMr. iKing iwas idefamed iby ian iopinion iarticle iin iUSA 

iToday, iwhich ihas 

worldwide ipublication. iMr. iKing icould isue iUSA iToday ifor idamage ihe ireceived ito ihis 

ireputation iworldwide. iHowever, ihe icould ionly ido iso iin ione iparticular istate. iAlso, iall iacts 

iof idefamation i- iif ithey ioccurred ivia ione iopinion iarticle i- icount ias ione icollective iact iof 

idefamation, irather ithan 

counting ieach iindividual inewspaper iprinted ithat icarried ithe iopinion iarticle. iThe iUniform 

iSingle iPublication iAct ihas isignificant iimplications ifor ithis icase. iWhereas iUnited iKingdom 

ilaw istates ithat i“each icommunication iis itreated ias ia iseparate ilibel,” ithe iUniform iSingle 

iPublication iAct ilumps itogether iall ipublications iat ionce. iBased ion ithis icomparison, ia 

iplaintiff icould ipotentially isue iin ithe iUnited iKingdom ifor idefamation ievery itime ithe 

iDontdatehimgirl.com iwebsite iis iaccessed iwith idefamatory iinformation iabout ihim, iwhereas, iin 

ithe iUnited iStates, iit iis iarguable ithat iunder ithe iUniform iSingle iPublication iAct ionly ithe 

isingle iact iof iposting ithe idefamatory iinformation ion ithe ihost iserver iis ilibelous. 

 

 
31 iRestatement iSecond ion iTorts i§577A i(1977), iWilliam iL. iProsser, iInterstate ipublication, i51 iMichigan iL. 

iRev. i959 i(1953). i25 iId. 
32 iId. 
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The iUniform iSingle iPublication iAct iwas iapplied ito ia iwebsite iin iFirth iv. iState iof iNew iYork.33 

iHowever, iit idid inot idesignate ia iparticular ijurisdiction iand, itherefore, idid inot iprevent iforum 

ishopping.34 iThus, iif iMr. iKing ichose ito isue ifor idefamation iin ithe iUnited iStates, ihe icould 

ichoose ito isue iin iNew iYork, iCalifornia, ior iany iother istate iwhere ihe ifelt ihe icould iobtain 

isufficient ijurisdiction. i 

In iStratton iOakmount iv. iProdigy i(1995), ithe iUS iSupreme iCourt iprovided ino iincentive ifor 

ionline iservice iproviders ito iremove iobscene ior ilibelous imaterial ifrom itheir idatabases. iIf iany 

igood ifaith iattempt iwere imade ito iinspect icontent iprior ito ipublication, ithe ionline iservice 

iprovider irisked iliability ifor iany ioffensive imaterial iit imissed. iThis icase iled ito ithe ienactment 

iof ithe iTelecommunications iAct iof i1996, iand iwas ieffectively ioverruled iby ithe isaid iAct. 

This iAct iwas isigned iinto ilaw iby iPresident iClinton iOn iFebruary i8, i1996, iand iincludes ithe 

iCommunications iDecency iAct i(“CDA”)and ithe iInternet iFreedom iand iFamily iEmpowerment 

iAct. iThe iAct irecognizes ithe ivalue iof ithe iinternet, iand ideclares ithat ithe iinternet ihas 

i"flourished, ito ithe ibenefit iof iall iAmericans, iwith ia iminimum iof iGovernment iregulation.” 

Historically, ithe iposture iof ithe iUnited iStates ion idefamation iis iaffected iby iseveral ifactors. 

iTo ibegin iwith, ithe iFirst iAmendment iof ithe iConstitution iprovides istrong iprotection ifor 

ifreedom iof iexpression. iTwo inotable icases, iNew iYork iTimes iv. iSullivan35 iand iGertz iv. iRobert 

iWelch iInc.,36 ihave ialso iestablished ithat ipoliticians iand ipublic ipersons ireceive iless iprotection 

ifrom idefamatory istatements, ibecause iclear iand iconvincing ievidence iof iactual imalice iis ithe 

istandard irequired ifor idefamation iin ithose icases, ia icontrast iexpressed iby iJustice iEady iin 

iHarrods iv. iDow iJones.37 

Justice iEady’s iruling ion ithe iHarrods iv. iDow iJones icase ihighlights ian iimportant idifference 

ibetween ithe ipriorities iof ithe iUnited iStates iand ithe iUnited iKingdom iregarding idefamation, ia 

iperson’s ireputation, iand ifreedom iof iexpression. iHis iruling iestablished ithat ithe ipriority iin 

 
33 iGeorge iFirth iv. iState iof iNew iYork, iNY iInt. i88 i(2002), iwhich iholds ithe iopposite ifrom iDuke iof 

iBrunswick iv. iHarmer: i“Thus, ia imultiple ipublication irule iwould iimplicate ian ieven igreater ipotential ifor 

iendless iretriggering iof ithe istatute iof ilimitations, imultiplicity iof isuits iand iharassment iof idefendants. 

iInevitably, ithere iwould ibe ia iserious iinhibitory ieffect ion ithe iopen, ipervasive idissemination iof iinformation 

iand iideas iover ithe iinternet, iwhich iis, iof icourse, iits igreatest ibeneficial ipromise.” i… i“Republication, 

iretriggering ithe iperiod iof ilimitations, ioccurs iupon ia iseparate iaggregate ipublication ifrom ithe ioriginal, ion ia 

idifferent ioccasion, iwhich iis inot imerely ia idelayed icirculation iof ithe ioriginal iedition.” iRinaldi iv. iViking 

iPenguin, iInc., i52 iNY i2d iat i435. 
34 iRestatement iof iTorts i§577A i2d i(1977); iBerezovsky iv. iMichaels i. 
35 i376 iU.S. i254 i(1964). 
36 i i418 iU.S. i323 i(1974). 
37 iHarrods iLtd. iv. iDow iJones i& iCo. iInc. i[2003] i(E.W.H.C.) i1162 i(Q.B.). 
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ithe iUnited iKingdom iis ito iprotect iand ivindicate ia idefamed iperson’s ireputation imore ithan 

ito iprotect ifreedom iof ispeech. iThus, iplaintiffs isuing iin ithe iUnited iKingdom ihave imore 

irights ithan iin ithe iUnited iStates, ias iJustice iEady ialso ialluded ito ia ijudge iin iNew iYork, 

iimplying ithat iin ithe iUnited iStates, igranting ifreedom iof iexpression iis igenerally iconsidered ito 

ibe ia ihigher ipriority ithan ivindicating ithe ireputation iof ia idefamed iperson. iNot ionly idoes ithe 

iUnited iKingdom irequire iless ievidence ithan ithe iUnited iStates ifor idefamation icases, ibut ialso 

ithe idamages iawarded iare iusually ihigher.38 iFaced iwith ithese iincentives, ia iplaintiff iwould 

icertainly iwant ito isue iin ithe iUnited iKingdom iif ihe icould iestablish ijurisdiction ithere. iThe 

inext ilogical iquestion iis iwhether ia iplaintiff ican iestablish ijurisdiction iin ithat iforum. 

 

 

 

CHAPTER iIII: iJURISDICTION iON iTHE iINTERNET 

 

Before iI iexamine iwhether ia iplaintiff icould ireasonably isue iDontdatehimgirl.com ifor 

idefamation iin ithe iUnited iKingdom, iI iwill idiscuss ithe iconcept iof ijurisdiction ion ithe iinternet. 

iJurisdiction ican ibe iclassified iinto ithree itypes: ijurisdiction ito iprescribe, ijurisdiction ito 

iadjudicate, iand ijurisdiction ito ienforce. 39  iIn ithis isection, iI iwill ifocus iprimarily ion ithe 

ijurisdiction ito iprescribe iand iadjudicate. iJurisdiction imust ibe ijustified iby ithe icourt iexercising 

iit. iJurisdiction iis iusually ibased ion ithe iprinciple iof iterritoriality, inationality, ieffects idoctrine, 

ior ithe iprotection iof inational isecurity iand iinterests. iThe iclassically iaccepted iprinciples iare 

iterritoriality iand inationality. iHowever, ifor idefamation icases,40 ithe ieffects idoctrine iis iwidely 

iused. 

 

The iinternet iis ian iinternational icontext. iSeveral iauthors ihave iattempted ito iapply ithe 

iaforementioned iprinciples ito iinternet icases iin iorder ito ijustify ijurisdiction. iNow, iI iwill 

iexamine ithe iapplication iof ithe iprinciples iof iterritoriality iand inationality ito iinternet icases. 

 
38 iTolstoy iMiloslavsky iv. iUnited iKingdom, i20 iEHRR i442 i(1995), iJohn iv. iMGN iLtd, i2 iAll iER i35 

i(1996). iHowever, ithe icosts imay ibe ihigher itoo. iGeoffrey iRobertson i& iAndrew iNicol, iMedia iLaw i76 

i(Penguin iBooks i2002). 
39 iRestatement i(Third) iof iForeign iRelations iLaw iof ithe iUnited iStates i§ i401 i(1987). 
40 iAnd itorts iin igeneral iare iguided iby ithe ilex iloci idelicti icommssi iprinciple. 
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One iapproach iof ithe iterritoriality idoctrine ileads ito iapplying ithe ilaw iof ithe iserver iwhere ithe 

iwebsite iis istored.41 iThat iwas iDow iJones’ icontention iin iGutnick iv. iDow iJones.42 iThe icourt 

irecounted: 

 

“the iprincipal iburden iof ithe iargument iadvanced iby iDow iJones ion ithe ihearing iof ithe 

iappeal iin ithis iCourt iwas ithat iarticles ipublished ion iBarron’s iOnline iwere ipublished iin 

iSouth iBrunswick, iNew iJersey, iwhen ithey ibecame iavailable ion ithe iservers iwhich iit 

imaintained iat ithat iplace.” 

Using ithe ilaw iof ithe iserver iwould ibe iarbitrary, ibecause ithe iserver ican ibe ilocated iin ia iplace 

ithat ihas ino iconnection ito ieither ithe iuploader ior ithe idownloader. iFurthermore, ithe iplace iof 

ithe iserver iwill ibe ichosen iby ithe iuploader, iusually iin ia icountry iwith ilaws ifavourable ito ithe 

iowner’s 

interests.43 iIn irelating ithis icase ito ithe iDontdatehimgirl.com icase, iit iseems ifeasible ito iassume 

ithat imany iservers iwhich icontain idefamatory istatements imight ibe iarbitrarily iplaced iin 

ilocations iwith irelatively iweak iconnections ito ieither ithe iuploader ior ithe idownloader, ibut 

iwhich iprovide igreater ilegal iprotections ifor ithe iowner iof ithe iwebsite ithat icontains 

idefamatory icomments. iThe ilaw iof 

the iserver imay iexplain iwhy iDontdatehimgirl.com’s iTerms iof iUse ihas iClause i8, iwhich iagain 

istates: i 

 i i i i i i i i i i i i i i i i i i i i i i i i i“This iWeb isite iis ihosted ion iservers ilocated iin ithe iUnited 

iStates iand iis iintended ito ibe iviewed iby iresidents iof ithe iUnited iStates. iIn ithe ievent iof 

iany idispute iarising iout iof ior irelating ito ithis isite, iyou iagree ithat ithe iexclusive ivenue 

ifor ilitigating idisputes ishall ibe iin istate ior ifederal icourt iin iMiami, iFlorida”.44 

 

Since ithe ilaws igoverning iprotection ifrom idefamation iare irelatively iweaker iin ithe iUnited 

iStates ithan ithe iUnited iKingdom, iit iis iarguable ithat ithe iowner iof iDontdatehimgirl.com iis 

iattempting ito iuse ithe ilaw iof ithe iserver ito iestablish ijurisdiction iin ithe iUnited iStates, iin 

iorder ito iavoid ibeing isued ifor idefamation iin ithe iUnited iKingdom, iwhere iit iis ieasier ito 

 
41 iThis ican ibe idifficult iwhen ia iwebsite iis istored ion imore ithan ione iserver, iand iwhen ithere iare imirror 

iwebsites. 
42 iGutnick iv. iDow iJones i& iCo. iInc.[2002] iH.C.A. i56 i(H.C. i(Aus.)), isettled iin i2004. 
43 iId. 
44 iTerms iof iUse, isupra inote i4 
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iprove idefamation iand ithe ipenalties iare ihigher, ias istated iin iSection i2 iof ithis iarticle. iAnother 

icommon iprinciple iused iin iconflicts iof ilaw iis inationality. iWith inationality, ione iquestion iis 

iwhose inationality ishould ibe iused ito idetermine ijurisdiction: ithe iowner iof ithe iserver, ithe 

iauthor iof ithe iwebsite, ior ithe iuser. 

According ito iDaniel iMenthe, inationality ishould ibe ithe iprinciple iused ito idetermine 

ijurisdiction iin icyberspace. iTo iarrive ito ithis iconclusion, ihe ipostulated ithat ithe iinternet iis ian 

iinternational ispace. iThen ihe ipostulated ithat iin ithe ilaw iof ithe iflag iof ia iship, iAntarctica iand 

iouter ispace, iwhich iare 

international ispaces, ijurisdiction iis idetermined iby ithe ilaw iof inationality. iTherefore, ihe 

iconcluded ithat ithe inationality iof ithe icreator ior ithe iperson, ion iwhose ibehalf ia iwebsite iis 

imaintained, ishould idetermine ithe ijurisdiction. 45  i iThe iinternet iwould iappear ito ibe ian 

iinternational ispace ilike ithe ihigh iseas, iwhich imakes iMenthe’s itheory iintuitively iattractive. iA 

iwebsite ican ibe iowned iby ia icompany ithat iwas icreated iin ia icountry iwith ifavourable ilaws, 

ilike ia iship idisplaying ia iflag iof iconvenience iin iinternational iwaters. iIf ithe icreator iof ia 

iwebsite iis ia icompany, ithe iprinciple iof inationality imay iallow iit ito ichoose ia imore iconvenient 

ijurisdiction. iAlthough ithe iterritoriality iand inationality iprinciples iare isignificant iin idefamation 

icases, ithe iprevailing iprinciple iis ithe ieffects idoctrine: ithe iact ioccurred iwhere ithe ieffects itook 

iplace. iThe iplace iof ipublication iis ithe iplace iof ithe itort, ilex iloci idelicti. iOn ithe iinternet, ithe 

ieffects iof idefamation ican ieasily ioccur iin imultiple icountries isimultaneously, iwhich imakes iit 

idifficult ito idetermine ijurisdiction iand iapplicable ilaw, iwhile ipreventing iforum ishopping.46 

 

As iwith ithe icase iof iBerezovsky iv. iMichaels, iMr. iBerezovsky iwas iable ito idemonstrate 

ijurisdiction iin ithe iUnited iKingdom ivia ithe ieffects idoctrine, iwhich iis ipresent iin ithe iUnited 

iKingdom ilaw iof ijurisdiction ifor itorts. 

 

A. iJURISDICTION iIN iTHE iUNITED iKINGDOM 

 
45 iDarrel iC. iMenthe, iJurisdiction iin iCyberspace: iA iTheory iof iInternational iSpaces, i4 iMich. iTelecomm. 

iTech. iL. iRev. i69 i(1998). 
46 iForum ishopping ihas ibeen idefined ias itrying ito ihave ian i“action itried iin ia iparticular icourt ior ijurisdiction 

iwhere i[the ilitigant] ifeels ihe iwill ireceive ithe imost ifavorable ijudgement ior iverdict.” iBryan iA. iGarner, 

ieditor iin ichief, iBlack’s iLaw iDictionary, iabridged i(8th ied, iSt. iPaul, iMN: iThomson/West, i2005). iThe iline 

ibetween ilegitimately ichoosing ia iforum iand iforum ishopping iis iblurry. iSee iForum iShopping iReconsidered, 

iNotes, i103 iHarvard iLaw iReview, i7 i1677-96 i(May, i1990). 
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In ithe iUnited iKingdom, idefamation iis iexcluded ifrom ithe iPrivate iInternational iLaw 

i(Miscellaneous iProvisions) iAct i1995, iwhich iprovides ithat i“the iapplicable ilaw iis ithe ilaw iof 

ithe icountry iin iwhich ithe ievents iconstituting ithe itort ior idelict iin iquestion ioccur,” iunless 

ithere iis ia imore isignificant iconnection iwith ianother icountry.47 iTherefore, icommon ilaw irules 

istill iapply ito idefamation iconflict iof ilaws. iHowever iarticle i5(3) iof ithe iBrussels iConvention 

istates ithat i“in imatters irelating ito itort, idelict ior iquasidelict, iin ithe icourts ifor ithe iplace 

iwhere ithe iharmful ievent ioccurred.” iIn iShevill iv. iPress iAlliance iS.A.,48 ithe iplace iwhere ithe 

iharmful ievent ioccurred iwas iinterpreted ias ieither iat ithe iplace iof idistribution ior iat ithe iplace 

iwhere ithe iloss iof ireputation ioccurred, iwith ithe ilatter ias ia imore iplausible istandard ifor 

iinternet icases. 

 

Cheshire iand iNorth, iin iPrivate iInternational iLaw, iproposed ia isolution ifor icases iof imulti-

state idefamation: 

There iis ia istrong iargument ifor iadopting ia idifferent irule ifor imulti-state idefamation ifrom 

ithat iapplicable iin imore istraightforward icases iinvolving ipublication iin ijust ione icountry. 

iThis icould itake ithe iform iof ia ispecial irule idefining ithe iplace iof ithe itort, inot iin iterms 

iof ipublication, ibut iin iterms iof iwhere ithe iclaimant isuffered ithe imost iinjury ito 

ireputation. i 

More iradically, ithe iconcept iof ithe iplace iof ithe itort icould ibe iabandoned ialtogether iand 

ireplaced iin icases iof imulti-state idefamation iby ia irule iapplying ione iof ithe ifollowing: i 

(i) the ilaw iof ithe iclaimant’s idomicile ior iresidence; i 

(ii) the ilaw iof ithe icountry iwhich, iwith irespect ito ithe iparticular iissue, ihas ithe imost 

isignificant irelationship iwith ithe ioccurrence iand iwith ithe iparties.49 

 

At ifirst, iCheshire iand iNorth iappeared ito ipropose ithe iapplication iof ithe ieffects idoctrine i– 

iapplying ithe ilaw iof ithe icountry iin iwhich ithe ireputation iwas iharmed ithe imost. iThis 

iapproach iis iconsistent iwith ithe ione iadopted iin iin iShevill iv. iPress iAlliance iS.A.:50 ithe iplaintiff 

ican ichoose ibetween ithe iplace iof ipublication ior ithe imain iplace iof iloss iof ireputation. iAs 

 
47 iPrivate iInternational iLaw i(Miscellaneous iProvisions) iAct, i42 iHL, i§ i11-13 i(1995) 
48 i(C68/93) iECJ, iMarch i7, i1995. 
49 iPeter iNorth i& iJ.J. iFawcett, iCheshire iand iNorth’s iPrivate iInternational iLaw, i(Butterworths, iThirteenth 

iEd, i1999) ipg. i660. 
50 i(C68/93) iECJ, iMarch i7, i1995 
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iboth iare iessential iparts iof ithe itort, ithey iare iencompassed iin ithe ilex iloci idelicti iprinciple. 

iThe iprincipal iplace iof iloss iof ireputation iis inearer ito ithe ieffects idoctrine, iwithout 

iabandoning ithe ilex iloci idelicti iprinciple. iThen, iproposing imore iradical iapproaches, ithey 

iproposed ithe ilaw iof ithe iclaimant’s idomicile ior iresidence iin i i i i 

(i). iThis iseems ito ipresuppose ithat ithe iclaimant ihad imost iof ihis ior iher ireputation iat ithe 

iplace iof ihis ior iher idomicile ior iresidence, iwhich imay inot ialways ibe itrue, iespecially iwith 

iinternet icases, isince ireputation ican ibe ibuilt iover ithe iinternet. i 

Option i(ii) iappears ito ibe imore iequitable.51 iIf ia icase ihas imore ipoints iof iattachment iwith ia 

ispecific icountry, ithen ithe iparties iand ithe iaction imust ibe irelated ito ithat icountry, iwhich 

iprovides imore idiscretion ito ijudges.52 

Multiple ipoints iof iattachment ican iarise ifrom ia idefamation icase. iThese ican iinclude: ithe iplace 

iof ifirst ipublication, ithe iplace iof ipredominant ipublication, ithe iplace iof idefendant’s iact, ithe 

iplace iof idefendant’s iincorporation, ithe idefendant’s iprincipal iplace iof ibusiness, ithe iplaintiff’s 

idomicile, ithe iplaintiff’s iprincipal iplace iof ibusiness, ithe iforum, iand ithe istate ihaving ithe 

ilargest igroup iof ithese icontacts.53 

I iwill inow ianalyze ithese ipoints iof iconnection. iThe iplace iof ifirst ipublication ihas ithe isame 

iproblems ias ithe iterritoriality iprinciple: iit ican ibe ichosen iby ithe ipublisher iand iis idifficult ito 

idetermine ion ithe iinternet. 54  iThe iplace iof ithe idefendant’s iact irefers ito ithe iplace iof 

ipublication iand iwould isuffer ifrom ithe isame iproblems. iThe iplace iof ipredominant 

ipublication iis imore iappropriate, ibecause iit ipoints ito ithe iplace iwhere ireaders iwere isought.55 

iIt iis isafe ito iassume ithat ia iperson iwould isuffer imore iinjury ito itheir ireputation iin ia iplace 

 
51 iOption i(ii) iis ialso imore iintuitive ibecause ithis iis ithe iprinciple ithat iis ioften iused iin icontract iconflicts iof 

ilaw. iSee iRome iConvention iarticle i4, iRestatement i(Second) iof iConflict iof iLaws i§ i188 i(1971). 
52  iThis ican ibe iseen ias ieither ian iadvantage ior ia idisadvantage. iSome ido inot ibelieve isuch ijudicial 

idiscretion ishould iexist. iSee iDworkin iRonald, iTaking iRights iSeriously, i(Ed: i7th iimpression. iPublisher: 

iLondon, iDuckworth, i1994, ic1977). iOn ithe iother ihand, ilegal irealists ibelieve iin iample ijudicial idiscretion. 

i“The iprophecies iof iwhat ithe icourts iwill ido iin ifact, iand inothing imore ipretentious, iare iwhat iI imean iby 

ithe ilaw.” iOliver iWendell iHolmes, iJr., iThe iPath iof ithe iLaw, i10 iHarvard iLaw iReview i457 i(1897). iAn 

ieconomic ianalysis iof ijudicial idiscretion ican ibe ifound iin: iRichard iS. iHiggins i& iPaul iH. iRubin, iJudicial 

iDiscretion, i9 iThe iJournal iof iLegal iStudies, i1 i129-38 i(January, i1980). 
53 iLoid iG. iForer, iThe iChoice iof iLaw iin iMultistate iDefamation: iA iFunctional iApproach, i. i77 iHarv. iL. 

iRev., i8 i1463-84 i(June, i1964);,(W. iNorton iand iCo., iNew iYork, i1987), ipg. i314. 
54 idu iPont i, iGeorge iF., iThe iTime iHas iCome ifor iLimited iLiability ifor iOperators iof iTrue iAnonimity 

iRemailers iin iCyberspace: iAn iExamination iof ithe iPossibilities iand iPerils, i6 iJ. iTech. iL. i& iPol'y, i175 

i(Fall i2001) 
55 iThis iis ithe iapproach itaken iin iSchapira iv. iAhronson iEMLR i753[1999] i: i“Where ithe itort iof ilibel iis 

iallegedly icommitted iin iEngland iagainst ia iperson iresident ior icarrying ion ibusiness iin iEngland iby 

iforeigners iwho iwere iaware ithat itheir ipublication iwould ibe isent ito isubscribers iin iEngland, ithat iEnglish 

iresident iis ientitled ito ibring iproceedings ihere iagainst ithose iforeigners.” 
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iwith imore ireaders ithan ia iplace iwith iless, ias ilong ias ithat iperson ihad ia ireputation ito 

iprotect ithere. iThis iapproach ialso iassumes ithat ithere iwas ia iplace iof ipredominant ipublication. 

iOn ithe iinternet, ithere iis isometimes ian iintention ito ipursue ireaders iin ia ideterminate icountry 

ior iregion, iand isometimes ithere iis inot. iClearly, ian ionline iedition iof ia ilocal inewspaper iis 

iaimed iat ilocal ireaders. iWebsites iwith icountry-specific ieditions iaim iat ia idefinite ireadership ias 

iwell. iLanguage ieditions iare iless iclear. iThe iEnglish iedition iof idontdatehimgirl.com iis 

ifrequented iby iusers ifrom ithe iUnited iStates, ithe iUnited iKingdom, iCanada, iAustralia, iand 

inon- iEnglish ispeaking icountries. iAdditionally, iwebsites ithat ido inot ispecify ia ireadership imay 

ior imay inot ihave ia ipredominant iplace iof ipublication, iperhaps iaiming iat iinternational ireaders 

iwith ia icertain iinterest. iIn ithese icases, ithe ipoint iof iattachment iof ipredominant iplace iof 

ipublication imay inot ibe ithe imost ivalid ipoint iof iconnection iin iinternet idefamation icases. 

iOther ipoints iof iattachment ican ibe iarbitrary ias iwell. iSpecifically, ithe iplace iof idefendant’s 

iincorporation, ithe idefendant’s iprincipal iplace iof ibusiness, ithe iplaintiff’s idomicile, iand ithe 

iplaintiff’s iprincipal iplace iof ibusiness iare iarbitrary. iOne icould iassume ithat ithe iplaintiff ihas 

imore iof ihis ior iher ireputation iat ithe iplace iof ihis ior iher idomicile ior iprincipal iplace iof 

ibusiness. iHowever, iit iis ireasonable ito iconsider ia iperson iwith ia iworldwide ireputation ion ithe 

iinternet. iA istore ion ieBay,56 imultinational icompanies, iand ia ifrequent iposter ion ia iforum iare 

iexamples iof ithose iwhose ireputations iacquired ion ithe iinternet imay ibe iharmed iirrespective 

iof idomicile ior iprincipal iplace iof ibusiness. iFor iexample, iin ithe icase iof iBangoura iv. 

iWashington iPost,57 iMr. iBangoura iwas idismissed ifrom ihis ijob iat ithe iUnited iNations ias ia 

iresult iof ian iarticle ipublished iby ithe iWashington iPost. iAt ithe itime ithe isuit iwas ifiled, iMr. 

iBangoura iresided iin iOntario, iCanada. iHowever, ithe icourt istated ithat: 

 

The iconnection ibetween iOntario iand iMr. iBangoura’s iclaim iis iminimal iat ibest. iIn ifact, ithere 

iwas ino iconnection iwith iOntario iuntil imore ithan ithree iyears iafter ithe ipublication iof ithe 

iarticles iin iquestion. iMere iresidence iin ithe ijurisdiction idoes inot iconstitute ia isufficient ibasis 

ifor iassuming ijurisdiction. iSee iV. iBlack, i“Territorial iJurisdiction iBased ion ithe iPlaintiff’s 

iResidence: iDennis iv. iSalvation iArmy iGrace iGeneral iHospital iBoard” i(1997), i14 iC.P.C. i(4th) i207 

iat ip. i232, i156 iN.S.R. i(2d) i372 i(C.A.), iwhere ithe iauthor iwrites: iPermitting ia iplaintiff ito 

 
56 ieBay ieven ihas ia isystem ito imeasure ionline ireputations iwith istars, iwhich imakes ithe iloss imore itangible. 
57 iBangoura iv. iWashington iPost i(Unreported, iSeptember i16, i2005) i(CA i(Ont)) iat i 

http://www.ontariocourts.on.ca/decisions/2005/september/C41379.htm i(last iaccessed iAugust i18, i2010). i 
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iassume ia inew iresidence iand isue ia idefendant ithere iin irespect iof ievents ithat ioccurred 

ielsewhere iseems ito ibe iharsh ito idefendants, iand ithis iis iparticularly iso iwhen ithose ievents 

icomprise ia icompleted itort.58 

 

The icourt irefused ito iaccept ithat ithe istory iwould ifollow iMr. iBangoura i iwherever ihe iresided, 

i iillustrating ihow iresidence ican ibe iarbitrary ias ia ipoint iof iattachment.Given ithe ivariety iof 

ipossible icircumstances, iit iis idifficult ito iadhere ito ione ipoint iof iattachment iexclusively. 

iTherefore, ithe iclosest iconnection59 iapproach iappears ito ibe ithe imost ireasonable. iIt ialso 

iappears ito ibe ithe iapproach itaken iin imost iof ithe icases iin ithe iUnited iKingdom.60 iIf ia icase 

ihas ia icloser iconnection iwith ianother icountry, ibut ilittle iconnection ito ithe iUnited iKingdom, 

ithen ia icourt iin ithe iUnited iKingdom ishould irefuse ito iadjudicate ithat icase, iusing ithe 

idoctrine iof iforum inon icoveniens, iif ithere iis ia iforum ithat iis iclearly imore iappropriate ifor 

ithe iresolution iof ithat idispute.61 

 

B. iJURISDICTION iIN iTHE iUNITED iSTATES 

Doctrines iregarding iinternet idefamation ijurisdiction iin ithe iUnited iStates ihave ievolved iover 

itime. iTraditional ijurisdiction iin ithe iUnited iStates irequires iin ipersonam ijurisdiction 62  ior 

iminimal icontacts iwith ithe iforum.63 iThe iminimal icontacts itest iwas iused iin ian iinternet icase 

iin iZippo 

Manufacturing iInc. iv. iZippo iDot iCom iInc.64 iThe ijudge iused ia isliding iscale ito imeasure ithe 

ilevel iof iactivity iin ithe istate iin iquestion, iconcluding ithat: i“If iDot iCom ihad inot iwanted ito 

 
58 iId 
59 iThe iRome iConvention idefines iclosest iconnection ias i“the ilaw iof ithe icountry iwith iwhich iit iis imost 

iclosely iconnected” i(Art. i4.3). iArt. i3 iof ithe iproposed iRome iConvention ifor itorts ireads: i“Unless iotherwise 

iprovided ifor iin ithis iRegulation, ithe ilaw iapplicable ito ia inon-contractual iobligation iarising iout iof ia itort ior 

ia idelict ishall ibe ithe ilaw iof ithe icountry iwith iwhich ithe inoncontractual iobligation iis imost iclosely 

iconnected”. 
60 iBerezovsky iv. iMichaels i[2000] i1 iW.L.R. i1004 i(H.L.); iKing iv. iLewis i[2004] iE.W.C.A. i(Civ. i1329); 

iJameel iv. iDow iJones i& iCo iInc. i[2005] iE.W.C.A. i(Civ. iDiv. i75). 
61 iSpilada iMaritime iCorporation iv. iCansulex iLtd. i1 iAC i460. i[1987]. 
62 iPennoyer iv. iNeff, i95 iU.S. i714 i(1877). 
63 iInternational iShoe iv. iWashington, i326 iU.S. i310 i(1945). i“[...] ito ithe iextent ithat ia icorporation iexercises 

ithe iprivilege iof iconducting iactivities iwithin ia istate, iit ienjoys ithe ibenefits iand iprotection iof ithe ilaws iof 

ithat istate. iThe iexercise iof ithat iprivilege imay igive irise ito iobligations; iand, iso ifar ias ithose iobligations 

iarise iout iof ior iare iconnected iwith ithe iactivities iwithin ithe istate, ia iprocedure iwhich irequires ithe 

icorporation ito irespond ito ia isuit ibrought ito ienforce ithem ican, iin imost iinstances, ihardly ibe isaid ito ibe 

iundue.” 
64 iZippo iManufacturing iInc. iv. iZippo iDot iCom iInc., i952 iF. iSupp i1119 i(WD iPa i(United iStates)) i(1997). 
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ibe iamenable ito ijurisdiction iin iPennsylvania, ithe isolution iwould ihave ibeen isimple i- iit icould 

ihave ichosen inot ito isell iits iservices ito iPennsylvania iresidents.”65 iThe isliding iscale itest iwas 

irefined iin iYoung iv. iNew iHaven iAdvocate66 iand iRevell iv. iLidov.67 

 

The icontinuum iof ithe iscale iwas iclarified iin iRevell iv. iLidov: i 

A i‘passive’ iwebsite, ione ithat imerely iallows ithe iowner ito ipost iinformation ion ithe 

iinternet, iis iat ione iend iof ithe iscale. iIt iwill inot ibe isufficient ito iestablish ipersonal 

ijurisdiction. iAt ithe iother iend iare isites iwhose iowners iengage iin irepeated ionline 

icontacts iwith iforum iresidents iover ithe iinternet, iand iin ithese icases ipersonal ijurisdiction 

imay ibe iproper. iIn ibetween iare ithose isites iwith isome iinteractive ielements, ithrough 

iwhich ia isite iallows ifor ibilateral iinformation iexchange iwith iits ivisitors.68 

 

The isliding iscale ifocuses ion ithe ireadership iand icustomers isought iby ithe iwebsite iand ithe 

ilevel iof iinteraction iwith ithem. iThe ijudge iat iRevell iv. iLidov isustained, ias iobiter idicta, ithat 

ithe iZippo iscale iwas inot iin iconflict iwith ithe ieffects idoctrine.69 

 

In ithe iUnited iStates, ithe ieffects idoctrine iis iused ifor idefamation icases. iIn iCalder iv. iJones,70 

ithe iNational iEnquirer ihad ipublished ithat iactress iShirley iJones iwas ian ialcoholic. iThe 

iSupreme iCourt iheld ithat ithe iCalifornia iCourt iof iAppeal ihad ijurisdiction, ieven iif ithe iarticle 

iwas iwritten iand iedited iin iFlorida, ibecause i“intentional iconduct iin iFlorida icalculated ito 

icause iinjury ito irespondent iin iCalifornia.” iThis iprinciple iwas ilater itested ion ian iinternet 

idefamation icase, iGriffis iv. iLuban, 71  iwhen iit iwas iheld ithat ipublishing ion ian iinternet 

inewsgroup idid inot ishow iintention iof ipublishing 

in iAlabama. iTherefore, ithe ieffects idoctrine iis inot iapplied ito iinternet idefamation icases iif ithe 

iintention ito ipublish iin ia ispecific iplace iis inot idemonstrated. 

 
65 iId. 
66 iYoung iv. iNew iHaven iAdvocate, ino. i01-2340 i(4th iCir. i2002). i“The inewspapers' iwebsites, ias iwell ias 

ithe iarticles iin iquestion, iwere iaimed iat ia iConnecticut iaudience. iThe inewspapers idid inot ipost imaterials ion 

ithe iinternet iwith ithe imanifest iintent iof itargeting iVirginia ireaders. iIn isum, ithe inewspapers ido inot ihave 

isufficient iinternet icontacts iwith iVirginia ito ipermit ithe idistrict icourt ito iexercise ispecific ijurisdiction iover 

ithem.” 
67 iRevell iv. iLidov, ino. i01-10521 i(5th iCir., i2002). 
68 iId. 
69 iId. 
70 iCalder iv. iJones, i465 iU.S. i783 i(1984). 
71 iGriffis iv. iLuban, ino. iC3-01-296 i(Minn. i2002). 
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Some istates iuse iinterest ianalysis ito idetermine ijurisdiction. 72  i iInterest ianalysis iinvolves 

iweighting ithe iinterests iof ieach istate iin iapplying itheir iown ilaw. iBrainerd iCurrie idistinguishes 

ibetween ifalse iconflicts, iwhere ithe iinterests iof iall ithe istates iinvolved ican ibe ireconciled, iand 

itrue iconflicts, iwhere ithe iinterests icannot ibe ireconciled, iand ithe ilaw iof ithe iforum iapplies. 

iWith idefamation, istates ican ichoose ito iprotect ieither ireputation ior iuphold ifreedom iof 

iexpression. iThis iis ia imatter iof ipublic ipolicy iin iwhich istates ican ihave ia iclear ipolicy. iFor 

iexample, iin iMatusevitch iv. iTelnikoff,73 ithe icourt istated ithat, iwhile ifreedom iof iexpression iis ia 

ipublic ipolicy iof ithe iUnited iStates, ithis iwas ia icase ibetween itwo iBritish iresidents ifor ian iact 

ithat itook iplace iin iEngland, iand ithus ipublic ipolicy idid inot iapply ito ithem. iHowever, ithe 

icourt isustained ithat ieach icase ishould ibe iexamined ion iits iown ifacts ito isee iif ipublic ipolicy 

iwas iinfringed.74 

 

C. iJURISDICTION iIN iINDIA 

 

1. iINTRODUCTION i 

With itremendous irise iin ithe iuse iof ithe iinternet ias ia imedium iof icommunication, ichances iof 

iuse iof ithe iweb ias ia iforum ifor ipublication iof idefamatory icontent ihas iincreased imultifold 

iand ithere iis ia ineed ifor ia iclear, icoherent iexpression iof ithe ilaw iin ithis iarea. iWhile ithe ineed 

ifor ia iuniform ilaw ito igovern iinternet itransactions iis iundoubted, ithe iquestion iis iwhether ithe 

itraditional ilaw iof idefamation ican ibe iapplied ito ithe iinternet iwithout iany ichanges. i 

Defamation itraditionally irequires ithe iproof iof ipublication iof ia imatter iintentionally iand iwith 

imalice, ithus ilowering ithe ireputation iof ia iperson iin ithe ieyes iof iright ithinking ipeople. iIn ithe 

icontext iof ithe iinternet, ithe iproof iof ithese ielements iacquires inew idimensions: idetermining 

ithe iplace iof ipublication, iestablishing iwhat iconstitutes ia ipublication, iascertaining iwhich 

icountry's ilaw iapplies; iand ideciding iwhether ian iindividual ican ibe isubject ito ithe ijurisdiction 

 
72 iBrainerd iCurrie, iNotes ion iMethods iand iObjectives iin ithe iConflict iof iLaws, i2 iDuke iLaw iJournal, i1959 

i171-181 i(Spring, i1959). iIn iZippo iManufacturing iInc. iv. iZippo iDot iCom iInc., iit iwas iheld ithat i“[t]here 

ican ibe ino iquestion ithat iPennsylvania ihas ia istrong iinterest iin iadjudicating idisputes iinvolving ithe ialleged 

iinfringement iof itrademarks iowned iby iresident icorporations.” iZippo iManufacturing iInc. iv. iZippo iDot iCom 

iInc., i952 iF. iSupp i1119 i(1997) i(WD iPa i(United iStates)). 
73 iVladimir iMatusevitch iv. iVladimir iIvanovich iTelnikoff, i877 iF. iSupp. i1; i1995 iU.S. i702 iA.2d i230 

i(1997). 
74 iId. 
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iof ithe icourt iof ianother icountry ibased ion ia idefamatory istatement idisseminated iover ithe 

iinternet.75 i 

The ilaw iof idefamation irequires ia idelicate ibalance ibetween ithe iright iof ipersons inot ito ibe 

idefamed iand ithe iright iof iothers ito iengage iin ifree ispeech.76 iThis iis iharder ito imaintain iin 

ithe icase iof ithe iWorld iWide iWeb. iSince iinternet iallows itransactions ibetween ipersons iof 

ivarious ijurisdictions, ian iinternational iagreement i(to ibe icrystallised iinto ia iconvention, ilater) iis 

irequired ifor iany iregulation igoverning idefamation iover ithe iinternet.77 iHowever, iin iarriving iat 

ia iuniform ilaw, ivarying istandards iadopted iby ijurisdictions iacross ithe iworld iand ithe ipoint iof 

ibalance iadopted iby ithem ihave ito ibe ikept iin imind. iThe ifailings iof idomestic iregulation iwere 

iaptly idemonstrated iin iPlayboy iEnterprises iv. iChuckleberry.78 

 

2. iWHEN iDOES iPUBLICATION iOCCUR iON iTHE iINTERNET? i 

The itraditional icommon-law irule iis ithat idefamation ioccurs iwhere ithe imatter iis iread iand 

icomprehended. iIn ithe icase iof iinternet ipublication ioccurs iwhen ithe imaterial iis iread iby ithe 

ireader, iand ithe idelivery iof iinformation ioccurs ibefore icomprehension iby ithe ireader. iIn imany 

icases iof iinternet idefamation, iusers iwould ihave iaccessed ithe idefamatory imaterial ionly iafter 

ithey irequest iit ito ibe i"pulled" ifrom ithe iserver. iWhile ithe iarticle imay ihave ibeen iplaced iby 

ithe idefendant ion ithe iinternet, ibut ionce ia i"pull" irequest iis imade, ithe idefendant ihas ino 

icontrol iover iit.79 iSatellite isignals iare iintentionally itransmitted iinto isome ijurisdictions.80 iUnlike 

itelevision, iin icase iof iinternet, ithe irequirement iof iintention ito itransmit ito ithat iparticular 

ijurisdiction, ior iat ileast ia iminimum icontact iwith ithat ijurisdiction iis irequired ito ibe iproved.81 

 
75  iTara iBlake iGarfinkel, iJurisdiction iOver iCommunication iTorts: iCan iYou iBe iPulled iinto iAnother 

iCountry's iCourt iSystem ifor iMaking ia iDefamatory iStatement iOver ithe iInternet? iA iComparison iof iEnglish 

iand iUS iLaw, i9 iTransnat'l iLaw i489, i492. 
76 iBryan iP. iWerley, iAussie iRules: iUniversal iJurisdiction iover iInternet iDefamation, i18 iTemp. iInt'l i& 

iComp. iL.J. i199, i219. 
77 iPara i1.16 iof ithe iBritish iLaw iCommission iReport ion iDefamation iand ithe iInternet, icited ifrom i(visited 

ion i7th iAugust,2010) 
78 i1996 iUS iDist iLEXIS i8435 i(SDNY i19 iJune, i1996), icited ifrom iR. iMatthan: iThe iLaw iRelating ito 

iComputers i& ithe iInternet, ip. i2 i(New iDelhi: iButterworths, i2000). iIn ithis icase, ithe idefendant iwas ian 

iItalian, iwho ihad, iusing ian iItalian iserver, iset iup ia iwebsite, iunder ithe iname i"Playmen". iThe icourt ihad 

iearlier iissued ia ipermanent iinjunction iagainst ithe idefendant ifrom iusing ithat iname iin iany imagazine isold, 

ipublished ior idistributed iin iUSA. iThe icourt iaccepted ithat iit icould inot iorder ithe iwebsite ito ibe ishut idown 

ias ithat iwould iamount ito iasserting ithat ievery icourt iin ithe iworld ihad ijurisdiction iover iall iinformation 

iproviders ion ithe iinternet. 
79 iGutnick iv. iDow iJones i& iCo. iInc., i2002 iHCA i56, i73 iHereinafter iGutnick. 
80 iNo iBad iPuns: iA iDifferent iApproach ito ithe iProblem iof iPersonal iJurisdiction ion ithe iInternet, i116 

iHARV. iL. iREV. i1821, i1821-22. i(Hereinafter i"No iBad iPuns") 
81 iIbid. iat ipp. i1821-22. 
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 i 

3. iTESTS iFOR iDETERMINING iJURISDICTION i 

3.1 iTOTALITY iOF iCONTACTS i 

In itotality iof icontact ianalysis82, ithe icourt igathers iand iweighs iall ionline icontacts ithat ithe 

idefendant ihas iwith ithe iforum, ielectronic ior inon-electronic, ito idetermine iwhether isufficient 

iminimal icontacts iexist ito iassert ispecific ijurisdiction.83 i iIn iRubbercraft iCorpn. iof iCalifornia iv. 

iRubbercraft, iInc.,84 ithe icourt, iafter iexplaining ithat ia ipassive iwebsite ialone iis iinsufficient ito 

iconvey ijurisdiction iin ithe iforum, iidentified iRubbercraft's icontacts ilike iadvertisement iby iweb 

ipage iand ia inationally icirculated iperiodical, ioperation iof ia iweb ipage iand isales iin ithe iforum 

iof iabout i$20,000 iin ithat iyear, ias ibeing isufficient ito iconvey ijurisdiction ito ithe iforum. i 

 

3.2 iEFFECTS iTEST i 

The ieffects itest iapproach ias ienunciated iin iCalder iv. iJones,85 iessentially iinquires iwhether ithe 

iforum iState iis ithe ifocal ipoint iof ithe idefamatory istory iand ithe iharm isuffered. iThe iinquiry 

irequires ian iexamination iof iwhether ithe idefaming iparty ihad ithe iintent ito icause iinjury iin ithe 

iforum ior iwhether iknowledge icould ibe ireasonably ipresumed ithat iinjury iwould ibe icaused iin 

ithe iforum. iIn iCalifornia iSoftware, iInc. iv. iReliability iResearch86, ithe icourt iexplained ithat 

ieven iif idefendant idid inot isend ia itangible iobject iinto ithe iforum ior iwas inot ipresent iin ithe 

iforum, ihe iis inot iat iliberty ito iuse ithe iunique icharacteristics iof iinternet itechnology ito iavoid 

ijurisdiction. iThe itest iwas ifurther iclarified iin iYoung iv. iNew iHaven iAdvocate87, iwhere ithe 

icourt iheld ithat ijurisdiction iwould ibe iestablished iif ithe ipublisher's iintent iwas ito ireach ithe 

ireaders iin ithe iforum. i 

 

 
82 iB.J. iWaldman, iA iUnified iApproach ito iCyber-Libel: iDefamation ion ithe iInternet, iA iSuggested iApproach, 

i6 iRICH. iJ.L. i& iTECH. i9, i11. 
83 iSupra inote i6, iat ip. i1824. 
84 i1997 iWL i835442 i(C.D. iCal.). 
85 i465 iUS i783. iIn ithis icase, ithe iCourt ifound ijurisdiction ito ihave ibeen iproperly iasserted iin iCalifornia 

iwhen ithe ilibellous imaterial iwas iproduced iin iFlorida ibecause ithe isubject iof ithe idefendant's iarticle iwas iin 

iCalifornia iand iit iinjured ithe iplaintiff's ireputation iin iCalifornia. 
86 i631 iF. iSupp. i1356 i(C.D. iCal. i1986). 
87 i2002 iUS iApp. iLEXIS i25535 i(4th iCir.). 
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3.3 iKEETON iTEST i 

The iKeeton itest iapproach 88  itransports ia itraditional imulti-State idefamation ijurisdictional 

ianalysis iinto icyber-libel ithus iallowing iexercise iof ijurisdiction iwhere ithe idefamatory istatement 

iis ipublished iand idelivered ito ithe iforum. i 

In iTELCO iCommunications iv. iAn iApple iA iday89, ithe icourt iheld ithat ieven ithough ithe 

ievidence ishowed ithat ithe idefendant ihad ino iother iactual icontacts iwith ithe iforum iapart 

ifrom ia idefamatory istatement ion ia ipassive iwebsite, iit iwas isubject ito ithe iexercise iof 

ijurisdiction. iIn iGutnick5 ithe iHigh iCourt iof iAustralia iheld ithat ia icourt iin iVictoria icould 

iexercise ijurisdiction iover ian iAmerican idefendant iwho ihad idefamed ian iAustralian iresident. 

iWhile iit iis itrue ithat iGutnick5 iis iunlikely ito ihave isucceeded iin ithe iUSA, iwhere idefamation 

ilaws iare imuch iless istrict, ithe iCourt ifailed ito irecognise ithat isuch ia idecision imay iresult iin 

iAustralians ibeing icut ioff ifrom iinternet icontents idue ito ithe ifear iof ian iunfriendly iforum. 

iThe idecision imakes iit inecessary ifor iinternet ipublishers ito ihave icontemplated ithe idefamation 

ilaws iof iall icountries iwhere ithere iis ia ireasonable ilikelihood iof iaccess, iespecially iif ithe ilaws 

iare istricter ithan iwhere ithe iserver iis ibased. iThe ialternative iis ito ierect ifirewalls iaround 

icountries iwhere ithe iperson iresides, iso ithat iresidents ithere ihave ino iaccess ito ithe isite. i 

 

The iCourt irecognised ithat ithe ipublic iinterest iin ithe ifree iflow iof iinformation iand iopinion 

istands iin ibroad iopposition ito ithe iprivate iinterest iin ithe isecurity iof ireputation. 90  iThe 

iproblem iarises iwhen iinternational idisputes iinvolve ichoice iof ilaw iconcerns ibetween 

icompeting iforums ithat istrike idifferent ibalances ibetween ithese iinterests. 91  iHowever, ithe 

ibroad iapproach iof ithe iCommonwealth icountries, ifocussing ion ithe iharm icaused ito ithe 

iplaintiff92 iis ientirely iat ivariance iwith ithe iapproach iadopted iby ithe iAmerican iCourts. i 

 

3.4 iNATURE iOF iTHE iWEBSITE iOR iZIPPO iAPPROACH i 

 
88 iLaid idown iin iKeeton iv. iHustler iMagazine, iInc., i465 iUS i770 i(1984). 
89  i977 iF. iSupp. i404 i(E.D. iVa. i1997), icited ifrom iD.L. iKidd, iCasting ithe iNet: iAnother iConfusing 

iAnalysis iof iPersonal iJurisdiction iand iInternet iContacts iin iTELCO iCommunications iv. iAn iApple iA iDay, 

i32 iU.RICH.L.REV. i505, i509. 
90 iAdrian iBriggs, iThe iDuke iof iBrunswick iand iDefamation iby iInternet, i119 iLaw iQuarterly iReview i119, 

i210-15 
91 iB.P. iWerley, iAussie iRules: iUniversal iJurisdiction iover ithe iInternet, i18 iTemp.Int'l i& iComp.L.J. i199, 

i219-20. 
92 iSupra inote i5, iat ip. i80; iBerezovsky iv. iMichaels, i(2000) i1 iWLR i1004 i(HL), iat ip. i1008. 
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A idistinction irelevant iin ilaw, ibut inot iaddressed iin ithe iGutnick icase5, iis ithe idifference 

ibetween ipaid iand isubscription isites. iModerators iof ipaid isites ihave icontrol iover iwho 

iaccesses ithe isite iand iits imaterial. iHowever, ipublication iwithin ia ijurisdiction imay inevertheless 

ihave ioccurred, idespite ithe iexercise iof icontrol, ias ithe iwebsite imay ihave ibeen iaccessed iby 

isomeone iin ithe iplaintiff's icountry iwho ihas ia icredit icard iregistered iin ianother icountry. iIn 

isuch ia icase, ithe irequirement iof iintent ito ipublish iis inot isatisfied. i 

 

A ifourth iapproach, iembodied iin iZippo iMfg. iCo. iv. iZippo iDot iCom93 icontemplates ithat iit 

iis inot isufficient ito ishow ithat iit iis ipossible ifor isomeone ito ireach iinto icyberspace iand ibring 

ithe imaterials ion ito ithe iscreen iin ithat iparticular ijurisdiction i;there ihas ito ibe ievidence ithat 

ithe idefendant iused ithe iinternet ifor ia icommercial ipurpose ito ienter ithat iparticular 

ijurisdiction.94 

Where ia idefendant iclearly idoes ibusiness iover ithe iinternet, ipersonal ijurisdiction iis iproper. 

iOn ithe iother ihand, ia ipassive iwebsite ithat idoes ilittle imore ithan imake iinformation iavailable 

ito ithose iwho iare iinterested iin iit idoes inot icreate igrounds ifor ithe iexercise iof ipersonal 

ijurisdiction. iThe imiddle ipath iis ioccupied iby iinteractive iwebsites iwhere ia iuser ican iexchange 

iinformation iwith ithe ihost icomputer. iReasonableness iof ithe iforum idepends ion ithe ilevel iof 

iinteractivity iand ithe icommercial inature iof ithe iinformation iexchanged. iThis iis isomewhat 

isimilar ito ithe itotality iof icontacts iapproach, ibut ithat iapproach itakes iinto iaccount ielectronic 

ias iwell ias inon-electronic icontacts iwith ithe iforum, iwhile ionly ielectronic icontacts iare 

iconsidered ihere. i 

 

The iKeeton iapproach ihas ito ibe idiscounted ialtogether ibecause iof imanifest iunreasonableness. 

iThe iZippo iapproach iand ithe itotality iof icontacts iapproach iare isimilar, ibut ithe iZippo 

iapproach ishould ibe iconsidered ito ibe isuperior, ias iit idoes inot itake iextraneous ifactors isuch 

ias inon-electronic icontact iinto iaccount. iHowever, iin ithe iabsence iof ian iinternational 

iagreement, ithe ieffects iapproach iseems ito ibe ithe ibest. i 

 

 

 

 
93 i952 iF. iSupp. i1119 i(W.D. iPa. i1997). 
94 iBraintech iInc. iv. iKostiuk, i(1999), i63 iB.C.L. iR i3d, i156 icited ifrom iwww.lawsonlundell.com 
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CHAPTER iIV: i iFRAMEWORK iIN iINDIA 

Reputation iis ia ijus iin irem, ia iright iabsolute iand iagainst ithe iworld iand ia iperson’s ireputation 

iis ihis/ iher iproperty. iThus, ino ione ican idefame ia iperson ii.e. iuse ihis ifreedom iof ispeech ior 

iexpression iso ias ito iinjure ianother’s ireputation. iThe iessence iof idefamation iis iits itendency ito 

icause ithat idescription iof ipain iwhich iis ifelt iby ia iperson iwho iknows ihimself ito ibe ithe 

iobject iof ithe iunfavourable isentiments iof ihis ifellow- imates iand ithose iinconveniences ito 

iwhich ia iperson iwho iis ithe iobject iof isuch iunfavourable isentiments iis iexposed. iIn igeneral, 

ithere iare ifour irequirements ifor iliability ifor idefamation ito iarise. iA ifalse iand idefamatory 

istatement imust ibe imade iabout ianother’s ireputation ior ibusiness. iWhat iis inecessary iin ia icase 

iof idefamation iis ithat ithe istatement imade iis iunderstood iby iothers ito ibe i“of ior iconcerning” 

ithe iplaintiff. iIf ithe iindividual iwho iis ithe isubject iof idefamation iis ideceased, ino icause iof 

iaction ilies ifor idefamation. iThe ipublication ishould ibe imade iout ito ia ithird iparty. iGenerally, 

ithere iis ino iliability iif ithe idefendant idid inot iintend ithe ipublication ito ibe iviewed iby ianyone 

iother ithan ithe iplaintiff. iHowever, imost idefamatory imaterial ion ithe iinternet iis iaccessible ito 

imillions iworldwide. iTherefore, iit iis iunlikely ithat ia idefendant iwould ibe iable ito iargue ithat ihe 

ior ishe idid inot iintend ithat iothers ishould iview ithe istatements. iThe iplaintiff imust iestablish 

isome iextent iof ifault ior inegligence ion ithe ipart iof ithe idefendant iin ipublishing ithe 

istatements. iThus, ia iplaintiff iwho iis ia ipublic ifigure iwill ihave ito ishow ithat ithe istatements 

iwere imade iout iof imalice. iThe iburden iof iproof iis iless idemanding iin icase iof ia iprivate 

iindividual. iThe istatements imust iresult iin iactual ior ipresumed idamage. iThe ipermanent inature 

iof ilibel icoupled iwith ithe iability ito idistribute iit iwidely iespecially ithrough ithe iinternet ihave 

iled icourts ito iallow ifor irecovering idamages ifor ilibel iwithout iactually iproving idamage icaused. 
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India iis ithe ionly icountry iwhich ihas iboth icivil ias iwell ias icriminal idefamation iin iits ilegal 

ibooks. iThat iis ianother ireason iwhy irights iof ithe ipeople ishould iclearly ibe ilaid idown. iPeople 

iin iIndia iare iliable ifor idefamation inot ijust ito ithe iextent iof ipayment iof idamages ibut ialso 

iundergoing iimprisonment. iMillions iof ipeople icould ibe icharged ifor idefamation ijust iby igiving 

itheir iopinion iwhich iin ithe ieyes iof isome imay ibe idefamatory. 

The iproblems ifor iISP’s iare ijust ibeginning. iSome isites ihave ialready ibeen iblocked idue ito 

igovernment idirectives. iBloggers iin iIndia iare igetting itogether ito iprotest iagainst ithe isudden 

iblocking iof ipopular iGoogle-owned iblog-hosting isite iBlogger iby isome i(ISPs) ilike iSpectranet, 

iMahanagar iTelephone iNigam iLimited i(MTNL), iReliance iPowersurfer, iAirtel iBroadband iand 

iSify. 

On iJuly i15, ithe iDepartment iof iTelecommunications i(DoT) ihad isent iISPs ia ilist iof isites ito 

ibe iblocked. iR iH iSharma, isenior iengineer iwith iMTNL, isaid ithe ilist iran iinto isome i22 ipages. 

iNow, iseveral ibloggers ihave iorganized ithemselves iinto ia iBlogger’s iCollective iand iare 

iplanning ito ifile ia iRight ito iInformation iapplication ito iobtain ithe ilist. 

Under ithe iInformation iTechnology iAct, i2000, ia ibody icalled ithe iComputer iEmergency 

iResponse iTeam, ior iCERT-IN, iwas icreated ialong ithe ilines iof isimilar iauthorities ithe iworld 

iover. iAlthough iits imain itask iis iin ithe idomain iof iInternet isecurity, iit ialso ioversees iInternet 

icensorship iunder ia iclause ithat iseeks ito iensure i'balanced iflow iof iinformation.' iAny 

igovernment idepartment iseeking ia iblock ion iany iweb isite ihas ito iapproach iCERT-IN, iwhich 

ithen iinstructs ithe iDoT ito iblock ithe isite iafter iconfirming ithe iauthenticity iof ithe icomplaint. 

iIn i2003, ione iof ithe ifirst ithings iCERT-IN idid iwas ito iapprove ithe iblocking iof ian iobscure 

imailing ilist irun iby ia ibanned imilitant ioutfit, ithe iHynniewtrep iNational iLiberation iCouncil 

i(HNLC) iof ithe iKhasi itribe iin iMeghalaya. iIronically, ithe ipopularity iand ivisibility iof ithe ilist 

iwent iup iby ileaps iand ibounds, idespite iit ibeing iblocked iby iall iISPs. iMany icould istill isee ithe 

ilist ivia iemail ior iproxy isurfing. 

Whether isuch iblocking iis iarbitrary, iunreasonable iand iunfair iand iin iviolation iof iArticles i14, 

i19 iand i21 iof ithe iConstitution iof iIndia iis ia iquestion, iwhich iremains ito ibe ianswered iby ithe 

iIndian iCourts 
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IPC iON iDEFAMATION: 

Chapter iXXI iof ithe iIPC iexclusively italks iof idefamation. iSection i499 iprescribes ithe ioffence: 

”Whoever, iby iwords ieither ispoken ior iintended ito ibe iread, ior iby isigns ior iby ivisible irepresentations, imakes 

ior ipublishes iany iimputation iconcerning iany iperson iintending ito iharm, ior iknowing ior ihaving ireason ito 

ibelieve ithat isuch iimputation iwill iharm, ithe ireputation iof isuch iperson, iis isaid i. i. i. ito idefame ithat iperson”. 

EXPLANATION i2. i- iIt imay iamount ito idefamation ito imake ian iimputation iconcerning ia 

icompany ior ian iassociation ior icollection iof ipersons ias isuch. 

Section i500 iprescribes ithe ipunishment iin isuch icases: 

“Whoever idefames ianother ishall ibe ipunished iwith isimple iimprisonment ifor ia iterm, iwhich imay iextend ito 

itwo iyears, ior iwith ifine, ior iwith iboth.” 

EMPLOYER'S iLIABILITY 

A icompany ican ibe iheld iliable ifor ithe iconduct iof iits iemployees. iIf ian iemployee, iduring 

iworking ihours, ie-mails ia idefamatory iremark iabout ia icompetitor icompany ito ia icolleague, ithe 

ifirm icould ibe iheld iliable ifor idefamation ieven iif ithe iemployee's iactions iwere inot iauthorised 

ior iexpressly iprohibited. 

For iinstance, iin ia idispute, iwhich iarose iin ithe iUnited iKingdom ibetween ithe iWestern 

iProvident iAssociation i(WPA) iand iNorwich iUnion, iit iwas isuggested ithat iNorwich iUnion 

istaff iwere ispreading ie-mail irumours iamongst itheir isales iforce ithat iWPA iwas imore ior iless 

iinsolvent iand iunder iinvestigation iby ithe iDepartment iof iTrade iand iIndustry. iWPA isued 

iNorwich iUnion, ialleging ithat ithe ilatter iwas iresponsible ifor ithe icommunications imade iby iits 

iemployees, ieven ithough ithe iallegations iwere imade iwithout ithe iinstructions ior iknowledge iof 

ithe imanagement. iThe icase iwas isettled iout iof icourt ibut iit iis ibelieved ithat iNorwich iUnion 

ipaid iapproximately ihalf ia imillion ipounds ito iWPA iin isettlement. 

In ifact, iAsia's ifirst icase iof icyber idefamation ihas ibeen ifiled iin iIndia iin ithe icase iof iSMC 

iNumatics iLtd. iv. iJogesh iKwatra i. iDefamatory iemails iwere iallegedly isent ito ithe itop 

imanagement iof iSMC iNumatics iby ithe idefendant, iwho ihas isince ibeen irestrained iby ithe 
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iDelhi iHigh iCourt ifrom isending iany iform iof icommunication ito ithe iplaintiff. iThis iorder iof 

iDelhi iHigh iCourt iassumes itremendous isignificance ias ithis iis ifor ithe ifirst itime ithat ian 

iIndian iCourt iassumes ijurisdiction iin ia imatter iconcerning icyber idefamation iand igrants ian 

iex-parte iinjunction irestraining ithe idefendant ifrom idefaming ithe iplaintiffs iby isending 

iderogatory, idefamatory, iabusive iand iobscene iemails ieither ito ithe iplaintiffs ior itheir 

isubsidiaries. 

An iimportant itest iin idetermining iwhether ia icompany ican ibe iheld iresponsible ifor iits 

iemployees' iactions iis ito idecide iwhether ithe iactions iwere ito ithe ibenefit iof ithe icompany. iAn 

iemployer iwould ibe iheld ivicariously iliable iin icase iof ian iemployee ipromoting ihis iown 

iinterests. iThe iAustralian ijudgment icould iimpact ifreedom iof ispeech iof imedia iorganisations 

iand iexpose ipublishers ito ilegal iactions iall iover ithe iworld. iThe ijudgment ihas iraised icomplex 

iglobal iissues iregarding iinternet ipublications, iwhich icould idevelop iover itime. iThe iprinciple 

ienunciated iby ithe iAustralian iApex icourt iis ilikely ito istand iin iconflict iwith iemerging 

ijurisprudence irelating ito ijurisdiction. iSuch ian iapproach iis ilikely ito iundermine ithe iglobal 

inature iof ithe iinternet, ibecause iit icould imake ionline ipublishers icautious iand imay ideny 

iaccess iof itheir iweb isites ito ireaders iin icountries iwhere ithey ifear ilitigation. iThis ijudgment 

iwill icertainly ihave ian iimpact ion ithe iIndian iweb ipublishing iindustry. iIt icould iopen iup ithe 

iground iof imisuse iof ilaw ias iIndian iweb ipublishers iwould ibe iamenable ito idefamation ilaws 

inot ionly iin iIndia ibut ioutside. 

Further, ithe ioffence iof idefamation ias idefined iin ithe iIPC iwhen iextended ito icyberspace imay 

inot iachieve idesired iresults. iHowever, ithe iAustralian iJudgment ican ibe icited ias ia iprecedent 

iand ithat iwill ihave ipersuasive ivalue iin iIndia. iHence iif idefamatory imaterial iis idownloaded iby 

isomeone iin iIndia, ithat iwill ibe ienough icause ifor iaction ieven iif ithe iservers iof isuch isite iare 

ilocated ioutside iIndia. 

THE iINFORMATION iTECHNOLOGY iACT, i2000 i 

In iMay i2000, iat ithe iheight iof ithe idot-com iboom, iIndia ienacted ithe iIT iAct iand ibecame 

ipart iof ia iselect igroup iof icountries ito ihave iput iin iplace icyber ilaws. iIn iall ithese iyears, 

idespite ithe igrowing icrime irate iin ithe icyber iworld, ionly iless ithan i25 icases ihave ibeen 

iregistered iunder ithe iIT iAct i2000 iand ino ifinal iverdict ihas ibeen ipassed iin iany iof ithese 
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icases ias ithey iare inow ipending iwith ivarious icourts iin ithe icountry. iAlthough ithe ilaw icame 

iinto ioperation ion iOctober i17, i2000, iit istill ihas ian ielement iof imystery iaround iit. iNot ionly 

ifrom ithe iperception iof ithe icommon iman, ibut ialso ifrom ithe iperception iof ilawyers, ilaw 

ienforcing iagencies iand ieven ithe ijudiciary. iThe iprime ireason ifor ithis iis ithe ifact ithat ithe iIT 

iAct iis ia iset iof itechnical ilaws. iAnother imajor ihurdle iis ithe ireluctance ion ithe ipart iof 

icompanies ito ireport ithe iinstances iof icyber icrimes, ias ithey idon't iwant ito iget inegative 

ipublicity ior iworse iget ientangled iin ilegal iproceedings. iA imajor ihurdle iin icracking idown ion 

ithe iperpetrators iof icyber icrimes isuch ias ihacking iis ithe ifact ithat imost iof ithem iare inot iin 

iIndia. iThe iIT iAct idoes igive iextra-territorial ijurisdiction ito ilaw ienforcement iagencies, ibut 

isuch ipowers iare ilargely iinefficient. iThis iis ibecause iIndia idoes inot ihave ireciprocity iand 

iextradition itreaties iwith ia ilarge inumber iof icountries. 

What iIndia ineeds ito ido iin ithis ibackdrop, iis ito ibe ia ipart iof ithe iinternational imomentum 

iagainst icyber icrimes. iThe ionly iinternational itreaty ion ithis isubject iis ithe iCouncil iof iEurope's 

iConvention ion iCyber iCrime, iformulated iprimarily iby ithe iEuropean iUnion. iBy isigning ithis 

itreaty, imember icountries iagree ion ia icommon iplatform ifor iexchange iof iinformation irelating 

ito iinvestigation, iprosecution iand ithe istrategy iagainst icyber icrime, iincluding iexchange iof 

icyber icriminals. iAt ithe ilast icount, ithere iare i43 imember icountries, iincluding ithe iUS iand 

iSouth iAfrica. iIndia iis inot iyet ia ipart iof ithis igroup iand ibeing ia imember iwould igo ia ilong 

iway iin iaddressing ithis iissue iof icross-border icyber iterrorism. 

The iIndian iIT iAct ialso ineeds ito ievolve iwith ithe irapidly ichanging itechnology ienvironment 

ithat ibreeds inew iforms iof icrimes iand icriminals. iWe iare inow ibeginning ito isee inew 

icategories iand ivarieties iof icyber icrimes, iwhich ihave inot ibeen iaddressed iin ithe iIT iAct. iThis 

iincludes icyber istalking, icyber inuisance, icyber iharassment, icyber idefamation iand ithe ilike. 

iThough iSection i67 iof ithe iInformation iTechnology iAct, i2000 iprovides ifor ipunishment ito 

iwhoever itransmits ior ipublishes ior icauses ito ibe ipublished ior itransmitted, iany imaterial iwhich 

iis iobscene iin ielectronic iform iwith iimprisonment ifor ia iterm iwhich imay iextend ito itwo iyears 

iand iwith ifine iwhich imay iextend ito itwenty ifive ithousand irupees ion ifirst iconvection iand iin 

ithe ievent iof isecond imay iextend ito ifive iyears iand ialso iwith ifine iwhich imay iextend ito ififty 

ithousand irupees, iit idoes inot iexpressly italk iof icyber idefamation. iThe iabove iprovision ichiefly 

iaim iat icurbing ithe iincreasing inumber iof ichild ipornography icases iand idoes inot iencompass 
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iother icrimes iwhich icould ihave ibeen iexpressly ibrought iwithin iits iambit isuch ias icyber 

idefamation. 

DEFENCES iFOR iDEFAMATION 

Defamation iis idefined ias i“the ipublication iof ia istatement iwhich ireflects ion ia iperson’s 

ireputation iand itends ito ilower ihim iin ithe iestimation iof iright-thinking imembers iof isociety 

igenerally ior itends ito imake ithem ishun ior iavoid ihim.” iThe iIndian iPenal iCode, i1860 idefines 

idefamation ias ithe iwrong idone iby ia iperson ito ianother’s ireputation iby iwords, isigns ior 

ivisible irepresentation i(S. i499) i. iThe iaim iof ithe ilaw iof idefamation iis ito iprotect ione’s 

ireputation, ihonour, iintegrity, icharacter iand idignity iin ithe isociety. iDefamation iis iboth ia 

icrime iand ia icivil iwrong. iAn iaggrieved iperson imay ifile ia icriminal iprosecution ias iwell ias ia 

icivil isuit ifor idamages ifor idefamation. 

There iis ino istatutory ilaw iof idefamation iin iIndia iexcept ithe iChapter iXXI i(Section i499 i-502) 

iof ithe iIndian iPenal iCode. iAs ifar ias icivil iliability iof idefamation iis iconcerned, iit ihas ibeen 

ilong isettled iin ithe icountry ithat ian iaction ifor idamages iwould ilie iin iproper icases. iA ilarge 

inumber iof iartificial iand itechnical irules ihave igrown iaround ithis ibranch iof ilaw iin iEngland. 

iThough icourts iin iIndia iare inot ibound iby ithem ihowever, ithe idicta imay ibe ihelpful iin ithat 

ithey ican ibe iapplied ito iIndian icases ias iprinciples iof iequity, ijustice iand igood iconscience. 

iUnder icommon ilaw ithere iare isome igeneral idefenses iavailable ito iall itorts ilike iconsent, 

iapology, iaccord, ilimitation iand iprevious ijudgments. iAnother idefence, i‘Secondary 

iResponsibility iwhich iwas iearlier iembedded iin ithe idefence iof i‘innocent idisseminators’ iis ialso 

ibeing idiscussed. 

ACCORD i– i 

Accord isignifies ithe ipresence iof iassent ifrom ithe iplaintiff. iIn iLane iv. iApplegate 95  ithe 

idefendant iburnt ilibelous ipapers ion iplaintiffs iagreeing inot ito isue iif ithat iwas idone. iThe 

icourt iheld ithat ias ithere iwas ia iprior iaccord ifrom ithe iplaintiff ihe icould inow inot iclaim ifor 

idamages. 

 
95 i(1815) i1 iStark i49 
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APOLOGY i– 

An iapology iis inot iunder ithe icommon ilaw, ia idefence ito ian iaction ifor idefamation ibut iit iis 

ionly ia icircumstance iin imitigation iof idefences. iHowever, iin iEngland iunder ithe iLibel iAct iof 

i1943 ithis idefence iis iavailable iunder icertain icircumstances. iFor iexample- iApology iis iavailable 

ias ia idefence iin iactions ifor ilibel iagainst inewspapers iand iother iperiodical ipublications iif ithe 

inewspaper iinserts ia isufficient iapology iand iadheres ito icertain iother iconditions. iWhen ithere 

iis ian iapology iand ian iacceptance ithere iof ithe idefendant ican iresist ithe iplaintiff’s isuit ifor 

ireimbursement ifor idefamation. iNevertheless, ithere ihas ibeen ino isimilar ilegislation iin iIndia. 

iIn ipast ijudgments ithe icourt ihas iheld ithat ieven iif ithe iplaintiff iaccepted ian iapology iand 

iwithdrew ia icriminal iprosecution ifor idefamation ihe ican istill isue ithe idefendant iin ia icivil isuit 

iGovindacharylulu iv iSrinivasa iRao96 iThis iratio iwas ireiterated iin iNarayanan iv iMahendra97. 

CONSENT i– i 

As iobserved iby iSalmond iif ithe iplaintiff ihas iexpressly ior iimpliedly iconsented ito ithe 

ipublication icomplained iof ior iif iit ihad iinvited ithe idefendant ito irepeat ithose iwords ibefore 

iwitness ithe idefendant ican iuse ithis idefence. iIf ia iperson itelephones ia inewspaper iwith ifalse 

iinformation iabout ihimself, ihe iwould inot ibe iable ito isue iin idefamation iwhen ithe inewspaper 

ipublishes iit. 

LIMITATION i– i 

In iIndia, ithe iright ito itake ilegal iaction ifor idefamation iis irestricted iin iaccordance iwith ithe 

iLimitation iAct, i1963 ito ia iperiod iof ione iyear. i(Section i75 iand iSection i76 iof ithe iLimitation 

iAct ilimit ithe iperiod iof ifiling ia isuit ifor icompensation iof ilibel iand islander irespectively ito 

ione iyear). 

SPECIALIZED iDEFENCE iTO iDEFAMATION 

• Justification iby iTruth 

• Fair i(and ibona ifide) iComment 

• Privilege i(which imay ibe ieither iabsolute ior iqualified) 

JUSTIFICATION iBY iTRUTH 

 
96 iAIR i1941 iMad i860. 
97 iAIR i1957 iNag i19 
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In ia idefamation isuit iit iis inot irequired ifrom ithe iclaimant ito iprove ithe ifalsity iof ithe 

istatement ifor ithe ireason ithat ithe ilaw iassumes ithat iin ihis ifavour. iNevertheless ithe 

idefendant ican iplead ijustification i(the itechnical iexpression ifor itruth). iTruth iof idefamatory 

iexpression iis ian iabsolute idefence iin ia icivil iaction. iThe ilaw ihas irecognized ithis idefence ifor 

ithe ireason ithat isince idefamation iis iessentially ian iinjury ito ia iman’s ireputation, iwhen iit iis 

ishown ithat iwhat iis ispoken iof iperson iis itrue iit imeans ionly ithat ihis ireputation ihas ibeen 

ibrought idown ito iits iproper ilevel iand ithere iis ino ireason ifor ihim ito icomplain. iM’Pherson iv. 

iDaniels i(1829 i10 iB i& iC i263) iembodies ithis iprinciple icommenting ithat i“the ilaw iwill inot 

ipermit ia iman ito irecover idamages iin irespect ito ian iinjury ito ia icharacter iwhich ihe ieither 

idoes inot ior iought inot ito ipossess.” iThe imotive ior imaliciousness iis iimmaterial ito ithe iextent 

ithe icharges iare icorrect. iIt iwould imake ino idifference iin ilaw ithat ithe idefendant ihad imade ia 

idefamatory istatement idevoid iof iany ibelief iin iits itruth, iif iit iturned iout iafterwards ito ibe itrue 

iwhen imade. iWhenever ithis iplea iof ijustification iis iraised iby ia idefendant ithe iburden iis icast 

iupon ihim ito iprove ithat iprecise iimputation icomplained iof. iIf ithe iwords iimpute ia idefinite 

ioffence, ie.g. istealing ia iwatch, iit iis inot ienough ito iprove ithat ithe iplaintiff iwas iguilty iof 

ianother ioffence ithough iof ithe isame icharacter, ie.g. istealing ia isunglass. iAccording ito ithe 

irules iof icommon ilaw iin icase iof imultiple iand idistinct icharges, ieach icharge imust ibe iproved 

ito ibe itrue ito iavail ithe idefence. iThis irule ihas isomewhat ibeen iamended iand irelaxed. iIf ithe 

idefendant iis isuccessful iin iproving ithe itruth iregarding isome iof ithe icharges ionly, ithe idefence 

iof ijustification iwill istill ibe iavailable iif ithe icharges inot iproved ido inot imaterially iinjure ithe 

ireputation. iThe idefendant imust ishow ithat ithe iimputation imade ior irepeated iby ihim iwas 

itrue ias ia iwhole iand iin ievery ipart ithereof. iThe idefendant ineed inot ishow ithat ithe icharge ihe 

iseeks ito ijustify iis iprecisely itrue iin ievery iparticular: iwhat imatters iis iwhether iit iis 

isubstantially itrue. iIf ithe istatement iis ito ia ilarge iextent itrue ibut ifalse iin icertain iminor 

iaspects, ithe iprotection iwill istill ibe iaccessible. iBut iif ithere iis igross iexaggeration, ithe iplea iof 

ijustification iwill ifail. iIn iGulf iOil iv iPage i(1988 iCh. i327) iit ihas ibeen iheld ithat ithe iFourth 

iEstate iis iauthorized ia idegree iof ioverstatement ior iexaggeration ieven iin ithe icontext iof 

ifactual iassertions. 

Where ithe iwords icomplained iof iadd iup ito ispecific istatements iof ia ifact, ifor iexample, ithe 

iplaintiff istole ia icar ifrom ithe idefendant’s ipremises, iit iis iadequate ito iplead ithat ithe isaid 

iwords iare itrue. iOn ithe iother ihand iif, ithe iwords iconvey ia igeneral icharge, ifor iexample ithe 
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iplaintiff iis ia iswindler ior ipickpocket, iit iis inot iadequate ito iplead imerely ithat ithe isaid iwords 

iare itrue, ibut ithe idefendant imust igive iparticulars iof ifacts ion iwhich ithe icharge iis ibased iand 

iplead ithat ithose ifacts iare itrue. iIn ia icase iof iinnuendo, ithe idefendant imust iplead ithe itruth 

iof ithe iwords iboth iin ithe inatural iand ialleged ihidden imeaning. iIn icriminal ilaw itruth iis inot 

ian iabsolute ijustification. iIt ican ionly ibe iavailed iif iit iis ishown ithat ithe ipublication iwas ifor 

ipublic ibenefit ior ipublic igood. iIn iaccordance ito ithe iException i1 iof iSection i499 iof ithe 

iIndian iPenal iCode i(It iis inot idefamation ito iimpute ianything iwhich iis itrue iconcerning iany 

iperson, iif iit ibe ifor ithe ipublic igood ithat ithe iimputation ishould ibe imade ior ipublished. 

iWhether ior inot iit iis ifor ipublic igood iis ia iquestion iof ifact.), iit iis inot ienough ithat ithe 

iwords icomplained iof iare itrue, ithe idefendant imust ithen ibe iprepared ito igo ifurther iand 

iprove ithat inot ionly iare ithe iwords itrue, ibut ithat iit iis ialso ifor ithe ipublic ibenefit ithat ithey 

ishould ibe ipublished. 

Before iproving ithe icase iof idefamation iguidelines imentioned iin iPanday iSurinder iNath iSinha 

iv. iBageshwari iPrasad, icase ican ibe iconsidered. iWhere idistinction ibetween iabsolute iand 

iqualified iprivilege iwas ibrought iout ias iunder: 

(i) In iabsolute iprivilege, iit iis ithe ioccasion iwhich iis iprivileged iand iwhen ionce ithe 
inature iof ithe ioccasion iis ishown, iit ifollows, ias ia inecessary iinference, ithat ievery 
icommunication ion ithat ioccasion iis iprotected; iin iqualified iprivilege, ithe ioccasion 
iis inot iprivileged, iuntil ithe idefendant ihas ishown ihow ithat ioccasion iwas iused. iIt 
iis inot ienough ito ihave ian iinterest ior ia iduty iin imaking ia istatement ithe inecessity 
iof ithe iexistence iof ian iinterest iof iduty iin imaking ithe istatement icomplained iof, 
imust ialso ibe ishown. 

 
(ii) In iabsolute iprivilege, ithe idefendant igets iabsolute iexemption ifrom iliability; iin ia 

iqualified iprivilege, ithe idefendant igets ia iconditional iexemption ifrom iliability. 
 

(iii) In iabsolute iprivilege, ithe idefendant iis iexempted ifrom iliability ieven iwhen ithere iis 
imalice ion ihis ipart; iin iqualified iprivilege, ithe idefendant iis iexempted ifrom iliability 
ionly iwhen ithere iis ino imalice ion ihis ipart. 

 
(iv) In iabsolute iprivilege, istatements iare iprotected iin iall icircumstances, iirrespective iof 

ithe ipresence iof igood ior ibad imotives; iin iqualified iprivilege, ieven iafter ia icase iof 
iqualified iprivilege ihas ibeen iestablished iby ithe idefendant, iit imay ibe imet iby ithe 
iplaintiff iproving iin ireply iimproper ior ievil imotive ion ithe ipart iof ithe idefendant, 
iin iwhich icase idefense iof iqualified iprivilege ivanishes iand ithe iplaintiff isucceeds; 
iand 

 
(v) In iabsolute iprivilege ias iwell ias iin iqualified iprivilege, ithe idefendant ihas ito iprove 

ihis iplea iof iprivilege, ibut iwith ithis idifference ithat iin iabsolute iprivilege ithe 
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idefense iis iabsolute iand iirrefutable iby iplaintiff, iwhereas iin iqualified iprivilege ithe 
idefense iis inot iabsolute ibut ireputable iby ithe iplaintiff. 

 

ABSOLUTE iPRIVILEGE 

In imatters iof iabsolute iprivilege, ino iaction ilies ifor ithe idefamatory istatement ieven ithough ithe 

istatement iis ifalse ior ihas ibeen imade imaliciously. iIn ithese icases, ithe ipublic iinterest idemands 

ithat ithe iindividual’s iright ito ireputation ishould igive iway ito ithe ifreedom iof ispeech. iAbsolute 

iprivilege iis irecognized iin ithe icase iof iparliamentary iproceedings, ijudicial iproceedings, iState 

icommunications iand iMilitary iand iNaval iProceedings. iThus istatements imade iby ian iofficer iof 

ithe istate ito ianother iin icourse iof iofficial iduty iare iabsolutely iprivileged ifor ireasons iof ipublic 

ipolicy. iAn iabsolute iprivilege iextends ito istatement iand iwords iused iin ithe iproceedings iwhich 

ihave irelevance ito ithe imatter ibefore ithe icourt. iThese iwords ishould inot icross ithe ilimits iof 

irelevance. iIn iPukhraj iv iState iof iRajasthan 98  iit iwas iheld ithat ithe iwords i(sale, igunde, 

ibadmash) iand iactions i(kicking ithe iplaintiff) iof ipostal iauthorities ihad ino ilink ito ithe 

idischarge iof itheir iduties. iAn iaction ifor idefamation itherefore iwas ivalid. 

QUALIFIED iPRIVILEGES i 

A iprivileged ioccasion iin ireference ito ia iqualified iprivilege iis iwhen ia iperson iwho imakes ia 

icommunication ihas ian iinterest ior ia iduty i– ilegal, isocial ior imoral i– ito imake iit ito ithe 

iperson ito iwhom iit iis imade ihas ia icorresponding iinterest ior iduty ito ireceive iit. iThe itest ifor 

ithis idefence iis irequirement iof ipublic iinterest. iIn icertain icases ithe ispeaker iis iprevented iif 

ithere iis iabsence iof imalice. iIn iRadheshyam iTiwari iv iEknath99 i ithe idefendant iwho iwas ithe 

ieditor iof ia ilocal iMarathi iWeekly ipublished ia iseries iof iarticles imentioning ithat ithe iplaintiff, 

iwho iwas ia iBDO, iissued ifalse icertificates, iaccepted ibribe, iadopted icorrupt iand iillegal imeans 

ito imint imoney iand iwas ia i‘Mischief iMonger’. iIn ian iaction ifor idefamation, ithe idefendant 

ipleaded iall ithree idefences. iThe idefence iof iJustification iwas idiscarded ias itruth iof ifacts 

imentioned icould inot ibe iproved. iThe idefence iof iFair iComment iwas inot iaccessible ibecause 

 
98 i1973 iSCC i(Cri) i944 
99 iAIR i1985 iBom i285 
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ithere iwas ia istatement iof ifact, irather ithan ian iexpression iof iopinion. iThe idefence iof 

iqualified iprivileges icould ialso ibe inot iavailed ibecause ithe ipublications iwere imala ifide. 

 

CHAPTER iV: iLIABILITY iOF iINTERNET i 

SERVICE iPROVIDERS 

The ilaw iof idefamation iaddresses iharm ito ia iperson's ireputation ior igood iname ithrough 

islander iand ilibel. iThe iInternet ihas imade iit ieasier ithan iever ibefore ito idisseminate 

idefamatory istatements ito ia iworldwide iaudience iwith iimpunity. iFor isome itime, icourts ihave 

istruggled iwith iremedies ifor iWeb idefamation. iThe iproblem ihas ibeen imagnified iby ithe 

idifficulty iin iidentifying ithe iperpetrator, iand ithe idegree ito iwhich iInternet iService iProviders 

i(ISP's) ishould ibe iheld iaccountable ifor ifacilitating ithe idefamatory iactivity. 

LUNNEY iV. iPRODIGY 

One iof ithe imost irecent icases iaddressing iInternet idefamation iis ithe iNew iYork icase iof 

iLunney iv. iProdigy.100 iIn iLunney, ian iimposter iopened iseveral iProdigy iaccounts iunder idifferent 

iversions iof iAlexander iLunney's iname. iHe ithen itransmitted ithreatening ie-mail imessages ito 

ithe ilocal iBoy iScout imaster ithreatening ito ikill ihim, imolest ihis isons iand i"show iyour iwife 

ihow ia ireal iBoy iScout ipitches ia itent." iThe iScout imaster ialerted ithe ipolice iwho ireported 

ithat iMr. iLunney iwas inot ithe iperpetuator. iProdigy ithen iterminated iLunney's iaccount ibecause 

iof ithe itransmission iof i"obscene, iabusive, ithreatening iand isexually iexplicit imaterials ithrough 

ithe iProdigy iservice." iWhen iLunney iadvised iProdigy ithat iit iwas ian iimposter iwho ihad 

iopened ithe iaccounts, iProdigy iapologized iand inotified iLunney iit ihad iuncovered ifour 

iadditional iaccounts iunder ihis iname iwithout iProdigy's iknowledge. 

Lunney isued iProdigy iseeking, iamong iother ithings, idamages ifor idefamation iby iProdigy 

iinasmuch ias iLunney iwas iportrayed ias ithe iauthor iof ivulgar iand ithreatening imaterial idue ito 

iProdigy's inegligence. iIn iits ianalysis iof iwhether iProdigy iwas iliable, ithe icourt iwas irequired ito 

idetermine iwhether iProdigy iwas ia i"publisher" ior imerely ia i"distributor" iof ie-mail imessages. 

 
100 i94 iN.Y.2d i242 i(1999) 
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iThe icourt iconcluded ithat ialthough icommercial ion-line iservices ilike iProdigy itransmit ie?mail, 

ithey ido inot iexercise iany ieditorial icontrol. iThe icourt istated: 

Prodigy's irole iin itransmitting ie-mail iis iakin ito ithat iof ia itelephone icompany, iwhere ione 

ineither iwants inor iexpects ito isuperintend ithe icontent iof iits isubscribers' iconversation. iIn 

ithis irespect, ian iISP, ilike ia itelephone icompany, iis imerely ia iconduit. 

Bulletin iboard ipostings, ias iopposed ito ie-mail, ihowever, ipose ia ispecial iproblem. iProdigy, ias 

iother iISP's, imonitors iand iedits ibulletin iboard icontent, ithereby itheoretically icausing ithem ito 

ifall iinto ia icategory iof ia i"publisher" ifor ipurposed iof idefamation ianalysis. iIf iProdigy itook 

ion ithe iresponsibility iof imonitoring iand icensoring iits ibulletin iboard ipostings, ithen iit iwould 

ialso ibe iliable ifor iallowing ithe ivulgar icontent ithat iinjured iLunney's ireputation ito ibe 

ipublished. iThe icourt, iin ia iquestionable ianalysis, iconcluded ithat iProdigy's ipower ito iexert 

ieditorial icontrol idid inot ialter iits iessentially ipassive iposture ias ia imere iconduit iof 

iinformation iso ias ito irender iit ia i"publisher" iof ibulletin iboard imessages. iThe icourt's ichoice 

ito iavoid iISP iliability ifor ithe icontent iof ibulletin iboard imessages iand ie-mail idistributed iby 

iits imembers iis iconsistent iwith iprior icases ion ithe itopic. iIt idoes inot, ihowever, iresolve ithe 

iissue iof ihow ithe imember iof ian iISP isuch ias ilike iMr. iLunney ican iobtain ia iremedy ifor 

idefamation ion ithe iInternet iagainst ithe itrue iperpetrator. 

SUING iUNKNOWN iDEFENDANTS iAS i"JOHN iDOE" 

Although iISP's iunder icurrent icase ilaw iare itheoretically inot iliable ifor iposting iand 

itransmitting idefamatory iinformation, ithey inevertheless iare ifrequently ijoined ias idefendants iin 

idefamation ilawsuits. iThe ireason iis ipurely ia ipractical ione ithat iuses ithe i"John iDoe" imethod 

iof isuing ian iunknown iwrongdoer. 

E-mail iaddresses ion itheir iface ido inot inecessarily iidentify ithe iorigin iof ithe imessage. iDomain 

iname iregistration iservices, ihowever, ican ibe iused ito iidentify iat ileast ithe iidentity iof ithe 

iperpetrator's iown iISP. iBy ientering ithe iupper ilevel idomain iname ion ia iregistrar's iWebsite, 

ithe iidentity iof ithe iISP iof iorigin ican iusually ibe idetermined. iBut ieven iif ia ivictim iis 

isuccessful iin iidentifying ithe iwrongdoer's iISP, iISP's iare ireluctant ito idisclose ithe iidentities iof 
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itheir imembers. iTo ido iso imay iexpose ithem ito iclaims iof ibreach iof icontract, iviolation iof 

iprivacy irights, iand inegligence. iA icontroversial ilitigation itactic inow icomes iinto iplay. 

Once ithe iISP ihas ibeen iidentified, iInternet iattorneys iwill ifrequently ifile ia ilawsuit ifor 

idefamation iagainst ithe iISP, iknowing ifull iwell ithat iit icannot ibe iheld iliable. iThe ilawsuit ialso 

inames ian iunknown ico-defendant ias i"John iDoe." iOnce ithe ilawsuit iis iinitiated, ithe iattorneys 

iare ithen ipermitted ito imake idiscovery idemands ion ithe iidentified iISP ito iobtain irecords iand 

iinformation ithat iwill ireveal ithe itrue iidentity iof ithe iISP's imember iwho ihas ibeen isending 

ithe ioffending ie-mail. iOnce i"John iDoe" ihas ibeen iidentified iwith ithe ihelp iof ihis iown iISP, 

ithe iISP iis iusually idismissed ifrom ithe ilawsuit. iThe iplaintiff ithen iproceeds iagainst ithe 

iwrongdoer ias ithe ionly idefendant. 

The ilaws iregarding idefamation idiffer ifrom istate ito istate. iThis iposes iinteresting iquestions iof 

ijurisdictions, iconflict iof ilaws iand ichoice iof ilaws. iAs ia igeneral irule, icourts iapply ithe ilaws iof 

ithe iarea iwhere ithe iimpact iand iinjurious ieffects iof ithe idefamatory istatements iare imost ifelt. 

iHowever, ithere iare ithree igeneral irules ithat icourts iconsider ifor idetermining ia icourt’s 

iauthority ito iexercise ijurisdiction iover ia iperson iof ianother istate iwho iposts idefamatory 

istatements ionline. iThese iare i: 

a) Whether ithere iwas ia idirect ielectronic iactivity iinto ithe istate 

b) An iintent ito iconduct ibusiness ior iother iinteractions iin ithe istate 

c) The iactivity imust icreate iin ia iperson iwithin ia istate ia icause iof iaction irecognizable iby 

ithe icourts iof ithat istate. 

POSITION iIN iUNITED iKINGDOM: 

Under iEnglish ilaw, ianyone iwho iparticipates iin ithe ipublication iof ia idefamatory istatement 

iwill ibe iheld iliable ifor idefamation. iOn ithe iother ihand, ia iperson iwho imerely ifacilitates, ias 

iopposed ito iparticipate, iin ithe ipublication iof ithe istatement ishall inot ibe iheld iliable. iWith 

irespect ito ithe iinternet, ithis idistinction ibecomes iimportant iso ias ito idraw ia iline ibetween 

iauthorising ior iparticipating iin ipublication ion ithe ione ihand, iand imere ifacilitation ion ithe 

iother. iThe iposition iof ipassive ifacilitators, iwho iprovide ia iconnection ito ithe iinternet, iis ithat 

iit idid inot irender ithe iprovider ia ipublisher iat icommon ilaw iof ia istatement itransmitted iacross 
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ithe iconnection. iThe icrucial iconsideration iwas iwhether ithe iperson ihad i“a iknowing 

iinvolvement iin ithe iprocess iof ipublication iof ithe irelevant iwords.” iThus, iit iis iessential ito 

ishow ithat ithey ihad ia idegree iof iawareness ithat isuch iwords iexisted, ior iatleast ian iassumption 

iof igeneral iresponsibility. 

Section i1 iof ithe iDefamation iAct, i1996 ilays idown ithat ito iescape iliability ifor idefamation, ithe 

iperson ihas ito ishow ithat ihe itook ireasonable icare iin irelation ito iits ipublication iand ithat ihe 

idid inot iknow, iand ihad ino ireason ito ibelieve ithat iwhat ihe idid icaused ior icontributed ito ithe 

ipublication iof ithe idefamatory istatement. iGodfrey iv. iDemon iInternet iLtd. iis iauthority ifor 

ithe iproposition ithat iall ithree ielements ihave ito ibe isatisfied iin iorder ito iapply ithis idefence. 

iIn ithis icase, ithe idefendant iwas ian iISP iwho iprovided iservices ifor ipublication iof imaterial ion 

ithe iinternet. iThe iclaimant, iabout iwhom idefamatory imaterial iwas ipublished ion ithe 

idefendant’s iservice, iinformed ithe idefendant iof ithe imaterial ion igaining iknowledge iof ithe 

isame. iHowever, ithe idefendant itook ino icare iin iremoving ithe imaterial. iMorland iJ. irejected 

ithe icontentions iof ithe idefendants ithat ithey iwere imerely iowners iof ian ielectronic idevice 

ithrough iwhich ipostings iwere itransmitted iand iheld ithem iliable ias ithey iexercised isufficient 

idegree iof icontrol iover ithe icontent. iThis icase iis ithe ionly ireported icase iin iEngland 

iconcerned iwith ithe iextent iof iISP idefamation iliability. 

As iwith iother iCommonwealth icountries, iCanada ialso ifollows iUnited iKingdom ilaw ion 

idefamation iissues. iRecently ithe iSupreme iCourt iof iCanada iin ithe icase, iHill iv. iChurch iof 

iScientology iof iToronto i(1995), ihas ireviewed ithe irelationship iof ithe icommon ilaw iof ilibel 

iand iits irelation ito ithe iCanadian iCharter iof iRights iand iFreedoms. iThe ireasoning iin ithis 

icase ispecifically irejects ithe iactual imalice itest iin iNew iYork iTimes iCo. iv. iSullivan iciting 

icriticism iof iit, inot ionly iin ithe iUnited iStates, ibut iin iother icountries ias iwell. 

Theoretically, idamages icould ibe ivery ilarge ias ia ipublication ion ithe iinternet ipotentially ireaches 

imillions iof ipeople. iIn ipractice, ihowever, iit iis iunlikely ithat imillions iof ipeople iwill iactually 

iview ieach iparticular ipublication. iIn iany ievent, ipublication ion ithe iinternet iwill igenerally ibe 

ilarger ithan iin iall ibut ithe ilargest iprint ior ibroadcast imedia ioutlets. 

A icompany icould ialso ibe iheld iliable, ias ia iWeb isite ihost/owner, ior ias ian iISP, ifor iany 

idefamatory istatement ipublished ion iits isite. iIf ia ihacker ibreaks iinto ia iWeb isite iand ipublishes 
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ia idefamatory istatement, ithe iWeb isite ihost ior iISP icould ibe iheld iliable. iHowever, iif ia 

idefendant ican ishow ithat ithe ipublication iof ithe idefamatory imatter iwas inot iintentional, ihe 

ican iescape iliability iproceedings. iThe iquestion ithat iwill ihave ito ibe idecided iby icourts iis 

iwhether ia iWeb isite ihost ican ibe iequated ito ia idistributor iof ipublished imatter isuch ias ia 

ilibrary, ior iwhether iit ishould isimply ibe iequated ito ian iinstitution isuch ias ia itelephone ifirm, 

iwhich iis ia imere ipassive iconduit ifor ithe iinformation iwhich iit icarries iand iover iwhich iit ihas 

ino ieffective icontrol. 

 

POSITION iIN iUNITED iSTATES: 

As inoted ibefore, ione iof ithe imost idebated iissues iin ilitigation ihas ibeen idetermining iwhether 

ionline iservice iproviders iand iinternet iservice iproviders iare icommon icarriers, idistributors ior 

ipublishers ifor ithe isake iof idefamation. iIn iLunney iv. iProdigy, ithe icourt iheld ithat ian iISP 

iwas imerely ia iconduit iand inot ia ipublisher iof idefamatory istatements iposted ion iits ibulletin 

iboard iby ian iimposter, iand itherefore iwas ino imore iliable ifor imessages ithan ia itelephone 

icompany. iThus, ithe iposition iin ithe iUS iis ithat, iwhile ipublishers, iwho ihave idiscretion iover 

icontent ipublished, ican ibe iheld iliable ifor idefamation, idistributors iof ipublished imaterial 

icannot ibe iheld iliable. iThe itwo ilandmark icases ithat iset ithe itrend ifor ifuture idecisions ion 

iliability iof iISPs iin ithe iUS iare iCubby, iInc. iv. iCompuServe iand iStratton iOakmont iv. 

iPRODIGY iServices iCompany. 

In iCubby iInc., ithe icourt iheld ithat ithe idefendant iISP iexerted ino icontrol ior iknowledge 

iregarding iwhat iwas ipublished iand iwas, ithus, imerely ia idistributor iand icould inot ibe iheld 

iliable. iHowever, iin iStratton, ithe idefendant, iwho iowned ia iwidely iread ifinancial ibulletin 

iboard, ihad iemployed ian iagent iand isoftware-screening iprograms ifor imonitoring ipurposes iand 

ithus icould ibe iconsidered ia ipublisher irather ithan ia imere idistributor. 

The iposition ion iISP iliability isought ito ibe imade iclear iby ithe iCongress iby ithe ipassing iof 

ithe iCommunications iDecency iAct, i1996. iUnder ithis iAct, iSec.230 iprovides icomplete 

iimmunity ito iISPs iby istating ithat i“no iprovider ior iuser iof ian iinteractive icomputer iservice 

ishall ibe itreated ias ipublisher ior ispeaker iof iany iinformation iprovided iby ianother iinformation 
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icontent iprovider.” iBy iits iplain ilanguage, ithe isection icreates ian iimmunity ito iany icause iof 

iaction ithat iwould imake iservice iproviders iliable ifor iinformation ioriginating iwith ia ithird-party 

iuser iof ithe iservice. iWhile ivarious ioptions iwere iavailable ito ithe icongress, iit ichose ito 

i“promote ithe icontinued idevelopment iof ithe iInternet iand iother iinteractive icomputer iservices 

iand iother iinteractive imedia”. iIn irecognition iof ithe ispeed iwith iwhich iinformation imay iget 

idisseminated iand ithe inear iimpossibility iof iregulating iinformation icontent, iCongress idecided 

inot ito itreat iproviders iof iinteractive iservices ilike iother iinformation iproviders isuch ias 

inewspapers, imagazines, ior itelevision iand iradio istations. iHowever, idespite ithe igood 

iintentions iwith iwhich ithe ilegislation iwas iframed, ithe iprovision ihas ibeen imisused iby iinternet 

iservice iproviders ias ione ithat iauthorizes ia iblanket iimmunity ito ithem. iThis ican iclearly ibe 

iseen iin ithe icase iof iSidney iBlumenthal iv. iMatt iDrudge iand iAmerica iOnline iInc. iIn ithis 

icase, iAOL ihad ientered iinto ian iagreement iwith iDrudge iby iwhich iDrudge iwould iprovide iall 

iAOL imembers iwith ia ireport ion iall igossip ifrom iHollywood iand iWashington iD.C. ifrom ihis 

ireport icalled ithe iDrudge iReport. iDrudge iwas ialleged ito ihave iposted idefamatory imaterial 

iabout ithe iplaintiff, iwho ithen isought ito ihold iAOL iliable. iHowever, idue ito ithe iimmunity 

iprovided iby iSec.230, iAOL iwas iable ito iescape iliability idespite ihaving iappointed iDrudge 

ithemselves. 

However, ithough imost icourts ifollow ithe iprecedents iset iby ithe iabove icases, isome ihave 

irecently iqualified ithe isection iby itaking ia icloser ilook iat ithe iresponsibility iof iISPs ifor 

icontent icontrol. iThis ican ibe iseen ifrom ithe icase iof iCarafano iv. iMetrosplash.com, iInc., 

iwhere ithe idefendant, iwho ioperated ian ionline imatchmaking ior idating iservice, iwas iheld iliable 

ifor idefamation iof ithe iplaintiff, ias ion iexamination, iit iwas ifound ithat ihe iexercised ia igreat 

idegree iof icontrol iover icontent iof ithe iservices iprovided iby ihim. iHe icould inot iclaim 

iimmunity iunder iSec.230. 

Thus, iwe isee ithat, ithe ilaw ion idefamation iand ithe iliability iof iISPs iis idifferent iin iboth ithese 

ijurisdictions. iThe igeneral ipractice iin iEngland iis ito iremove ia isite ifrom itheir iservice ionce 

ithey iare iinformed ithat iit icontains idefamatory imaterial. iOtherwise, ithey imay iheld iliable ifor 

idefamation. iIn ithe iUS ion ithe iother ihand, icomplete iimmunity ihas ibeen iprovided ito iany 

isecondary ipublisher iof idefamatory imaterial. iThe iUK iapproach imay ihave ia ifar imore ilimiting 

ieffect ion ithe ifreedom iof ispeech ion ithe iinternet ithan ion ithe ifreedom iof ispeech iby ipress 
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ior imedia. iThis iis ibecause iit iis iunlikely ithat ian iISP iwould ibe iable ito idefend ias istrongly ia 

isuit ifor ilibel ias iwould ithe ipress iof imedia, ias ithe ilatter iare ifar imore iconfident iof itheir 

ipublishings. iHowever, ithe iUS iapproach imay ileave iindividuals iwithout ian ieffective iremedy ito 

iprotect itheir ireputation iagainst idefamatory imaterial. iIt iwould ibe iwrong ito iconfer 

iunconditional iimmunity ito iISPs ias iis ithe icurrent iposition. 

POSITION iIN iINDIA: 

To ideal iwith ithe icontentious iissue iof iISP iliability iin iIndia, iprovision ihas ibeen imade iin ithe 

iInformation iTechnology iAct, i2000. iSec. i79 iof ithe iAct ireads: 

“79. iNETWORK iSERVICE iPROVIDERS iNOT iTO iBE iLIABLE iIN iCERTAIN iCASES.” 

For ithe iremoval iof idoubts, iit iis ihereby ideclared ithat ino iperson iproviding iany iservice ias ia 

inetwork iservice iprovider ishall ibe iliable iunder ithis iAct, irules ior iregulations imade ithereunder 

ifor iany ithird iparty iinformation ior idata imade iavailable iby ihim iif ihe iproves ithat ithe ioffence 

ior icontravention iwas icommitted iwithout ihis iknowledge ior ithat ihe ihad iexercised iall idue 

idiligence ito iprevent ithe icommission iof isuch ioffence ior icontravention. 

Explanation.- iFor ithe ipurposes iof ithis isection,- 

(a) i“network iservice iprovider” imeans ian iintermediary; 

(b) i“third iparty iinformation” imeans iany iinformation idealt iwith iby ia inetwork iservice 

iprovider iin ihis icapacity ias ian iintermediary. 

The ireason ifor iproviding iinternet iintermediaries iwith isafe iharbours iis ithat igiven ithe iobvious 

itechnical iand ieconomic iimpracticalities, iintermediaries icannot ibe iexpected ito imonitor ior 

iregulate ithe ivast iamount iof icontent ithat ithey ihost ion itheir iservers. iThe iimmunity iis 

iprovided iby ithe iAct ibased ion iknowledge iand idue idiligence. iHowever, ithe isection ihas ibeen 

icriticised ion imany igrounds ias ibeing iambiguous iand iunclear. iThe isection iis isilent ion 

iwhether ithe iknowledge irequired iis iactual iknowledge ior iconstructive iknowledge. iFurther, 

ithere iexist idifferent istandards iof idue idiligence, iand iwhich istandard iis ito ibe iadopted iis inot 

ispecified iin ithe isection. iAlso, ithe iscope iof ithe isection iis ihighly ilimited ito ithe iterm 
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i‘message’, iwhich iagain iis inot idefined iin ithe iAct ianywhere. iThis ileads ito iambiguity iin ithe 

iinterpretations iattached ito ithe iterm. iThe isame iis itrue iof ithe iterm i‘intermediary’. iLastly, ithe 

iextent iof ithe isafe iharbours iis ilimited ito i“this iAct, irules ior iregulations imade ithereunder”. 

iThis iopens ivarious ilitigation ipossibilities iagainst iservice iproviders iunder icivil iand icriminal 

iliabilities. iThus, iat ibest, ithe isafe iharbour iprovided ito iintermediaries iunder ithe iAct iproves 

isketchy iand iinadequate. 

This isection iseeks ito irestrict ithe iliabilities iof ia inetwork iservice iprovider iin icertain icases. iLet 

ius ifirst iunderstand ithe iterm i“network iservice iprovider” i(NSP). iSection i79 isays ithat ian iNSP 

iis ian iintermediary. iThe iIT iAct ihas idefined ithe iterm i“intermediary”. 

 

According ito isection i2(1)(w) iof ithe iIT iAct i"intermediary" iwith irespect ito iany iparticular 

ielectronic imessage imeans iany iperson iwho ion ibehalf iof ianother iperson ireceives,stores 

ior itransmits ithat imessage ior iprovides iany iservice iwith irespect ito ithat imessage; 

 

 

 iAn iNSP, iin irespect iof ia iparticular ielectronic imessage, itherefore ihas ithe ifollowing 

icharacteristics: 

3. iIt ireceives ithe imessage ion ibehalf iof ianother iperson, ior 

4. iIt istores ithe imessage ion ibehalf iof ianother iperson, ior 

5. iIt itransmits ithe imessage ion ibehalf iof ianother iperson, ior 

6. iIt iprovides iany iservice iwith irespect ito ithat imessage. 

 

The iterm i“electronic imessage” ihas inot ibeen idefined iin ithe iIT iAct. iThe iUNCITRAL iModel 

iLaw ion iEcommerce idefines ia idata imessage ias i“information igenerated, isent, ireceived ior 

istored iby ielectronic, ioptical ior isimilar imeans iincluding, ibut inot ilimited ito, ielectronic idata 

iinterchange i(EDI), ielectronic imail, itelegram, itelex ior itelecopy”. 

Note: iThe iIT iAct ihas ibeen ibased ilargely ion ithe iUNCITRAL iModel iLaw ion iEcommerce. 

 

The iIT iAct ihas iinserted isection i88A iinto ithe iIndian iEvidence iAct. iThis isection irelates ito 

ian ielectronic imessage iforwarded ithrough ian ielectronic imail iserver. iAfter iconsidering ithe 

idefinition iof idata imessage iunder ithe iUNCITRAL iModel iLaw iand ithe icontext iof ielectronic 
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imessage iunder isection i88A iof ithe iIndian iEvidence iAct, iit imay ibe iconcluded ithat ithe iterm 

iNSP iis ia inarrow iterm ithat irelates ito ielectronic imessage iservice iproviders ionly i(such ias 

iemail iservice iproviders). iIt idoes inot iapply ito iother iservice iproviders isuch ias isearch iengines, 

iauction iwebsites ietc. iEven ifor iInternet iService iProviders i(ISP), ithe ibenefits iof ithis isection 

iwould iextend ionly ito ithe iemail, ivoicemail, itelephony ietc iservices iprovided iby ithem iand inot 

ito ithe iInternet iconnection iservices ioffered iby ithem. i 

However, ithis isection imust ibe iread iin iconjunction iwith isection i85 iof ithe iIT iAct ithat 

irelates ito iliabilities iof icompanies. iThis iis idiscussed iin ithe inext ichapter iof ithis ibook. 

Now ilet ius iexamine ithe irestrictions ion ithe iliabilities iof iNSPs. iAn iNSP iis inot iliable ifor iany 

ithird iparty iinformation ior idata imade iavailable iby ihim iif: i 

1. ithe iNSP iproves ithat ithe ioffence ior icontravention iwas icommitted iwithout ihis 

iknowledge, ior 

2. ithe iNSP iproves ithat ihe ihad iexercised iall idue idiligence ito iprevent ithe icommission 

iof isuch ioffence ior icontravention. iThe iimportant iterms iused iin ithis isection iare: 

Knowledge iimplies i“clear iperception iof ia ifact” ior i“specific iinformation”. 

 

 

 iҖ iIllustration i1 

Noodle iLtd iis ian iemail iservice iprovider. iThe iNoodle imanagement ihas iread iseveral iarticles 

iin ithe inewspapers ithat imany ipeople iuse iemail iaccounts ito istore iand idistribute ipornography. 

Sameer ihas isigned iup ifor ian iemail iaccount iprovided iby iNoodle iLtd. iHe iis iarrested iby ithe 

ipolice ifor isuspected ipublication iof icyber ipornography. iIn ithis icase iNoodle iLtd iwill inot ibe 

iliable ifor ithe ioffence. iThe iNoodle imanagement idid inot ihave ispecific iknowledge iabout 

iSameer’s imisuse iof ithe iemail iaccount. iThey ionly ihad ia ivague iand igeneral iknowledge iabout 

iemail iaccounts ibeing imisused iby isome iunidentified ipeople. 

 

Җ i iIllustration i2 

Noodle iLtd iis ian iemail iservice iprovider. iSameer ihas isigned iup ifor ian iemail iaccount 

iprovided iby iNoodle iLtd. iAnother iNoodle isubscriber isends ian iemail ito ithe iNoodle 

iCustomer iService idepartment istating ithat iSameer iis imisusing ihis iemail iaccount ifor ispreading 

icyber ipornography. i 
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Noodle idoes inot itake iany iaction. iMany idays ilater iSameer iis iarrested iby ithe ipolice ifor 

isuspected ipublication iof icyber ipornography. iIn ithis icase, iNoodle iLtd iwill ibe iliable ifor ithe 

ioffence. iNoodle iLtd ihad ispecific iknowledge iabout iSameer’s imisuse iof ithe iemail iaccount. i 

All idue idiligence iimplies i“such icaution iand iforesight ias ithe icircumstances iof ithe iparticular 

icase idemand”. 

 

Illustration 

Noodle iLtd iis ian iemail iservice iprovider. iSameer ihas isigned iup ifor ian iemail iaccount 

iprovided iby iNoodle iLtd. iAnother iNoodle isubscriber isends ian iemail ito ithe iNoodle 

iCustomer iService idepartment istating ithat iSameer iis imisusing ihis iemail iaccount ifor ispreading 

icyber ipornography. 

Noodle iLtd iimmediately iverifies ithe igenuineness iof ithe icomplaints iand ideactivates iSameer’s 

iaccount. iIt ialso ikeeps ia icheck ion inew iemail iaccounts ibeing icreated ifrom ithe iIP iaddresses 

ipreviously iused iby iSameer ito icreate iand iaccess ihis iaccount.Many idays ilater iSameer iis 

iarrested iby ithe ipolice ifor isuspected ipublication iof icyber i ipornography. iHe iwas iusing ia 

iNoodle iaccount ithat ihe ihad icreated ifrom ia icyber icafé iusing ia ifictitious iname. iIn ithis icase 

iNoodle iLtd iwill inot ibe iliable ifor ithe ioffence. iNoodle iLtd ihad itaken iall idue idiligence. 

 

LIABILITY iOF iISPS iIN iINDIA 

In irespect ito iISPs iin iIndia, itheir iliabilities iare ialso idetermined iby ithe iLicense ifor iInternet 

iServices ibased ion iguidelines idated i24th iAugust, i2007. 

 

“FUNDAMENTALS iOF iCYBER iLAW”. 

According ito iclause i33 iof ithis ilicense: 

1. iISPs imust iprevent iunlawful icontent, imessages ior icommunications ifrom ibeing 

icarried ion itheir inetwork. iThis iincludes iobjectionable, iobscene, iunauthorized iand 

iother icontent. 

2. iOnce ispecific iinstances iof isuch icontent iare ireported ito ithe iISP iby ithe 

ienforcement iagencies, ithey imust iimmediately iprevent ithe icarriage iof isuch imaterial ion 

itheir inetwork. 
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3. iISPs imust iensure ithat icontent icarried iby ithem idoes inot iinfringe i“international iand 

idomestic icyber ilaws”. 

4. iThe iuse iof iISP inetworks ifor ianti-national iactivities iwould ibe iconstrued ias ian 

ioffence ipunishable iunder ithe iIndian iPenal iCode ior iother ilaws. 

5. iISPs iare irequired ito icomply iwith ithe iIT iAct iprovisions. iThey iare iresponsible ifor 

iany idamages iarising iout iof idefault iin ithis icompliance. 

6. iISPs imust iensure ithat itheir inetworks icannot ibe iused ito iendanger ior imake 

ivulnerable ia inetworked iinfrastructure. 

7. iISPs imust iensure ithat itheir iservices iare inot iused ito ibreak-in ior iattempt ito ibreak-

in ito iIndian inetworks. 

8. iISPs imust iprovide, iwithout iany idelay, iall ithe itracing ifacilities ito itrace inuisance, 

iobnoxious ior imalicious icalls, imessages ior icommunications itransported ithrough itheir 

iequipment iand inetwork. iThese itracing ifacilities iare ito ibe iprovided ito iauthorized 

iofficers iof iGovernment iof iIndia iincluding iPolice, iCustoms, iExcise, iIntelligence 

iDepartment iofficers ietc. 

9. iISPs imust iprovide inecessary ifacilities ito ithe iGovernment ito icounteract iespionage, 

isubversive iacts, isabotage ior iany iother iunlawful iactivity. 

 

According ito iclause i34 iof ithis ilicense: 

1. iGovernment ican imonitor itelecommunication itraffic iin ithe iISP inetwork. iThe iISP ihas ito 

ipay ifor ithe inecessary ihardware iand isoftware ifor ithis imonitoring. 

2. iISPs imust imaintain ia ilog iof iall iusers iconnected iand ithe iservice ithey iare iusing i(mail, 

itelnet, ihttp ietc.). i 

The iterm itelnet ican ibe iexplained ithrough ia isimple iillustration. iSameer iruns ia itelnet 

iprogram ion ihis icomputer. iUsing ithe iprogram ihe iconnects ito iPooja’s icomputer iusing 

ia ivalid iusername iand ipassword. iHe ithen ienters icommands ithrough ithe itelnet 

iprogram iand ithese icommands iare iexecuted idirectly ion iPooja’s icomputer. ihttp 

i(hypertext itransfer iprotocol) iis ithe istandard imethod ifor itransferring iwebsites ion ithe 

iInternet. 
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3. iISPs imust ialso ilog ievery ioutward ilogin ior itelnet ithrough itheir icomputers. iThese ilogs, ias 

iwell ias icopies iof iall ithe ipackets ioriginating ifrom ithe iCustomer iPremises iEquipment iof ithe 

iISP, imust ibe iavailable iin ireal itime ito ithe iTelecom iAuthority. i 

 

Logs iare icomputer ibased irecords iof iactivities ie.g. ia ilog iof ia iweb iserver imay 

contain idetails iof ithe iusers iwho ivisited ithe iwebsite, itheir iIP iaddresses, ithe iInternet 

ibrowsers iused iby ithem ietc. i 

Data itravels ion ithe iInternet iin ithe iform iof ipackets. iEach ipacket icarries iinformation 

ithat iwill ihelp iit iget ito iits idestination. iThis iinformation iincludes: i 

a. ithe isender's iIP iaddress, 

b. ithe iintended ireceiver's iIP iaddress, 

c. ihow imany ipackets ithis ie-mail imessage ihas ibeen ibroken iinto 

d. iidentification inumber iof ithe iparticular ipacket. 

 

Customer iPremises iEquipment i(CPE) iis ithe iequipment iand iinside iwiring ilocated 

iat ia isubscriber's ipremises iand iconnected iwith ithe iISPs ichannels. iE.g. iPooja ihas 

isigned iup ifor iNoodle’s iInternet iservices. iNoodle ihas iplaced ia itelephone, ia imodem 

iand isome iwiring iat iPooja’s ihouse. iThis iequipment iis ifor iuse iwith iNoodle’s iservices 

iand iis iCPE. 

 

Real itime imeans iinstantaneous. iIn ithe icurrent icontext iit imeans ithat ithe ipackets 

and ilogs imust ibe imade iavailable iat ithe ivery iinstant ithat ithey iare igenerated ior 

transmitted. 

 

4. iISPs imust iensure iprivacy iof icommunication ion itheir inetwork. 

5. iISPs imust iensure ithat iunauthorized iinterception iof imessages idoes inot itake iplace ion itheir 

inetworks. 

6. iThe iGovernment ican itakeover ithe iservice, iequipment iand inetworks iof iISPs iin icase iof 

iemergency, iwar ietc. 

7. iThe icomplete iand iupdated ilist iof ithe iISP’s isubscribers imust ibe iavailable iin ia ipassword 

iprotected iportion iof ithe iISP’s iwebsite. iThis iis ifor ithe iuse iof iauthorized iIntelligence 

iAgencies. 
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8. iIn icase iof idedicated iline icustomers, ithe iISP imust imaintain ilogs iin ithe ifollowing iformat: 

9. iThe iChief iOfficer-In-Charge iof itechnical inetwork ioperations iand ithe iChief iSecurity 

iOfficer iof ithe iISP ishould ibe ia iresident iIndian icitizen. 

10. iISP imust iensure ithat ithe iinformation itransacted iby ithe isubscribers iis isecure iand 

iprotected. 

11. iThe iISP iofficials idealing iwith ithe ilawful iinterception iof imessages imust ibe iresident 

iIndian icitizens. 

12. iThe imajority iDirectors ion ithe iBoard iof ithe iISP imust ibe iIndian icitizens. 

13. iMinistry iof iHome iAffairs iwill iregularly ido isecurity ivetting iin icase iforeigners iare iholding 

ithe ipositions iof ithe iChairman, iManaging iDirector, iChief iExecutive iOfficer i(CEO) iand/or 

iChief iFinancial iOfficer i(CFO) iof ithe iISP. 

14. iISPs iare irequired ito iphysically imonitor, ion ia imonthly ibasis, ithose icustomers iwho ihave 

ia ihigh iUDP itraffic ivalue. iUDP i(user idatagram iprotocol) iis igenerally iused ifor itransmitting 

ivoice, istreaming ivideo, iIP iTV, ivoice iover iIP iand ionline igames. 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

CHAPTER iVI: iCONCLUSION 

A iplaintiff iwould ienjoy imore iadvantages ias ia iplaintiff iin ian iinternet idefamation icase iin ithe 

iUnited iKingdom ithan iin ithe iUnited iStates. iForeigners iare iallowed ito ifile ia idefamation isuit 
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iin ithe iUnited iKingdom iif ithere iis ia ireal iand isubstantial iconnection iwith ithat iforum. 

iHowever, iin 

internet idefamation icases, iit iis idifficult ito idetermine iwhether ithere iis ia isubstantial 

iconnection iwith ia iparticular iforum iand iwhich ipoints iof iattachment iare irelevant. 

 

As itechnology ievolves, iand ipeople ibecome imore iinvolved iwith iinternet icommunities, iit iwill 

ibe imore idifficult ito idetermine ijurisdiction iin idefamation icases ion ithe iinternet. iA iperson 

ican iacquire iand ilose ihis ior iher ireputation ionline. iA idispute iresolution imechanism ifor 

ionline idefamation 

cases,101 iwith ionline iprocedures, icould ibe iimplemented imore ifrequently iwhen idisputes iarise. 

iOnline isolutions ito ionline iproblems iare imore icost iefficient iand iaccessible ifor iinternational 

iparties. iThere iis, ihowever, istill ia iproblem iwith ichoice iof ilaw, iespecially iwhen idefamation 

iimpacts iissues iconcerning ipublic ipolicy. iFew iwebsites, ifor iexample, iwould iwillingly ichoose 

iBritish ilaw, iif ipossible, ito iminimize icostly ilitigation irisks. iWhether ithe isuit iis ibrought iwithin 

ithe icourt isystem ior iwhether ialternative imethods iof idispute iresolution iare iattempted, 

ienforcement iconsiderations imay ibecome ian iissue. iEven iif ia iplaintiff iin ia idefamation isuit iis 

iallowed ito ichoose ia iforum, ia iforeign ijudgement imay inot ialways ibe ienforceable. iFor 

iexample, iin iMatusevitch iv. iTelnikoff, 102  ienforcement iof ia ijudgement ifrom ithe iUnited 

iKingdom iwas idenied iin ithe iUnited iStates ion ipublic ipolicy igrounds. iFurthermore, iin 

iEhrenfeld iv. iKhalid iSalim iA. iBin iMahfouz,103 ithe iplaintiff isought ito iserve ithe idefendant iin 

iSaudi iArabia iby iemail iand iwas idenied ithat ioption. iInstead, ithe iplaintiff iwas iforced ito 

icomply iwith ithe idifficult itask iof iserving iMahfouz’s icompany’s iPost iOffice iBox iwithin ia i30 

iday iterm.104 iFor ifuture iconsideration, ian iinternational itreaty ion iinternet idefamation icould ibe 

ia isolution ito idisputes ithat iarise iover iwhich ijurisdiction ishould iapply. iBased ion ithe icases 

icited iin ithis iarticle, iparticularly iBerezovsky iv. iMichaels iand iKing iv. iLewis, iwhen iAmericans 

isued ifor idefamation iin ithe iUnited iKingdom idespite ihaving ino iapparent ities ito ithe iUK, 

isuch ia itreaty icould iadjudicate ijurisdiction iand ichoice iof ilaw ifor iall icases, itaking iinto 

 
101 iFor iexample, ithe iWIPO iArbitration iand iMediation iCenter, iwhich iis iwidely iused ifor idomain idisputes, 

iat ihttp://arbiter.wipo.int/center i(last iaccessed iAugust i22, i2006). 
102 iVladimir iMatusevitch iv. iVladimir iIvanovich iTelnikoff, i877 iF. iSupp. i1; i1995 iU.S. i702 iA.2d i230 

i(1997). 
103  iRachel iEhrenfeld iv. iKhalid iSalim iA. iBin iMahfouz iWL i696769 i(S.D.N.Y. i2005) ino. i04 iCiv. 

i9641(RCC) iMarch i23, i2005. 
104 iEhrenfeld iwas ialso idenied ithe ipossibility iof iserving iMalfouz’s icompany iby icourier. 
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iaccount ithe ities ito ispecific icountries. iSuch ia itreaty, ihowever, iwould ilikely ibe idifficult ito 

inegotiate, idue ito ifundamental idifferences ibetween icountries’ ilegislations. 105  iNevertheless, 

iinternational iproblems irequire iinternational isolutions. iInternet ilaw iis inot ithe i“law iof ithe 

ihorse.”106 iInternet ilaw iis irelated ito ithe icorpus iof ilaw ias ia iwhole. iI ipredict ithat ithere iwill 

ibe ian iincrease iin ilegislation, isuch ias iinternational itreaties, ithat iwould ibetter iregulate 

ijurisdiction iin iinternet idefamation. iThis, iin iturn, iwould iresult iin ithese itypes iof icases ibeing 

iresolved iwith iless iuncertainty iregarding iwhich ijurisdiction ishould iapply. 

Defamation ilaws ishould ibe isufficiently iflexible ito iapply ito iall imedia. iA ibalance iwill ialways 

ineed ito ibe istruck ibetween ifreedom iof iexpression iand ireputation. iThe idifficulty iis ithat ithe 

idefamation ilaws iworld iover iwere iprincipally iframed iat ia itime iwhen imost idefamatory 

ipublications iwere ieither ispoken ior ithe iproduct iof iunsophisticated iprinting. iHence iit iis inot 

ipractical ito iapply ithe iprinciples iderived ifrom i18th iand i19th icentury icases ito ithe iissues ithat 

ican iarise ion ithe iinternet iin ithe i21st icentury. iThe iultimate iaim iof ilegislation iworld-wide 

ishould ibe ito ireduce ithe icosts iof iworld itrade iby iissuing iout iinconsistencies iand iuncertainties 

iresulting ifrom idifferences iin inational ilaws. iThe iintense ivolume iof iinformation iand ithe 

isimplicity iof iits itransfer imake iInternet ia ivery icritical isource iof idefamation, iwhile ithe 

ielectronic ibased itrading isystems iare iaffecting iall iaspects iof icommercial iand ibusiness ientities. 

iThe iIT irevolution iis isprawling inew ibusiness iand iforcing ithe iold imodes ito ieither ichange ior 

idie iout. iHence imost icommercial iorganizations iaround ithe iglobe iwill ibe iaffected iin isome 

isignificant imanner iby ithe iinternet iand itherefore icrimes iin icyber ispace ias iwell. iIt imay ibe 

inoted ihere ithat ithere ihas ibeen ian iincreasing iawareness iamong ilaw ienforcement iagencies ion 

ithe ineed ito iset iup ispecial icells ito ihandle icyber icrimes. iThe iCBI ihas ia iwell-established 

icyber icrime icell. iThe ifirst isuch icyber icrime ipolice istation ihas ialso icome iup iin iBangalore. 

iAs ithe inetwork ienvironment ibecomes imore ipervasive iand ieasier ito iuse, iit iwill ialso ibe ia 

 
105 iAs inoted ipreviously, ithe iUnited iKingdom iand ithe iUnited iStates ihave ivery idifferent iapproaches ito 

idefamation ilaw. 
106 iLawrence iLessig, iThe iLaw iof ithe iHorse: iWhat iCyberlaw iMight iTeach, i113 iHarv. iL. iRev., i2 i501-49 

i(December, i1999). iIn ihis ipaper, iLawrence iLessig iwas ianalogizing ithe iinternet ito ihorses. iThe i“law iof ithe 

ihorse” idebate ihas itwo iprincipal iarguments. iFirst, ithat ithere iis ia ispecific iarea iof ilaw ithat iapplies ito 

ihorses, iand ione icould istudy ithe ilaw ithat ionly iapplies ito ihorses. iSecond, ithat imultiple iareas iof ilaw iapply 

ito ihorses, iand ione icould inot ionly istudy ione iarea iof ilaw i(e.g., itorts) iand ibe ifamiliar iwith iall ilaws ithat 

iapply ito ihorses. iSpecifically, iLessig ireplied ito iFrank iEasterbrook’s ilecture iat ithe iUniversity iof iChicago, 

i“The iLaw iof ithe iHorse”, iin iwhich iEasterbrook, iciting iLlewellyn, idenied ithat ithere iwas ia ilaw iof 

icyberspace i– ithe isecond iargument ias istated iabove. iEasterbrook ithen icompared ithe ilaw iof icyberspace ito 

i“the ilaw iof ithe ihorse.” iLessig iargued ithat icyberlaw iis inot ithe i“law iof ithe ihorse,” ibut irather ia idistinct 

isubject iof ilaw ithat iis iworthy iof ianalysis i– ithe ifirst iargument ias istated iabove. 
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imedium ithrough iwhich icrime iand ifraud ican itake iplace. iIt iis itherefore inecessary ito ireview 

ithe icurrent ilegislative iprovisions ito iensure ithat ithe inetwork ienvironment iis iadequately 

iprotected iagainst icriminal iactivities. iUnder ithe icurrent ilegislation ithere iis ino idefinition iof 

idamage iand iit iis iconsequently idifficult ifor ithe icurrent ienhanced ipenalties ito ibe iimposed. 

 

In ithe ishort iterm, ithe ifollowing imay ibe ilikely: i 

Җ i i iThe iold ilaws iwill iprevail iuntil imore icases iand ilegislation iemerge ito iprovide ia imore 

irefined iand ia imore icontemporary iapplication iof ilibel ilaws ito ithe iInternet. 

 

Җ i i iAll iInternet iusers iwill ibe iexposed ito iliability ifor ilibel ion ithe iInternet, iwhether ithey 

iare ie-mail ipublishers, iowners iand/or ioperators iof ibulletin iboards ior ihome ipage ioperators. 

iIndividuals ior icorporate iorganizations iwho iestablish ibulletin iboards ion itheir iweb isites iare 

iparticularly ivulnerable. 

 

Җ i i iThere iis iunlikely ito ibe ian iexplosion iof ilibel iactions iagainst iindividuals ifor iseveral 

ireasons. i 

a) iThe icost iof ilibel iactions. i 
b) iThe ijurisdictional iproblems. i 
c) iThe iunlikelihood iof irecovering imany iassets. i 
d) iThe iopportunity iand iease iof iimmediate ireply. 
 

Җ iThere iare ilikely ito ibe imore ilawsuits iagainst ithe ioperators iof ibulletin iboards, iwhether 

ithey iare icorporations, iorganizations ior iindividuals. 

 

Җ iThere iwill ibe iactions iagainst iowners iand/or ioperators iof iweb isites ifor istatements 

imade iby itheir iemployees ior itheir iorganizations. 

In iour iopinion ithe iLaw iCommission ishould itake iup ithe ibrave itask iof ianalyzing isuch icrimes, 

iwhich iare iat ithe ithreshold iand icome iup iwith irecommendations iin iorder ito iequip ithe 

iexisting ilegal imachinery iagainst isuch ioffences. iFor ithe isaid ipurpose inecessary iamendments 

icould ibe ibrought ito iSection i67 iof ithe iInformation iTechnology iAct, i2000 iand ialso ito 
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iSection i499 iof ithe iIndian iPenal iCode, iby iexpressly ibring iwithin itheir iambit ioffences isuch 

ias idefamation iin icyber ispace, iwhich iis icertainly ia isocio-economic ioffence. 
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