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Abstract

In recent times, there are rising concerns over cloud security principles. Applications
upload massive data on cloud through provided service sets, platforms, and infrastruc-
tures. The private and sensitive data needs to be protected. Recent studies have sug-
gested multi-factor authentication techniques to secure against possible security attacks
on cloud systems. Most techniques involve a single factor authentication, but recent
attack perimeters have intensified. Thus, two factor authentication (2TP) becomes im-
portant in cloud security. In this paper, we propose a 2TP based time based one time
password (TOTP), that provides high degree of secrecy. A single sign on (SSO) scheme
is integrated with 2TP TOTP as a dual layer of security, and provides users with the
flexibility to authenticate multiple websites and credentials with a single sign. This im-
proves the overall scalability of end-user applications, that mitigates the overhead of 2TP
TOTP. Overall, the scheme provides strong security, while maintaining the flexibility of

user authentication over heterogeneous cloud applications.
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Chapter 1

Introduction

In this chapter we discuss about the basics of Cloud computing and how it plays roles in
todays world. The chapter discusses in brief about Cloud computing, Single Sign-on and

2FA using TOTP.

1.1 Cloud Computing

Cloud computing is a type of computing that uses the It’s a software framework that
allows one or more data centers to pools large amount of storage, networking resources
and computation to manage. In this environment, users have access to shared computer
System resources through an Internet connection from anywhere, at any time. Many CSP
such as such as Amazon Web Services S3, Google Cloud Storage, and Microsoft Azure
Storage, and many more. A company that provides cloud computing services is referred

as a cloud service provider(CSP).

Cloud computing refers to a sophisticated infrastructure, hardware, computing, and
memory that is made accessible as a pay-as-you-go service over the internet. Cloud
security is extremely significant since it is one of the most cutting-edge technologies and
security techniques for safeguarding our data. [6] We can allocate resources to multiple

levels of use, such as public, private, or hybrid.

1. Public - The files which we want to share among all users can be placed as public

which is cost effective too.

2. Private - The files which are highly confidential in the cloud platform can be placed



as private on the secure servers.

3. Hybrid - The files which are confidential as well as shareable among several user

can be placed in hybrid category.

1.2 Single Sign-On

In the present digital world single, sign-on is the technology that is widely used among
service providers.[21] This technology facilitates users with more flexible authentication.
This technique provides benefits to both sides: the user side service provider side. [2¥]
From the user perspective user does not need to memorize different usernames or pass-
word combinations. Users can access the different applications with a single username
and password. While service provider needs to manage a single credential per user instead

of multiple credentials per user. So, administration becomes simple.

SSO refers to the ability to regulate access to many related but separate software
systems. [J] This attribute allows users to log in once and have access to every system

without having to login again.[23]

1.2.1 Types of SSO

1. F-SSO (Federated SSO)
SSO is a part of federated identity manegement. So, sso also referred as federated

SSO. One feature is often available with FIM architecture is SSO.

2. OAuth -
FIM architecture provides the OAuth 2.0 framework. It focuses on the trusted con-

nection that allows user identification data to be transferred between domains.[17].

3. OIDC (OpenID Connect) -
OIDC is one of OAuth 2.0’s layers. SSO is allowed as a result of this.

4. Security access markupp language (SAML)
SMAL[30] also providing SSO functionality but it’s an open standard under FIM.

5. Same Sign-On (SSO) -
Same Sign-on is also abbreviated like SSO. However, it is different from SSO. There

2



is no trust connection between entities while using same sign-on. It is more de-
pended on credential being duplicated. While comparing security between single

sign-on [l 1] and same sign-on, same sign on is less secure.

1.2.2 Advantages of SSO

1. It boosts both employee and IT output.
A single point of access will save resources and time. With single sign-on, you may
perform the following: Reduce the number of service calls: Customers who have
a single password for all applications will require less assistance. Boost the cus-
tomer’s experience: Since they don’t have to navigate between several logon Pages
or reset credentials, users save 5 to 10 seconds while logging in. Users may securely
utilize their SSO credentials on any system and in any browser, reducing the risk of
data breaches. One of its most important benefits of SSO is the ability to increase

end-user productivity. [34]

2. It enhances security capacities.
One of its most popular misconceptions about SSO affects security. The assumption
is that when a master password is stolen, it puts all related accounts in jeopardy.
However, because they only have to memorize a single password for multiple ap-
plications, users tend to create a tougher (extremely hard) passcode and are less
willing to write everything down. If you execute these best practices, password

theft will be less likely.

3. It makes it easier to remember passwords.
To avoid cybercrime, security experts advise using different and strong passwords
for each program. As a reason, the average user must memorize numbers of cre-
dentials for individuals as well as organizations. Unfortunately, as a result of this,
"password fatigue” is frequent. What are the commercial ramifications of password
fatigue? To put it another way, the more credentials you have, more the problems
you’ll encounter. Customers being unable to log in will leave your website or app
until you can engage them. This is supported by a recent Baymard Institute us-

ability research. Baymard evaluated that 2 e-commerce sites (Amazon and ASOS)
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discovered that 18.75 percent of existing customers abandon their baskets due to

missed passwords or password reset troubles in this study.[3]

4. It improves the user’s experience. User experience is one of the most sig-
nificant advantages of SSO. Customers can now enjoy an advanced technological
experience without logging in multiple times in multiple applications, thanks to [29].
Customers will become more committed, and engagement levels will be higher, re-

sulting in increased profits for enterprises.

5. It keeps Shadow IT at bay.
Shadow IT is nothing new in the world of cybersecurity. It refers to illegal down-
loading in the workplace. When it comes to Shadow IT, employees were formerly
limited to purchasing the software through office supply stores. However, as cloud-
based downloads grow more common, the risk of a data breach rises. To address
this issue, I'T administrators can utilize SSO to track what applications employees
use. As a result, identity theft is no longer a threat. To ensure that domestic and
global compliance regulations are met, a company’s I'T or compliance team may use

a single platform.

1.2.3 Disadvantages of SSO

1. At scale, it’s the most expensive/best option
Simply put, SSO may quickly become prohibitively costly. SSO can bring significant
benefits for small businesses, but it can also be a significant financial burden. Many
SSO suppliers charge per feature, and because the majority of the basic capabilities

are add-ons, the fees can soon pile up.

2. It’s necessary to have an 1dP
An firm’s IdP /directory service is the foundation of any SSO system. SSO services
are often built on top of a directories, requiring enterprises to pay for multiple
solutions in order to obtain the desired result. Of course, like SSO, this may be
costly for businesses, both in terms of the initial setup and installation expenses as

well as the ongoing costs of utilising it.



3. SSO support majority of web-based app
An firm’s IdP /directory service is the foundation of any SSO system. SSO services
are often built on top of a directories, requiring enterprises to pay for multiple
solutions in order to obtain the desired result. Of course, like SSO, this may be
costly for businesses, both in terms of the initial setup and installation expenses as

well as the ongoing costs of utilising it.

4. Extra-strong credentials are required
Though end users only had to memorize one password for SSO, it’s better if it’s
long, difficult, and secure. Although this is typically beneficial to identity security,
it also increases the risk of a person losing or compromising their password, negating

SSO advantages negating the benefits of SSO.

5. If SSO service provider is compromised, all resources tied to it are vul-
nerable to assaults
Because SSO is tied to so many key services, if an SSO service provider is attacked,
whole user communities are at risk. If an individual user’s SSO portal is hacked,

their accessibility to those apps is likewise jeopardised unless MFA is used.

6. SSO necessitates setup and configuration.
SSO, like so many IT products, is seldom ”plug-and-play,” which means I'T ad-
ministrators must devote the extra effort which is necessary to integrate and cus-
tomize their SSO services to their company. Not only do apps have to be deployed,
but integrating them with a third-party IdP may be difficult and time-consuming.

1.3 Time Based One-time Password

In today’s world, the majority of transactions are conducted digitally. Banking, retail or-
ders, transportation, and other transactions taking place over digital media have become
a natural reality, posing significant authentication and authorization security problems
to the enterprises that provide these services. [25] Consumers want operations and trans-
actions to be more secure and their data to be kept private. Since then, OTP has entered
the picture. It has been utilized in operations for authentication. OTP has grown rapidly
to the point that it is now used as an extra authentication level in practically all appli-

cations.



A one-time password is just a pair of keys and values generated each time a user logs
in or requests a transaction that requires proper user authentication to complete. Only
digital technology uses OTPs, which are only valid for a single transaction or a single
login session. OTPs are utilized in a variety of applications, as well as in two-factor
authentication. It can guarantee that the machine’s resources aren’t acquired illegally by

any unauthorized users.

The benefit of OTP over static passwords is that it generates dynamic passwords that
cannot be utilized in replay attacks. Even if hackers get an OTP that has already been
used for one transaction, which is no longer usable for further transactions. They won’t
be able to use it again because it is no longer a valid OTP. OTPs have become a require-

ment for practically all transactions conducted over the internet or through digital media.

1.3.1 Types of OTPs

1. HOTP
HOTP means Hash-based Message Authentication Code, The HMAC-based One-
time Password algorithm (HOTP) is an event-based OTP with a counter as the
moving factor in each code, in layman’s terms. The movement factor is increased
every time the HOTP is requested and validated, depending on a counter. Gen-
erated code is valid till you actively demand another one and the authentication
server validates it. Every time the code is validated and the user is given permis-

sion, the OTP generator and the server are synchronized. An example of a HOTP

is Yubiko’s Yubikey.

2. TOTP
TOTP is a time-based OTP. TOTP uses a static seed, similar to HOTP, but the
movement factor is time-based instead of counter-based. A timestep refers to the
length of time that each password is valid. Timesteps are usually 30 to 60 seconds
in length. If you're not using your OTP within the same time frame, it will expire,

and to access your proposal, you'll need to acquire a new one.



1.3.2 Advantages of TOTP

1.

Cost Efficient
TOTP 2FA is frequently used by businesses because of its ease of usage. [15] Most
authentication programs that produce TOTP tokens are free or require a nominal

price, allowing businesses of any size to protect their users’ identities.

. Lightweightt

For consumers to authenticate to their I'T resources, organizations do not need to
deploy any additional hardware. All consumers need is a PC, laptop, or phone with
an authenticating app. Most TOTP app providers support 2FA for all of those

devices, allowing customers to choose whatever method best meets their needs.

Can be utilised on a large basis
Organizations may enforce TOTP 2-factor authentication at mass across all of their
IT infrastructure with the proper providers. Multicultural systems, a diverse set of

applications, networks, and file servers are all part of this.

. It’s possible to utilize it as a soft token

A TOTP authentication mechanism may be found in both special hardware tokens
and software, most commonly in the form of a mobile app like Google Authentica-
tor. You may eliminate the expenses of hardware manufacture, distribution, stock,
and managed by implementing it in the program (also referred as a software to-
ken). Transmit Protection, for example, allows you to trademark your own TOTP

authentication scheme and add additional levels of security.

1.3.3 Disadvantages of TOTP

1.

A customer’s device is required

A user will not be able to obtain their TOTP code till they have their authenticator
application open. They are unable to utilize their IT facilities if they leave their
cellphone or if the power on their gadget dies. Many web - based applications,
however, include alternate methods for receiving 2 factor codes, which users may
utilise if they are unable to acquire their TOTP key from an any of authenticator

application.



2. Expiration time is short
This may need a user entering many TOTP codes in order to log in before code
validity gets expires, which consumes time and may result in account lockout if they

surpass their allocated tries.

3. Key that is kept hidden
The identifier app & server serving it share a private key in TOTP 2FA. A bad
actor who cloned the secret key might produce valid codes at will and get access to

the user’s account.



Chapter 2

Literature Survey

2.1 Literature Summary

The titled named ”Implementation Of Two-factor Authentication Access Control In Web-
based Services With Cloud Computing Using C.net” was published by Gokila R Man-
imaran A in the year 2018. they have worked on security achievement and privacy for
web-based cloud services. They included 2FA for both user secret keys and security for
device access control systems for web-based cloud computing services. The implementa-
tion of a two-factor authentication (two-factor) access control system has been recognized
as a way to enable the cloud server while simultaneously restricting access to users who

have the same set of traits and protecting user privacy. [27]

Sergey Babkin Anna Epishkina has publish a paper on ”Authenticatin Prtcls Based
n ne-Time Passwrds” in 2019 where they studied The study of authentication meth-
ods based on OTPs was described in this publication. Their benefits, drawbacks, and
weaknesses were examined. The study found that none of the authentication methods
examined was robust to a masquerade attack. In future research on this topic, we expect
to find this vulnerability in one or more examined protocols by employing unique strate-

gies to protect against masquerade attacks.|[3]

Sangamesh S M S S Joshi published a paper named "A Survey on A Secure Cloud
Storage System: An Approach” in 2018. In which they offer a novel secure cloud storage

method to protect organizations’” The suggested system uses two authentication tech-



niques: (TOTP) and (ABP) to boost the authentication level of security. In the proposed
solution, data owners have complete control over who has access to their outsourced data
on cloud storage servers. User authentication is verified using 2FA to boost security: the

first is performed with a username and password, while the second is triggered by the

usage of TOTP.[31]

Titled named ”Preserving Privacy in Cloud-based applications using two-factor authen-
tication (TOTP/WTP)” was published by Pranayanath Reddy Anantula Dr. G Manoj
Someswa in the year 2016. where they have discussed the most difficulty in the Cloud
environment is ensuring the privacy of users’ and organizations’ data. By employing
TOTP/ WTP in Salesforce.com, users’ privacy is protected by validating whether they
are valid users regularly. When the session time exceeds a predetermined limit defined
by the administrator, an OTP is delivered to the user, who must validate himself/herself
by inputting the text/number sent by the OTP server. This ensures that the cloud appli-
cation is being used by a legitimate user. Similarly, WTP protects regular users’ privacy

and eliminates the need for several TOTP while utilizing the cloud system.][(]

D. Divya Priya A. Mahalakshmi has discussed Researchers have published a methodol-
ogy to generate TOTP by mixing a hash with a secret key for a certain period using the
HMAC technique. It ensures the integrity and validity of data. All network encryption
protocols make use of it. You can go even farther with this solution by creating QR codes
for mobile devices to scan, making it as simple as downloading a mobile app, scanning
the code, and utilizing the tokens as needed. In 2018 with a paper named ”Data Security

in Mobile Cloud Computing Using TOTP Generated By HMAC-SHA1 Algorithm”.[2(]

Amol Sure, Shrikant Udmale, Vaibhav Doifode, and Amol Waghade have published a
paper named " Applying a Single Sign-On Algorithm Based On Cloud Computing Con-
cepts for SaaS Applications Using MD5 Encryption” where they have proposed a system
to improve the performance and dependability of model, they have used encryption tech-
nique. where A cloud-based application with two independent cloud servers was provided
in the suggested concept to apply For accessing cloud computing environments, a safe

and efficient SSO mechanism is required. Furthermore, there is some safety. Secure Socket

10



Layer (SSL) and MD5 cryptography are examples of tools and techniques used in trans-

mission operations.[3/]

Paper named ”An Optimized Single Sign-On Schema for Reliable Multi-Level Security
Management in Clouds” where they have discussed Cloud computing which is a widely es-
tablished technology in both industry and academia because of its irreplaceable features.
Some of the benefits of this trend include on-demand services, flexible provisioning, and
a large range of functionality. The ability to employ a variety of services from different
sources encourages businesses and people to follow this trend. However, this flexibility
also comes with security risks, particularly in the area of permission and authentication.
A flexible and safe access control mechanism is provided in this work, which supports the
security-level-based authorization methodology. While the attribute mapping methodol-
ogy simplifies access control by classifying a wide variety of characteristics and authenti-
cation methods (e.g., PKI, FIDO U2F, LoA, and so on), the multi-factor authentication

architecture used helps to maintain security consistency.[9]

Paper named 7SSO (Single Sign-On) Implementation” by Parul Garg, Dr. Yashpal Singh
in the year 2013 where they have discussed a case study of a project to provide a Single
Sign-On (SSO) solution for web-based applications that use the mainframe for data stor-
age. This is a procedure that allows an authorized user to access numerous applications
by entering their credentials. In contrast, the system’s multiple access may be ended by a
single sign-out operation. The article starts with a detailed explanation of the high-level

business needs. [17]
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Chapter 3

Working Functionality of SSO
TOTPs

As most the web application follows browser/server or client/server architecture, with
HTTP as the communication protocol. HTTP is a protocol that has no state. The server
handles each browser request separately and does not correlate it with previous or sub-
sequent requests. However, it also implies that any user may use the browser to access
the server’s resources. You must restrict browser requests if you wish to safeguard some
server resources; to restrict browser requests, you must authenticate the browser request,
reply to valid requests, and reject illegal requests; to authenticate a browser request,
you must be aware of the browser request status. So we use mechanisms like ’Cookies,’,

"JWT’, "Sessions,’ to allow the server and browser to retain a shared state.

When we have a single system, maintaining the state mechanism via login authenti-
cation is simple. However, how do we keep the state of each system when a single system

expands into several systems?

3.1 Functionality of SSO in Cloud

SSO operates on the basis that you can log in to one system in a multi-system application
group and be authorized in all other systems without logging in again, including single
sign-on and single sign-off.[33] We have a single independent authentication server at the
heart of SSO [12], which may receive sensitive information such as the user’s identity in

form of username and password. Other systems don’t allow users to log in and instead

12



rely on the authentication server’s indirect authorization. The token is used to achieve
indirect authorization. So we will look into functionality performed by SSO Server and

SSO Client in implementation.

SSO Server

Check the user’s login credentials.

Create a global session to work with.

Create a token for authorization.

With sso-client communication, token is sent.

Validate the sso-client token.

Send a JWT including the user’s data.

SSO Client

The sso-client subsystem does not log in to the user request and instead requests

authentication from the sso server.

The sso authentication server will send you a token.

To check the token’s authenticity, communicate with sso-server.

Receives a JWT and uses the public key to verify it.

Create a local session.

3.2 Functionality of 2FA-TOTP in Cloud

Two-factor authentication, commonly known as TOTP, adds an extra degree of security
to the standard by asking the user to provide a unique code in a second field. The length
of the key is six characters, and it changes every 30 seconds.

At least two factors are required for two factor authentication:

e The user’s username and the password’s knowledge factor

13
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Figure 3.1: 2FA-Working flow of TOTP

e Possession includes a mobile device for producing the TOTP code. The code
can be created via a specialised programme like Google Authenticator which can

received as an SMS on the mobile device or on a app.

TOTP (Time-based One-time Password) is a one-time password technique that derives
its uniqueness from the current time.[22] The TOTP algorithm is a time-based variation
of the HOTP algorithm that is computed using the same function, except that the counter
is substituted by the TI value, which is determined from the timeline in this case. To
generate a one-time password, you can use the HMAC SHA 512 / HMAC SHA 256
algorithms instead of the HMAC-SHA-1 technique. TOTP is defined as follows:

TOTP = HOTP(K, TI) (3.1)

The number of time steps between the initial time counter Ti0 and the current UNIX

time is represented by TI. TI more precisely defined as:

TI = CurrentUNIXTi — Ti0)/A (3.2)

Here, A is a system parameter that determines the quantity of time time steps in seconds
(30 seconds is the default value ), and Ti0 is the UNIX timestamp at which we begin

calculating time steps (the default value is 0). When a one-time password (OTP) is

14



received, the authentication server has no idea when it was generated.

The duration gap (amount of times steps from time Ti0 onwards) between OTP was
produced and when the verification system gets the OTP may be too big due to connec-
tion difficulties. As a result, the verification system should normally define an appropriate
OTP transmit timeout policy. The longer this period is, the more vulnerable it is to a

possible assault. It is strongly advised that the time delay be shorter than size of a single

step.[14]

3.2.1 Steps needed to follow to achieve TOTP Authentication

. 2. User Need to Enable 2FA
7. Validate TOTP

a 6. Ask for TOTP 3. Generate QR Code integrated with Email i
8. Allow Access to Account —

) 1.Register
5. Login to Portal Account

7. TOPT Submission 4. User Need to Scan QR Code in Mobile
User

Figure 3.2: 2FA-TOTP

1. User need to register at registration portal by submitting email & password.
2. After successfully registration user need to enable two factor authentication.
3. QR code is generated by automated system integrated with email id.

4. User need to scan QR Code in cell phone using Google Authenticator application.

after scanning a 6 digit code needed to submit on same page to authentication.
5. Now after enabling 2FA user can not login with just email & password.

6. User need to submit username & password to login portal then after portal will ask
for TOTP which is available on Google authenticator app which changes every 30

seconds.
7. Check for validation of submitted TOTP.

8. If TOTP is valid System will allow access to account and if not then it raise a error

with invalid TOTP.
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Chapter 4

Proposed Architecture for Raising

Security Level in Cloud

4.1 Architecture

Our Proposed system is shown in the below diagram. This model is designed in such a
way that it uses SSO (Single Sign-On) and TOTP (Time-based OTP) for 2FA Two factor
authentication [20] in the cloud to enhance security for the cloud. This system is divided
into different steps. This model mainly focuses on different applications published on the
same cloud service provider.

In the current scenario user sign in with a different username and password in a dif-
ferent application. So, in this model, we have used SSO. So that we can use the same
username and password for different applications on the same cloud to log in. An au-
thentication server is used with SSO service which helps the user to authenticate. So, in
the initial steps users tries to log in with their SSO credentials. When they try to log
in, the request is redirected to the authentication server once a request is granted by the
authentication server it will help the user to redirect to the 2FA page. If a request is
discarded by the authentication server user will redirect to the same SSO login page with
an error message. Once a request is granted then the user needs to submit TOTP as a

part of 2FA which adds one more level of security.

Here, in this proposed system, we have used google authenticator to achieve 2FA

using TOTP. Once the user enters TOTP on the 2FA page request is sent to the google
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Figure 4.1: Proposed Architecture

authenticator to check TOTP entered by the user is valid or not. If OTP entered by use is
validated with google authenticator, then the user will have direct access to applications.
If TOTP is not validated by GA then the user will redirect to the SSO login page.
Our main aim to use 2FA using TOTP is to increase one extra level of security in the

cloud. Suppose, Once SSO credentials are compromised attackers will not have access to

user-sensitive data stored on the cloud.
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4.2 Flowchart
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Figure 4.2: Flowchart
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4.3 Implementation Snapshots
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Figure 4.10: SSO Consumer Login
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Chapter 5

Use Case - MFA Solution for V2X
Application

We explore the MFA mechanism with clear factors I and Fa in this use case. Each factor
Fai has its own secret Sei, which is retrieved from the user via the appropriate process
(PIN, biometric, etc.). Under the worst scenario, it is linked to biometric information,
which has a low possibility of changing through time. The factors and secrets related to

them may therefore be expressed as:

Fal : Sel, (5.1)
Fa2: Se2, (5.2)
Fal : SelL, (5.3)
Fl+1:T, (5.4)

Here, Fal+1 is a timestamp at point T. while I am factors needed to rebuild the

secrets. whereas Sei is the sensor secret value. Since a fingerprint is often an irreversible
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component, supplying the real secrets to the validator is not an alternative, particularly in
the case of confidential biometric data. As a result, allowing even a trustworthy instance
to get the necessary data is a risky move. So, the algorithm requires Sei to be derived
from the factors. In other words, rather than allocating parameter Sei, the suggested
approach generates the system secret Se based on the gathered factor values Sei. Rather
than allocating them in the very first position, a system of equations related to the
Lagrange interpolation technique with the components, their levels, and the secrets for

system privileges is created.

561 = 5@ + CL1F(I1 + CLQFQ% + -+ alleCllfl + alFall
Sey = Se + a1 Fas + agFag + -+ al_lFaZQ_l + alFal2

Se; = Se +aFa; + ayFa} + -+ aj_Fal ™' + ;Fal

\ T = Se + a1 + CLQT2 + -+ CLl_lTl_l + CLlTl

Here,ai denotes the calculated coefficients, and f(x)=Se+a,z+asz?+- - -+a;_ 12! 71, f(0) =

Se.

A Lagrange interpolation algorithm reveals that the equation (7) in the system has
just a resolution for Se. As a result, the framework secret Se may be retrieved using
the usual Lagrange interpolation method and 1 obtained shares without transferring the
part of the unique secrets Si to the validator. As a result, critical personal information
is kept confidential. Because of the features of the Lagrange formulation, the matching
polynomials can only represent one line; hence, every set of [Fai: Sei] will yield a unique
Se. Furthermore, if the biometric data obtained by MFA does not vary with time, the

secret is always the equally, which is a clear weakness in the system under consideration.

The suggested approach is resilient against the scenario in which all Sei stay constant
throughout time. This is accomplished by introducing a one-of-a-kind time T parame-
ter, which permits the existence of Fal and the related secret. Over the last phase of
the studied cutoff methodology based on the Lagrange interpolation formula, security

is ensured using the Rivest—-Shamir-Adleman (RSA) technique or the ElGamal encryp-
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tion/decryption algorithm. In this scenario, the secure threshold approach connected to

secrets Sei in is demonstrated.

However, if all elements are present, our proposed approach may work outside the box
because of the N number of sensors used for MFA. As a result, the system may be able
to detect and report any obsolete factor information, such as weight fluctuation sensors,
Figure print sensors, etc. When some of the elements are missing, access to a service

might be automated. In the next part, we go through this functionality in further detail.

Factor Mismatching

Considering that our system has L. = 4 components, the system secretes SE may be

written in a simplified manner as a collection :

SE < [Fal, Fa2, Fa3, Fa4] (5.6)

The secret recovery technique would fail if any of SEi were changed. By offering inde-
pendent system solutions SEi for a smaller number of factors gathered, this approach is
improved. In general, for 1 = 3, the number of feasible component combinations with one

absent is equivalent to 4, as shown below.

SE1 « [Fal, Fa2, Fa3], (5.7)
SE2 + [Fal, Fa3, Fa4] (5.8)
SE3 + [Fal, Fa2, Fa4], (5.9)
SE4 + [Fa2, Fa3, Fa4] (5.10)

As a result, the device may provide access based on a risk function policy. The

second advantage is that it can notify the client (or the authorities) that a specific factor
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Fi must be modified as a result of the failing SEi combination. This change does result in
some transmission overheads, but it also allows for more authentication and lacks factor

verification flexibility.
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Chapter 6

Performance Evaluation

6.1 Single Sign-On

Global Market Trend for SSO Application Between 2020 and 2027, the Compound Annual
Growth Rate (CAGR) for single sign-on or SSO enabled apps is predicted to be 12.0 %.
In 2020, the market was worth $0.94 billion, but by 2027, it may be worth $2.13 billion.

in Billion Dollars

2020 2021 2022 2023 2024 2025 2026 2027
. Year

Source: Orion Market Reports

Figure 6.1: Source: Orion Market Reports

Areas to Keep an Eye on During SSO Application Performance Testing

e Generation, availability, and refresh time of authentication tokens.
e User’s proposal parameters and redirect URLs are examples of SSO traffic.
e Requests to the SSO/IAP server using web services.

e Scripting for 3rd API services (synthetic monitoring).
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Table 6.1: Performance Testing For Apps With and Without SSO

Factor Application, Without SSO Application, With SSO
Developing a | Scripting just needs to control Scripting must manage both
Script application-level verification. program and IdP level verification.
Processing of | Load testing of login requests Load testing is required for
Scripts is optional. login requests.
Supervision is only necessary . .
Observing at the user application and at All 550 systems, including app and
database servers, should be monitored.
data server levels.
Challenges

e Several requests (Provider and IdP request/response) and the SAML token make

script creation difficult.

e Finding the underlying cause of login difficulties is difficult.

e Examining variables that contribute to sluggish response times, such as network

congestion and application/server length of stay.

Recommended Practices

e Redirect every request automatically to manage numerous redirection caused by

request forwarding to IdPs.

e Activate the login scripts accompanied by a scenarios script to analyse the effect of

SSO for every use case while executing specialized SSO test cases.

e To control cookies, go to Cookie Management Settings.

e Analyze resource on the service provider and IdP servers while the efficiency scripts

are executing.

e For handling dynamic SAML tokens, use a dependable extraction option (such as

regular expression, CSS extractor, or XPath extractor).

e Select a high-throughput SSO protocol.

manage the cache.
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6.2 2FA - TOTP

To protect cloud applications, a time-based one-time password authentication mechanism
is used. The TOTP approach is commonly used in applications that must limit time,
such as mobile banking and app transactions. This section outlines the essential features
and discusses the methods used by the OTP authentication system. There are already
numerous steps in the authentication process in the previous approaches discovered, as
they have worn SMS OTP Authentication inside the authentication phase. Here, we've
combined TOTP’s combat with a user’s individual QR Code, which might be a useful

approach for ensuring high authentication security.

The Mobile Transaction Authorization Number, which is used to approve a person’s
transactions, is a crucial component of SMS OTP. The OTP is provided to the user’s
mobile device through text message via this technique. Nonetheless, SMS OTP security
is dependent on SMS secrecy, which is guaranteed by mobile network security. Authenti-
cator Apps use a shared secret that both the server and client Apps must keep track of.
To create the multi-factor authentication code, this "seed” is combined with the period.
The TOTP-based one-time password verification for the authentication process is raised
in our technique by using TLS connection between server and client Apps. Because the
seed is communicated through a secure channel, it is never revealed. For user proof of
identity, user verification has grown more critical then ever before. The protection tech-
nique for usernames and passwords that are vulnerable to guessing and password-based
attacks. For multi-factor systems, there is also the option of developing user authenti-
cation mechanisms. This research proposed a user authentication architecture based on

TOTP for cloud application user identity verification.

Table 6.2: Comparison of the usability of the OTP and TOTP method

Parameters Simple OTP TOTP
Token Cell Phone Smartphone
Client Application | No App Needed | Application Needed
Service Access Restricted Access Worldwide
Secure Seed Fixed Dynamic
Availability No Yes
Derivation SMS Offline
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Chapter 7

Future Work

In the future, the security level of the proposed system can be enhanced by adding
a special cryptography algorithm in transferring TOTP as well as SSO credentials for
verifying the authenticity. We can also focus on performance enhancement. we can add
data coloring and data watermarking methods to add one more security level to our

proposed architecture.
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Chapter 8

Conclusion

In this research, we have tried to enhance the security of authorized users and parallelly
serve single sign-on. The proposed system is the combination of TOTP and SSO which
facilitate the user as well as provide a higher level of security. To protect the cloud from
unauthorized access. Two-factor authentication is provided. SSO simplifies username
password management to the cloud as well as provide access to many application through
the cloud. SSO requires an extra strong password for better security. But the combination
of TOTP and SSO provides two levels of authentication. If an SSO provider is hacked
then also TOTP check again for authorization. By the merging of these two technologies

proposed system provides facility as well as security.
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