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Abstract

This study offers a thorough analysis of the WLAN IEEE standard 802.11n, scrutiniz-

ing its performance in comparison to legacy Wi-Fi standards. The focus is on dissecting

key technological advancements, notably Multiple Input Multiple Output (MIMO) tech-

nology, dual-band operation, and channel bonding. The research systematically evalu-

ates how these features contribute to improved data rates, extended coverage range, and

enhanced overall network efficiency when juxtaposed against legacy Wi-Fi standards.

MIMO technology, with its ability to facilitate multiple data streams concurrently, is ex-

amined for its impact on throughput, addressing limitations present in earlier standards.

The dual-band operation in 802.11n, operating in both 2.4GHz and 5GHz frequencies,

is explored to understand its role in mitigating interference and optimizing performance,

providing a marked departure from the limitations of legacy standards. Channel bonding,

a distinctive feature of 802.11n, is analyzed for its capacity to enable wider channel widths,

consequently elevating data rates beyond what was achievable in legacy Wi-Fi standards.

The study also considers the implications of these technological advancements on the

efficiency of the overall network, emphasizing improvements in areas such as reliability,

speed, and adaptability to modern usage patterns. Through this detailed analysis, the

research aims to offer comprehensive insights into the transformative aspects of 802.11n

over legacy Wi-Fi standards. These insights are intended to inform decision-making pro-

cesses related to network design, device compatibility, and the strategic integration of

advanced and legacy technologies within wireless environments.
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Chapter 1

Introduction

1.1 Prologue

The Internet of Things (IoT) enables the system to become entirely automated. In-

teroperability between the many networked devices requires the use of a variety of com-

munication protocols. The term “wireless communication protocol” refers to a standard

operating procedure that specifies how a variety of electronic devices may communicate

with one another while using wireless media[2]. When talking about wireless technology,

the four primary networking protocols that are discussed are Wi-Fi, Bluetooth, ZigBee,

and cellular. It is essential to bear in mind that each one of them was first built to fulfill

the needs of a different set of applications[3].

Because Wi-Fi was developed to replace the Ethernet wire, fast data speed was val-

ued over simplicity and power efficiency. The serial wire was replaced with Bluetooth,

which also has a quality-of-service overhead for voice communication[4]. substantially

less power-intensive than Wi-Fi. Bluetooth can only support a small network of seven

slave devices and has a significant pairing delay. It is a technique that is preferred over

several IoT network protocols for wirelessly transferring data over short distances.

It makes use of ISM band short-wavelength UHF radio waves with a frequency range

of 2.4 to 2.485 GHz. Based on the applications, there are three different versions of

Bluetooth technology: Bluetooth, BLE (Bluetooth 4.0 or Bluetooth Low Energy), and

iBeacon[5]. ZigBee was made to make large, reliable sensor networks with cheap, low-
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power nodes. Its maximum range is between 10 and 100 meters, and the data rate used

to send information between devices is about 250 Kbps, which is much less than the

throughput of Wi-Fi or Bluetooth[6]. ZigBee is widely used in sense-and-control applica-

tions like home/building automation, advanced metering, and health/fitness monitoring.

It was the first protocol designed to work on the IEEE Std 802.15.4 radio.

It’s also crucial to keep in mind that, even though each of these widely used proto-

cols may be based on an industry radio standard, network protocols are instead industry

alliances rather than standards[7]. The partnerships are in place to encourage protocol

adoption and ensure interoperability. Membership in the alliance is necessary to promote

and sell goods that employ these standards. This also explains why new variations of

these protocols appear to be aiming for the application space that has historically been

controlled by others. The most widely used wireless local area network (WLAN) protocol

is called Wi-Fi (Wireless Fidelity), and it operates on the 2.4 GHz UHF and 5 GHz ISM

frequencies under the IEEE 802.11 standard. Devices that are between 20 and 40 meters

from the source of Wi-Fi can access the Internet. The maximum data rate for the 802.11n

standard is 600 Mbps, depending on the number of antennas and the channel frequency

used.

Wireless protocols have reached capacity limitations due to recent advancements in

the Internet of Things, video conferencing, low-latency online gaming, high-definition

video streaming, etc. As a result, the 802.11ax wireless protocol was swiftly adopted

since it can effectively handle higher client densities thanks to additional channel-sharing

functionality utilizing MU-MIMO.

1.2 Motivation

There are several issues with cables and wiring. Installation challenges can include

difficulty with digging trenches or scaling poles, issues with aerial cable aesthetics, and

backhoes that may unintentionally dig up cables, all of which can result in expensive in-

stallation costs. Additionally, the cable could be put in an undesirable location, such as a

region with a weak service market. Air also doesn’t corrode or collapse in harsh weather,

unlike cable and wiring. The fixed networks of wired systems appear to some onlookers,
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including the operators themselves, as risky high-capital investments in a world of quickly

evolving technology.

Also, very high demand related to smart devices and smart home appliances has

increased demand for Wi-Fi-enabled devices. The Internet of Things has made the world

more connected. Therefore, wireless connectivity will see high demand. Nowadays, almost

every device has at least one wireless connectivity medium

1.3 Objective

The objective of this analysis is to conduct a comprehensive examination of WLAN

IEEE standards, specifically 802.11n, in comparison to legacy standards 802.11g, 802.11b,

and 802.11a. The research aims to provide a detailed understanding of the technological

advancements introduced in 802.11n and how they perform relative to the older standards

in terms of data rates, coverage range, and overall network efficiency. By addressing

the coexistence of multiple standards, the objective is to offer insights that will guide

decisions related to network deployment, device compatibility, and the optimal utilization

of wireless resources in diverse WLAN environments.

1.4 Problem Statement

The problem statement for the analysis of WLAN IEEE standards 802.11n over 802.11g,

802.11b, and 802.11a centers on the imperative to discern the comparative performance

and technological disparities among these standards. While 802.11n is recognized for its

advancements over 802.11g, the concurrent existence of other legacy standards, namely

802.11b and 802.11a, introduces complexity. The challenge lies in systematically evalu-

ating how 802.11n outpaces or aligns with these older standards concerning data rates,

range, and efficiency. This investigation is crucial for guiding decisions in network design,

device compatibility, and addressing the coexistence of multiple standards within WLAN

environments.

1.5 Organization of the Report

This thesis is divided into ten chapters. The first chapters introduce the wireless

background and the purpose of the given research. The Second chapter describes the

3



literature review for the wireless domain and research-related work. The third chapter

describes Wi-Fi architecture and various Wi-Fi concepts. Chapter four describes generic

concepts of device drivers and kernel modules. The fifth chapter explains NXP Wi-Fi

Driver-firmware architecture, tasks, and features. The sixth chapter explains tools like

bitbucket, jira, and git which are highly useful in daily work. The seventh chapter de-

scribes the dev sanity objective. Chapter eight will explain Coverity issues. Chapter Nine

explains the process of solving issues related to Wi-Fi. Chapter ten brings methodology

for simulating performance in NS3 tools and different simulation scenarios used to pro-

duce results. Following by simulation results. Last chapter eleven contains the conclusion

and future work.
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Chapter 2

Literature Survey

2.1 802.11 Standard

IEEE has published a standard document for understanding 802.11ax[8], 802.11ac[9],

802.11n[10] and older versions.[11] New feature and drawbacks are discussed in [12] for

802.11ax amendment. Unplanned wireless deployment may cause inefficiencies in the

network since 11ax can operate on several Gigabits. ”Dynamic Channel Bonding”(DCB)

and Orthogonal Frequency Division Multiple Access(OFDMA) was suggested for im-

provement in spectrum usage efficiency.

[13] gives a thorough analysis of the IEEE 802.11ax standard. The writers discuss the

amendment’s prerequisites, scope, and qualities, as well as its need. The importance of

the coexistence of the IEEE 802.11ax standard and Long Term Evolution (LTE) is em-

phasized, along with the challenges posed by the Internet of Things (IoT) scenarios. It is

emphasized that the 11ax amendment enables efficient spectrum usage and an enhanced

user experience in high-density WLAN networks.

One of the most dependable open-source network simulators, NS-3 has been widely

used by both businesses and the research community. Additionally, it has undergone

several validation experiments to make sure that its 802.11 models are accurate [14].

These factors led us to select it as a viable option for implementing and testing 802.11ax,

802.11ac, and 802.11n functionalities.
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Ravindranath [15] has demonstrated performance improvements in 802.11ac vs 802.11n.

It concluded that 802.11ac (VHT) can achieve data rates of 2.3 Gbps in the 5GHz band.

which has been achieved by enhancing features in the 802.11n protocol PHY and MAC

layers.

Machrouh [16] has measured the performance of 802.11ax and 802.11ac and con-

cluded that the 11ax amendment can improve throughput by improving efficiency. In

[17] Darwish and Mohamed have also discussed the high throughput and efficiency of

802.11 wireless standards. The 802.11 versions simulated in this paper are discussed

next. overview of standards is given further in this section.

802.11 wireless networks the definitive guide’[1] has every basic details regarding Wi-

Fi protocol. ‘Linux Device Driver’[18] has explained every little detail regarding to device

driver. Green Frame Aggregation is a power-aware frame aggregation solution for IEEE

802.11n/ac-based wireless networks that was suggested by M. Alaslani[19]. It determines

the appropriate AMPDU sub-frame size depending on the quality of the channel. GFA

leverages the energy budget associated with the maximum A-MPDU sub-frame size in

an efficient manner. GFA is implemented and assessed using a wireless testbed based on

Linux. The experimental assessment under different channel circumstances demonstrates

that GFA may cut energy usage by a factor of up to six compared to the Linux setup by

default. In addition, the findings demonstrate that GFA outperforms static frame scaling

in terms of network throughput while preserving end-to-end latency.

Nikhil Karoti[20] has proposed a new method to improve the performance of hetero-

geneous Li-Fi - Wi-Fi networks by aggregating both Li-Fi and Wi-Fi access points called

link aggregation framework. Using an LA-based on SINR (LASINR) algorithm, they

evaluated the performance of LA-enabled HLWN with typical indoor access networks

such as hybrid LiFi-WiFi, standalone WiFi, and standalone LiFi.

In order to further improve the quality of service (QoS) and average data rate perfor-

mance of LA-enabled HLWN, an intuitive LA for improvement of the QoS (LA-EQoS)

algorithm has been developed. The IEEE 802.11n amendment aspires to reach a medium

6



access control (MAC) layer throughput greater than 100 Mbps. It provides two frame

aggregation techniques to increase the basic 802.11 MAC layer’s efficiency. However, the

IEEE standards do not define the scheduler for these methods, leaving it to the discretion

of the manufacturer. [21] gives a comprehensive simulation investigation of various ag-

gregation techniques and a basic frame aggregation scheduler, which is shown in Figure

2.1. Method for selecting the aggregated frame size and aggregation method based on a

number of relevant characteristics.

Figure 2.1: Aggregation Flowchart

2.2 802.11 Protocol Stack

This section explains 802.11 Protocol stacks in detail. It describes two levels of OSI

layers used by the 802.11 Protocol. PHY layer and MAC layer. 802.11 Protocol mostly

added enhancements in these two layers.

2.2.1 PHY layer enhancements

1. Multi-Input Multi-Output:

Multi-Input Multi-Input, Multi-Output (MIMO) is a versatile technology that
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may be used in several ways. On one end we have spatial multiplexing, while

on the other end, we have a transmitter and/or receiver diversity. In the case

of pure transmitter/receiver diversity, multiple antennas are used to transmit and

receive identical data streams. The existence of many copies of the data reduces

the likelihood of mistakes occurring. This enhances the resilience of the connection.

In spatial multiplexing, the same bandwidth is utilized to simultaneously transmit

multiple data streams in both directions. The data in each data stream is distinct.

Here, the data transfer rate is increased[1].

2. Channel Bonding:

By combining two neighboring 20 MHz channels into a single 40 MHz channel,

the potential data rate may be increased by double. Utilizing adjacent channels

concurrently, this strategy has previously been used to boost throughput. Each

channel is modulated individually and then concatenated at the far end[1].

3. Guard Interval:

Guard Interval is the interval between symbols that are broadcast. 802.11n em-

ploys complicated modulation methods (i.e., Orthogonal Frequency Division Mul-

tiplexing - OFDM) in which blocks of input data are encoded into a single OFDM

signal. To attain a high level of performance, the symbol must arrive at the receiver

without interference or noise, ensuring effective decoding and fewer mistakes[1]. In-

tersymbol interference occurs when the delay between distinct RF pathways to the

receiver exceeds the guard interval, allowing a reflection of the preceding symbol to

interfere with the present symbol’s signal.

4. Transmit Beam Forming:

Transmit Beam Forming is a MIMO method used in WLAN chipsets to increase

the Signal-to-Noise Ratio (SNR) at the receiver. The existence of numerous sig-

nals at the client end of an 802.11 network boosts the downlink SNR and data

throughput[1]. This improves system performance and decreases coverage gaps.

5. Modulation and Coding Schemes:

Radio systems have to adapt to the signal and noise characteristics of the RF

path and they accomplish this by changing the modulation rate. Here in table 2.4,
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Table 2.1: Modulation and Coding Scheme Index 11n, 11ac, and 11ax

MCS Index
Spatial Stream Modulation Coding

HT VHT HE
0 0 0 1 BPSK 1/2
1 1 1 1 QPSK 1/2
2 2 2 1 QPSK 3/4
3 3 3 1 16-QAM 1/2
4 4 4 1 16-QAM 3/4
5 5 5 1 64-QAM 2/3
6 6 6 1 64-QAM 3/4
7 7 7 1 64-QAM 5/6

8 8 1 256-QAM 3/4
9 9 1 256-QAM 5/6

10 1 1024-QAM 3/4
11 1 1024-QAM 5/6

the receiver SNR is the deciding factor for the transmitter’s modulation with a

view to optimizing the data and error rates. At any point, modulating for a higher

data rate will increase the error rate and at some point, the increased error rate

will decrease the overall data throughput. 802.11a and 802.11gstandards adopted

a method called OFDM. OFDM divides a radio channel, into smaller ones, each

with its own subcarrier signal. For 802.11a and 802.11g, the symbol period is 4 uS,

with a guard interval of 800 nS. At the maximum data rate, 54 Mbps, each symbol

carries 216 data bits. These data bits are spread out over 48 subcarriers[1]. 72

error correction bits were transmitted in each symbol at 54 Mbps, resulting in 288

bits in the symbol. To squeeze these many bits on each subcarrier, the subcarrier is

modulated using 64 QAM or Quadrature Amplitude Modulation. This means that

each subcarrier is able to carry 6 bits (a combination of data and error correction

bits).

2.2.2 MAC layer enhancements

Frame aggregation and block ACK or acknowledgment are supported in both 802.11n

and 11ac standards.

1. Frame Aggregation:

Every time a client/AP desires to transmit in a frame, it competes for a chance to

do so in the medium, resulting in contention, collision, and back-off delays. 802.11n
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contains techniques for stations to aggregate frames.

Using MAC-layer aggregation, a station having many frames to broadcast has

the option of combining them into a single aggregate frame (MAC MPDU)[1]. The

resultant frame has fewer headers than it would without aggregation, and since

fewer, bigger frames are sent, contention time on the wireless medium is decreased.

Due to the cost of headers and inter-frame gaps, the efficiency of transfer decreases

with decreasing frame length.

Aggregated MSDU (A-MSDU) and Aggregated-MAC Protocol Data Unit (A-

MPDU) are two aggregation strategies that minimize each frame’s overhead to a

single radio preamble. Legacy ACKs may be used to confirm Aggregated MSDUs,

while Aggregated MPDUs need Block ACKs.

2. Block ACK:

In older 802.11 a/b/g systems, the receiving station confirms the receipt of each

non-multicast/broadcast frame by sending an acknowledgment (ACK frame) to

the transmitting station nearly immediately. If this ACK frame is not received,

the transmitter will retransmit until it is. The ACK method increases 802.11’s

resiliency and assures that all sent frames eventually reach the receiver. The in-

clusion of an ACK frame to every sent frame, however, lowers the efficiency of

the protocol. This is remedied by the block acknowledgment mechanism, which

transmits a single block ACK packet in response to many received frames[1], so

increasing both efficiency and throughput. This technique aggregates the ACKs of

separate frames from MPDU aggregation into a single frame that is returned to

the transmitter by the receiver. Therefore, only the unacknowledged frames may

be retransmitted. Compared to MSDU aggregation, this selective retransmission

utilizing MPDU aggregation is very successful in noisy situations.

2.3 802.11b

The IEEE 802.11b standard, ratified in 1999, represents a significant milestone in the

development of wireless networking technology. Operating within the 2.4GHz frequency

10



band, 802.11b introduced key features that contributed to the widespread adoption of Wi-

Fi. With a maximum theoretical data rate of 11 Mbps, this standard marked a notable

improvement over its predecessor, 802.11a, which operated in the 5GHz band.

A foundational document in the establishment of 802.11b is the IEEE Std 802.11b-

1999, where technical specifications, protocols, and design principles are outlined. Lever-

aging Direct Sequence Spread Spectrum (DSSS) modulation for data transmission, 802.11b

offered an accessible solution for wireless connectivity, catering to the growing demand

for efficient networking solutions in various settings.

What set 802.11b apart was its strategic backward compatibility, allowing for a smooth

integration process with existing network infrastructures. This backward compatibility

feature enabled a phased upgrade approach, accommodating 802.11b-enabled devices

without requiring an immediate overhaul of networking equipment.

The standard gained popularity due to its affordability, accessibility, and compatibil-

ity, meeting the increasing demand for wireless connectivity in homes, businesses, and

educational institutions. However, 802.11b faced challenges related to potential interfer-

ence from devices operating in the 2.4GHz band, such as cordless phones and microwaves,

impacting network performance. The shared frequency band also introduced concerns

about congestion in environments with a high density of wireless devices.

Despite these challenges, the legacy of 802.11b endures through its impact on subse-

quent Wi-Fi standards. Its backward compatibility feature remains a testament to its

lasting influence on the evolution of wireless communication technologies. In essence,

the introduction of 802.11b marked a crucial step in making wireless networking more

accessible and laid the groundwork for the interconnected digital landscape we navigate

today.

2.4 802.11a

The IEEE 802.11a standard, ratified in 1999, represents a pioneering advancement in

wireless networking technology, offering a critical foundation for the evolution of Wi-Fi.

Operating in the 5GHz frequency band, 802.11a introduced key features that differenti-

ated it from its predecessor, 802.11b. This standard, documented in IEEE Std 802.11a-

1999, marked a departure from the congested 2.4GHz band, aiming to provide improved

performance and reduced interference.
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Characterized by Orthogonal Frequency Division Multiplexing (OFDM) modulation,

802.11a offered a maximum theoretical data rate of 54 Mbps, a substantial leap in com-

parison to the 11 Mbps offered by 802.11b. The higher frequency band and advanced

modulation techniques contributed to increased channel capacity and reliability, making

it an attractive choice for applications demanding higher data transfer rates.

802.11a’s deployment faced challenges related to its higher frequency, such as reduced

signal range and penetration through obstacles. However, in environments where these

limitations were less critical, it provided a more robust and efficient solution for wireless

communication.

The standard’s strategic departure from the 2.4GHz band alleviated issues related to

interference from common household devices. This departure, along with the incorpo-

ration of more non-overlapping channels, contributed to a reduction in contention and

improved the overall performance of wireless networks.

Despite its early challenges and the subsequent dominance of 802.11b in the consumer

market, the legacy of 802.11a persists in several ways. Its introduction laid the ground-

work for subsequent standards, influencing the development of more advanced Wi-Fi

iterations. Furthermore, the 5GHz frequency band, initially championed by 802.11a, has

become integral in modern Wi-Fi deployments, especially with the advent of dual-band

and tri-band routers.

In essence, the introduction of the 802.11a standard marked a critical phase in the

evolution of wireless networking, offering enhanced performance and paving the way for

the high-speed, reliable Wi-Fi connectivity we experience in today’s interconnected world.

2.5 802.11g

The IEEE 802.11g standard, introduced in 2003, stands as a pivotal advancement in

wireless networking technology, bridging the gap between its predecessors and future Wi-

Fi iterations. Operating in the widely used 2.4GHz frequency band, 802.11g represented a

significant enhancement over the existing 802.11b standard. This standard, documented

in IEEE Std 802.11g-2003, aimed to combine the best aspects of 802.11a’s data rates and

802.11b’s widespread popularity.

802.11g utilized Orthogonal Frequency Division Multiplexing (OFDM) modulation,

akin to 802.11a, but within the 2.4GHz frequency, thereby providing a maximum the-
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oretical data rate of 54 Mbps. This marked improvement in data rates addressed the

growing demand for higher bandwidth in both home and business environments, facili-

tating smoother multimedia streaming, file transfers, and online activities.

One of the distinctive features of 802.11g was its backward compatibility with 802.11b,

allowing a seamless integration process for existing networks. This characteristic eased

the transition for users, enabling them to upgrade to 802.11g gradually without rendering

their 802.11b devices obsolete.

Despite its advancements, 802.11g faced challenges related to potential interference

in the crowded 2.4GHz band, similar to those experienced by its predecessor. However,

its improved data rates and compatibility ensured its widespread adoption in consumer

and enterprise settings, further establishing Wi-Fi as a mainstream technology.

The introduction of 802.11g marked a critical phase in the evolution of wireless net-

working, catering to the increasing demand for faster and more reliable wireless connec-

tivity. Its influence is still evident today, as the standard’s compatibility features and

data rate advancements laid the groundwork for subsequent Wi-Fi standards, contribut-

ing to the seamless integration and evolution of wireless technology in our interconnected

world.

2.6 802.11n

802.11n appeared at an important time in 802.11’s development. Prior PHYs were

intended for a certain radio spectrum[22]. Only in the 2.4 GHz ISM band was the first

802.11 frequency-hopping and direct-sequence PHYs described.

Table 2.2: Main 802.11n Specification

Maximum data rate 600 Mbps
RF Band 2.4 and 5 GHz
Highest modulation 64-QAM
Guard band 0.4µs, 0.8µs
Channel width 20, 40 MHz

When the 5 GHz spectrum was made available for unlicensed usage, 802.11a was

developed. The goal of 802.11g was to make the 802.11a technology available in the

2.4 GHz range. However, 802.11n was developed while both bands were accessible. As

shown in Table 2.2 maximum data rate of 802.11n is 600 Mbps. The highest modulation
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is 64-QAM which is the MCS-7 standard. 0.4 and 0.8 µs guard band it is using. Also

supports 20 and 40 MHz channel Bandwidth.

802.11n is backward compatible with the legacy 802.11a/b/g format. High through-

put(HT) is defined for its latest developed Physical layer convergence protocol thus it can

operate in two modes: mixed mode(802.11a/b/g and n) and Greenfield mode(802.11n).[22]

it can support up to four spatial streams. while only 20 and 40Mhz channel bonding is

supported. Though at that time 5Ghz band was newly supported thus very less interfer-

ence was faced and higher throughput was achieved.

The MAC’s efficiency is just something that 802.11n spends a lot of time working to

improve. Although many users of 802.11 equipment pay attention to the high data rates,

the increased efficiency is a significant factor in the speed increases. Frame aggregation is

the key 802.11n approach for increasing efficiency. Frame aggregation divides the expense

of each transmitter’s access to the medium over several smaller frames. Aggregation can

increase efficiency by 50% to around 75%, depending on the type of data being conveyed.

2.7 802.11ac

As shown in Table 2.3 maximum data rate of 802.11ac is 2.3 Gbps which enables high-

definition video streaming. The highest modulation is 256-QAM which is the MCS-9

standard. 0.4 and 0.8 µs guard band it is using. Also supports 20, 40, 80, and 160 MHz

channel Bandwidth. It was developed in 2008 and was approved in its entirety in January

2014 by IEEE[23].

Table 2.3: Main 802.11ac Specification

Maximum data rate 2.3 Gbps
RF Band 5 GHz
Highest modulation 256-QAM
Guard band 0.4µs, 0.8µs
Channel width 20, 40, 80, 160 MHz

Physical speeds greater than 500 Mb/s are supported by this version of 802.11 for

a single connection. Multi-user MIMO, which can support up to four clients, larger

channels, which can support up to 160 MHz bandwidth, and higher-density modulation,
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which can support up to 256-QAM are some of the major changes that have been made

to 802.11ac to enable such a high data rate. It can support up to eight spatial streams.

802.11ac is not a revolutionary new technology; rather, it is an enhancement on its

predecessor, 802.11n. Following the introduction of MIMO, the majority of the techniques

used to increase speed in 802.11ac have become common knowledge. In contrast to

802.11n, which generated substantial new MAC characteristics in order to boost efficiency,

802.11ac builds on already-known techniques and takes them to a new level[23]. However,

there is one notable exception to this rule. Instead of just boosting the number of data

streams that are delivered to a single client, the multi-user variation of MIMO that is

being introduced by 802.11ac makes it possible for an access point (AP) to transmit to

several clients at the same time.

2.8 802.11ax

802.11ax is the latest amendment in the WLAN protocol. It has made changes in the

physical layer for improvement. As shown in Table 2.4 maximum data rate of 802.11ax

is 9 Gbps. The highest modulation is 1024-QAM which is the MCS-11 standard. 0.8,

1.6, and 3.2 µs guard band it is using. Also supports 20, 40, 80, and 160 MHz channel

Bandwidth[24]. It also has backward compatibility with the older 802.11a/b/g/n/ac pro-

tocol.

It has two modes of operation single-user mode and multi-user mode. In single-user

mode, sequential data can be transferred after securing access to media and simultaneous

transmission can occur in multi-user mode. This mode is further divided by the standard

into Down-link and Up-link Multi-user. The foundation of the multi-user downlink is the

data that the Access Point transmits simultaneously for a number of connected wireless

Stations.

802.11ax is also called HE (Higher efficiency) as it utilizes radio frequency more ef-

ficiently. The main goal for development for 11ax was better traffic management. Most

of the 802.11ax upgrade is at the physical layer which involves OFDM with a multi-

user feature whereas older 11n/ac uses OFDM with a single user. Another significant

improvement is from the access point(AP) side which can monitor both uplink and down-
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Table 2.4: Main 802.11ax Specification

Maximum data rate 9 Gbps.
RF Band 2.4 or 5 GHz.
Highest modulation 1024-QAM
Guard band 0.8µs, 1.6µs, 3.2µs.
Channel width 20, 40, 80, 160 MHz

link transmission to multiple clients. Along with that protocol is backward compatible

with older standards and operates on both 2.4Ghz and 5Ghz while 802.11ac can only

operate on 5Ghz bands.

Both 802.11ac and 802.11ax access points may receive and deliver data concurrently

to multi-users (MU) using functionalities provided by multilink MU-MIMO. This func-

tionality gives access points the freedom to serve user clients in their immediate vicinity.

Orthogonal Frequency Division Multiple Access(OFDMA) and multi-user MIMO are the

techniques employed in both protocols. 802.11ax is also capable of Transmit beam form-

ing which is the technique of MIMO that improves SNR at receiver[24]. Overall basic

feature comparison of 802.11n 802.11ac and 802.11ax is given in table 2.5
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Table 2.5: Basic Feature Comparison of 802.11n 802.11ac and 802.11ax

802.11n
(Wi-Fi 4)

802.11ac
(Wi-Fi 5)

802.11ax
(Wi-Fi 6)

Frequency
bands

2.4 GHz and 5 GHz 5 GHz only 2.4 GHZ, 5 GHz

Channel size
(MHz)

20,40
20, 40, 80,
80 + 80,
and 160

20, 40, 80,
80+80,
and 160

Frequency
multiplexing

OFDM OFDM
OFDM and
OFDMA

OFDM symbol
Time (us)

3.2 3.2 12.8

Guard interval
(us)

.04 or .08 .04 or .08 .08, 1.6, or 3.2

Total symbol
time (us)

3.6 or 4.0 3.6 or 4.0 13.6, 14.4, or 16.0

Modulation

Binary Phase-Shift
Keying (BPSK),
Quadrature Phase-
Shift Keying (QPSK),
16-QAM, 64-QAM

BPSK, QPSK,
16-QAM,
64-QAM,
256-QAM

BPSK, QPSK,
16-QAM,
64-QAM,
256-QAM,
1024-QAM

MU-MIMO N/A DL DL and UL
OFDMA N/A N/A DL and UL
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Chapter 3

Wi-Fi

In this chapter, some general concepts of Wi-Fi are explained like Wi-Fi Architecture,

MAC Layer, physical layer, Frame structure, etc, and some advanced concepts like Frame

Aggregation, Also some workflow platforms like Jira, Bitbucket, Git, etc.

3.1 Wi-Fi Architecture

There are four primary physical components that make up an 802.11 network:

Figure 3.1: Wi-Fi Architecture [1]

Station (STA):

Any device that has a MAC and PHY interface that complies with 802.11 standards

may connect to the wireless medium (WM).

Access points (AP):

Any organization that has station capability and offers related STAs access to distri-

bution services via the use of wireless media is considered a distribution service provider.

Wireless medium:
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The architecture permits many physical layers to support 802.11 MAC. At first, there

were two radio frequency (RF) layers and one infrared layer, but RF layers are more

common. RF layers have also been standardized.

Distribution system:

A system that is used to build an extended service set by interconnecting a series of

basic service sets and integrated local area networks (LANs) (ESS).

Figure 3.2: Data Link and Physical Layer [1]

The 802.11 Data-Link layers are divided into two sublayers:

• While not all IEEE 802 networks make use of it, the top part is the IEEE 802.2

Logical Link Control (LLC) sublayer, which is universal across all 802-based sys-

tems.

• All 802.11 networks have a common MAC sublayer at the Data-Link layer’s foun-

dation. The 802.11 protocol standardizes the MAC layer’s procedures. Between the

lower PHY layer and the higher LLC sublayer is the media access control (MAC)

sublayer.

3.1.1 MAC Layer

Only the physical layer and the Media Access Control (MAC) sublayer of the Data-Link

layer of the OSI architecture are defined by the IEEE 802.11-2007 standard. Although

there are QoS interactions between the top OSI levels and the 802.11 MAC sublayer,

these layers were not intended to be covered by the 802.11 standards.
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MSDU:

802.11ac is an upgrade over 802.11n, not a fundamental shift. Many of the techniques

used to increase speed in 802.11ac are widely known now that MIMO has been introduced.

With one exception, 802.11ac improves upon tried-and-true techniques, as opposed to

802.11n, which introduced major new MAC features to boost efficiency. In contrast

to previous MIMO implementations that simply increased the amount of data streams

available to a single client, 802.11ac’s multi-user MIMO variation enables an access point

(AP) to provide data to several clients simultaneously.

MPDU:

Before transmitting the MSDU to the MAC sublayer, the LLC adds the MAC header.

MSDU now includes MAC PDU (MPDU). MPDUs are 802.11 frames. Figure 1.1 shows

that an 802.11 frame has a layer 2 MAC leader, a variable-length frame body, and a

32-bit CRC termed the frame check sequence.

3.1.2 Physical Layer

Like the Data-Link layer, the physical layer (PHY) has two sublayers. Physical layer

sublayers include PLCP and PMD. The PLCP sublayer creates a PLCP Protocol Data

Unit after receiving a frame from the MAC sublayer (PPDU). PMD modulates and

transmits bits.

PSDU:

Any door may be entered or exited. From each side, the entrance goes to the same

area. The PLCP Service Data Unit is the MPDU’s opposite (PSDU). MAC calls an

802.11 frame an MPDU, whereas the physical layer calls it a PSDU. The sole difference

is whether you’re looking at the door from the inside or outside or the physical or logical

OSI layer.

PPDU:

The PLCP generates the PLCP Protocol Data Unit after receiving the PSDU. PLCP

adds the PSDU preamble and PHY header. 802.11 radios require the preamble to keep

in sync. The PMD sublayer modifies the PPDU before delivering data bits.
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3.2 802.11 Frames

The three kinds of 802.11 frames are management, control, and data. Frames with

management information are used to manage the BSS, frames with control information

are used to manage access to the medium, and frames with data information (layers 3-7)

comprise the payloads. In the process of exchanging frames, we will pay more attention

to the information contained inside each frame than we will to its surrounding context.

The three main components of an 802.11 frame are the header, the data, and the trailer.

There is a predetermined sequence to information in every frame that adheres to

the MAC frame standard. Below figure 3.3 shows the general 802.11 frame format.

All frames, including reserved kinds and subtypes, include the first three fields (Frame

Control, Duration/ID, and Address 1) and the final field (FCS), which together make

up the minimum frame format. Only specific frame types and subtypes have the fields

Address 2, Address 3, Sequence Control, Address 4, QoS Control, HT Control, and Frame

Body.

Figure 3.3: 802.11 General Frame Structure [1]

Management Frames:

A collection of management frames is used to administer the BSS. The BSS is subject

to clients probing it, associating with it, roaming away from it, and being detached from

it. As was just shown to you, the frame control field of the header must include a type 0

for management frames to be sent.
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Table 3.1: Different Types of Management Frames[1]

Subtype Field Description
0000 Association request
0010 Reassociation request
0100 Probe request
0110 Timing advertisement
1000 Beacon
1010 Disassociation
1100 Deauthentication
1011 Authentication
1110 Action
0001 Association response
0011 Reassociation response
0101 Probe response
0111 Reserved

Control Frames:

A control frame might be used to recognize a previous frame or to restrict access to the

media. There’s no actual data in control frames; just a header and a trailer. Only point

coordination function (PCF) based wireless networks use the control frame types that

are bolded in the table below. Unfortunately, these ideas were never put into practice.

Table 3.2: Different Types of Control Frames[1]

Subtype Field Description
0100 Beamforming Report Poll
0101 VHT/HE NDP Announcement
0110 Control Frame Extension
0111 Control wrapper
1000 Block ACK Request
1001 Block ACK
1010 PS-Poll
1011 RTS
1100 CTS
1101 ACK
1110 CF-End
1111 CF-END+CF-ACK
0111 Reserved
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Data Frames:

To transmit information or start an event, data frames are employed. Some data

frames are ”null data frames,” meaning they simply have a header and trailer. Only point

coordination function (PCF) or HCF controlled channel access (HCCA) based wireless

networks employ the data frame types in the table below that are bolded. In the actual

world, they were never used. There are now just 4 to focus on.

Table 3.3: Different Types of Data Frames[1]

Subtype Field Description
0100 Beamforming Report Poll
0101 VHT/HE NDP Announcement
0110 Control Frame Extension
0111 Control wrapper
1000 Block ACK Request
1001 Block ACK
1010 PS-Poll
1011 RTS
1100 CTS
1101 ACK
1110 CF-End
1111 CF-END+CF-ACK
0111 Reserved

3.3 Frame Aggregation

With the approval of the 802.11n amendment, 802.11 gained two new types of frame

aggregation.

1. Aggregate MAC Service Data Unit (A-MSDU)

2. Aggregate MAC Protocol Data Unit (A-MPDU)

Through the use of frame aggregation, it is possible to aggregate a number of smaller

MSDUs or MPDUs into a single frame, hence reducing the amount of overhead that

would have been necessary for each individual frame.

As will be seen in the following example, an A-MSDU is composed of a number

of A-MSDU subframes. Each A-MSDU subframe consists of a header for an A-MSDU

subframe, an MSDU, and anywhere from 0 to 3 octets of padding. Every A-MSDU

subframe, with the exception of the very last one, has its length padded to ensure that it
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Figure 3.4: Simple Understanding of Frame Aggregation

is a multiple of 4 octets throughout its whole. The final version of the A-MSDU subframe

does not include any padding.

A-MSDU Operation

Figure 3.5: A-MSDU Frame Aggregation [1]

If encryption is turned on, each and every MSDU will be encoded together as a single

payload. An A-MSDU may only include MSDUs if their DA and SA parameter values

match to the same RA and TA values as those MSDUs already contained in it. All of
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the MSDUs that make up an A-component need to have the same value for their priority

parameter. A-MSDUs are required to be sent without being fragmented while contained

inside a single QoS data MPDU. The Address 1 field of an MPDU that is transporting an

A-MSDU must be set to a value that is distinct from any other address. Both standard

data MPDUs carrying MSDUs (or fragments thereof) with the same TID and quality of

service data MPDUs carrying A-MSDUs are subject to the same regulations regarding

channel access.

The transmission of MPDUs of up to a maximum length of 4095 octets may be accom-

plished via the use of A-MPDU aggregation. A-MSDUs are not able to be disassembled.

It is not possible to send A-MSDUs in an A-MPDU if they are larger than 4065 octets

(4095 octets less the QoS data MPDU overhead).

A-MPDU Operation

Figure 3.6: A-MPDU Frame Aggregation [1]

If encryption is turned on, each MPDU undergoes its own unique encryption process.

An individual recipient address is required for every MPDU included inside an A-MPDU.

Every single MPDU has to be a part of the very same 802.11e QoS access category. Block

Ack is also necessary for the A-MPDU protocol. The Duration and ID fields in the MAC

headers of an A-MPDU have an identical value for each and every MPDU that makes up

the A-MPDU. Every protected MPDU that is included inside an A-MPDU has the same

Key ID.
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Chapter 4

Comparision of 802.11n and Wi-Fi

legacy standard

4.1 Data Rates

One of the defining features of 802.11n is its remarkable improvement in data rates com-

pared to legacy standards. While early standards like 802.11b and 802.11a offered max-

imum data rates of 11 Mbps and 54 Mbps, respectively, 802.11n pushed the boundaries

significantly. Through the implementation of Multiple Input Multiple Output (MIMO)

technology, 802.11n supports multiple spatial streams, resulting in theoretical maximum

data rates of up to 600 Mbps or more. This substantial increase in data rates enhances

the network’s capacity to handle bandwidth-intensive applications, such as high-definition

video streaming and online gaming.

4.2 Range and Coverage

802.11n demonstrates notable advancements in range and coverage compared to legacy

standards. The introduction of MIMO technology enables improved signal propagation

and reception through the use of multiple antennas. This leads to better coverage and

reduced dead spots within the wireless network. In contrast, legacy standards like 802.11b

and 802.11g, operating in the 2.4GHz frequency band, may face limitations in range due

to potential interference and obstacles.
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4.3 Channel Width and Spectrum Efficiency

Legacy Wi-Fi standards typically operate with a 20MHz channel width, which can lead

to channel congestion in environments with numerous Wi-Fi devices. 802.11n addresses

this challenge by introducing the option of channel bonding, allowing for wider channel

widths, such as 40MHz. This increased channel width enhances data rates and spectrum

efficiency. However, it’s important to note that wider channel widths also mean fewer non-

overlapping channels, potentially leading to co-channel interference in densely populated

areas.

4.4 Backward Compatibility

Backward compatibility is a critical consideration in the evolution of Wi-Fi standards.

802.11n ensures compatibility with legacy standards, including 802.11b and 802.11g. This

means that devices adhering to earlier standards can coexist within an 802.11n network.

While this backward compatibility is advantageous for seamless integration, it’s essential

to recognize that the overall network performance may be limited to the capabilities of

the legacy devices.

4.5 Coexistence with Other Networks

As the number of Wi-Fi networks continues to grow, the ability to coexist peacefully

with neighboring networks becomes crucial. Legacy Wi-Fi standards, especially those

operating in the 2.4GHz band, may experience interference from neighboring networks

and non-Wi-Fi devices. In contrast, 802.11n’s ability to operate in both 2.4GHz and 5GHz

bands provides more flexibility in choosing channels with less interference, contributing

to improved coexistence in crowded areas.

4.6 Security Enhancements

Security is a paramount concern in wireless communications. While security mechanisms

like WEP and WPA were common in legacy standards, 802.11n builds on these with the

implementation of WPA2 (Wi-Fi Protected Access 2) as the standard security protocol.

WPA2 provides stronger encryption and advanced security features, enhancing the overall

security posture of wireless networks.
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Chapter 5

Conclusion

The exploration of WLAN IEEE Standard 802.11n in comparison to legacy Wi-Fi stan-

dards unveils a transformative narrative, delineating advancements that have redefined

the landscape of wireless communication. This comprehensive analysis, spanning key

dimensions such as data rates, range, channel width, backward compatibility, coexis-

tence, and security, provides nuanced insights into the evolution of Wi-Fi technologies,

emphasizing the monumental impact of 802.11n.

5.1 Paradigm Shift in Data Rates

The most conspicuous evolution witnessed in this analysis pertains to data rates. IEEE

802.11n’s groundbreaking integration of Multiple Input Multiple Output (MIMO) tech-

nology has shattered previous limitations, propelling theoretical data rates to unprece-

dented levels. This paradigm shift is not merely about faster downloads but signifies

a fundamental enabler for the modern digital era. The ability to seamlessly support

bandwidth-intensive applications has become a cornerstone in the user experience, from

multimedia streaming to cloud-based collaboration.

5.2 Range and Coverage Redefined

802.11n’s advancements in range and coverage, attributed to the strategic utilization of

MIMO, mark a departure from the historical challenges of signal degradation and dead

zones. The extended coverage footprint addresses longstanding issues, particularly in dy-

namic environments where seamless mobility and pervasive connectivity are imperative.

This redefinition of range is pivotal in realizing the vision of ubiquitous wireless connec-
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tivity, ensuring a more reliable and consistent user experience across diverse settings.

5.3 Channel Width, Spectrum Efficiency, and Coex-

istence Challenges

The analysis delves into the intricacies of channel width and spectrum efficiency, em-

phasizing the innovative introduction of channel bonding. While wider channels enhance

data rates, the study recognizes the delicate balance required to mitigate co-channel in-

terference. The challenge lies in effective channel planning, ensuring that the benefits of

increased bandwidth do not succumb to the potential drawbacks of spectral congestion.

This nuanced consideration is critical in urban landscapes where multiple Wi-Fi networks

coexist, demanding adaptive and intelligent spectrum utilization strategies.

5.4 Backward Compatibility Dynamics

The study underscores the importance of backward compatibility, acknowledging its role

in facilitating a seamless transition to 802.11n. The ability to coexist with legacy Wi-Fi

standards ensures a pragmatic approach to network upgrades. However, it also prompts

consideration of the performance limitations imposed by legacy devices. Striking the

right balance becomes a strategic imperative, requiring network architects to navigate

the complexities of legacy support while harnessing the full potential of 802.11n.

5.5 Security Reinforcements

Security considerations stand as a cornerstone in the conclusions drawn from this analy-

sis. The adoption of WPA2 as the standard security protocol signifies a robust response

to evolving cybersecurity challenges. As wireless networks become integral to critical

communications and data transmission, the enhanced security features of 802.11n play a

pivotal role in fortifying the integrity and confidentiality of wireless transmissions.

The conclusions drawn from the analysis extend beyond the immediate comparison of

802.11n and legacy standards, offering insights into the trajectory of future Wi-Fi stan-

dards. The need for higher data rates, extended coverage, efficient spectrum utilization,

and resilient security measures will likely continue to shape the evolution of Wi-Fi tech-

nologies. Lessons learned from 802.11n emphasize the importance of a holistic approach
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that embraces technological innovation while remaining attuned to the practical consid-

erations of coexistence, backward compatibility, and cybersecurity. In final reflection, the

journey from legacy Wi-Fi standards to IEEE Standard 802.11n encapsulates a narra-

tive of continuous innovation, responding to the dynamic demands of an interconnected

world. 802.11n emerges not just as a standard but as a catalyst for reimagining the possi-

bilities of wireless communication. As the digital landscape evolves, with the Internet of

Things (IoT) and 5G on the horizon, the insights gleaned from this analysis guide us in

navigating the complexities of future wireless ecosystems. The legacy of 802.11n extends

beyond its technological attributes; it serves as a beacon illuminating the path toward a

connected future characterized by speed, reliability, and security.
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