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Abstract

With its incredible efficiency, the Internet of Things (IoT) in particular is transform-

ing care for patients and healthcare operations. The medical industry has seen firsthand

how this state-of-the-art equipment can change things. The incorporation of sensing into

IoT devices facilitates seamless connectivity and the gathering of essential data required

for patient monitoring and treatment optimization. Numerous medical devices, including

wheelchairs, nebulizers, and oxygen pumps, can be monitored in real time using con-

nected sensors. The gathering of vital signs, prescription data, diagnoses for patients,

and medical history may be made possible by this integration. Strong security mea-

sures are required to guarantee privacy and confidentiality of patients as worries about

the safety of this private health information have surfaced. This research proposes a

blockchain, software defined networking (SDN) and artificial intelligence (AI) for offering

security measures for medical IoT data. Medical IoT data is classified into two classes:

attack (1) and normal (0), using a variety of machine learning (ML) classifiers, such as

support vector machine (SVM), random forest (RF), and K-Nearest neighbor (KNN). We

discuss the solution of our literature is based on the security mechanism for IoMT frame-

work. This research work tackle these challenges and porposed a solution for healthcare

IoT. Furthermore, other performance measures are taken into consideration evaluation,

including accuracy, precision, recall and F1 score. The detection model using SVM ob-

tained 75.3%, RF is 75.9% and K-NN is 84.3%. The K-NN gets the greatest accuracy

among all ML classifiers.

vi



Abbreviations

IoMT Internet of Medical Things.

AI Artificial Intelligence.

SDN Software Defined Networking.

ML Machine Learning.

SVM Support Vector Machine.

RF Random Forest.

K-NN K-Nearest neighbor.

IoT Internet of Things.

BLE Bluetooth.

MQTT Message Queuing Telemetry Transport.

HTTP Hypertext Transfer Protocol.

EHRs Electronic Health Records.

IPFS InterPlanetary File solution.

DDoS Distributed Denial of Service.

HIS Healthcare Information System.

PUF Physically Unclonable Functions.

AC Accuracy.

PR Precision.

SC Smart Contract.

mHealth Mobile Healthcare.
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Chapter 1

Introduction

Recently, a variety of technology innovations make people lives easier, including au-

tonomous vehicles, smart homes, smart healthcare, and smart agriculture. Medical de-

vices and the IoT are combined to form the IoMT. Healthcare professionals will be able

to connect and monitor every medical device through the IoMT. As it develops, this

provides faster and less expensive medical care. Technology has recently made signif-

icant strides in the development of IoT systems enabling the design of low power and

inexpensive sensors. In order to provide remote patient monitoring these sensors have

become increasingly popular in recent years eliminating the necessity for clinicians to

be physically present in the field. Numerous medical applications including early de-

tection, continuous tracking, and medical emergencies can be effectively supported by

recent developments in the IoT and wireless communications. The quick identification

of dangerous emergency cases through the application of safe and useful approaches po-

tentially save healthcare expenses and lessen the need for carers in real time [4]. The

development of clever decision making strategies can facilitate early interventions that

lead to better health outcomes and may even save community members lives. Continuous

monitoring of community members vital signs which wearable sensors may record is nec-

essary to meet these objectives. The citizens of these smart communities can then receive

effective remote healthcare communication to receive surveillance and diagnosis services

from healthcare providers. Any danger to the security of these systems might result in a

major issue such forcing a false diagnostic or postponing the contact. [1]. Secure IoMT

frameworks are a developing discipline that includes topics like as AI-powered protocols

for communication, prediction security frameworks and the integration of emerging tech-
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nologies like SDN and Blockchain. [2]These frameworks provide increased security for

IoMT applications and set the stage for a healthcare environment that is more adaptable

and robust. The application of explainable AI models, patient focused control over health

data and the ethical consequences of AI will be the main areas of future study in this sec-

tor to enhance IoMT security visibility and confidence. The multidisciplinary character

of IoMT application security is illustrated by these many approaches which also highlight

the necessity of cooperation between the information security, medical care, and technol-

ogy sectors to guarantee the long term sustainability of confidential networked healthcare

systems.

As of right now monitoring health remotely requires IoMT. The majority of wearable

sensor applications include distant data gathering that is sent to the cloud for addi-

tional processing in the moment analysis and monitoring [7]. Using data from many IoT

research projects this paper looks at the various applications of IoMT in medicine to ex-

amine how these have improved patient outcomes. Improving the results for patients and

engagement is one area where IoMT transformative potential is most apparent. Wearable

technology with sensors can track vital signs, level of exercise and adherence to medicine

giving a more comprehensive view of a person health [3]. IoMT technology allows for

remote patient monitoring which helps doctors monitor long-term conditions and inter-

vene fast when abnormalities arise. Moreover IoMT facilitates the shift in healthcare

from a reactive to a proactive approach by utilizing AI powered algorithms and pre-

dictive analytics to identify potential health issues before they manifest clinically. The

IoMT is expanding rapidly and raises a number of concerns including privacy, security

and connection. The interconnection of healthcare equipment networks makes them more

vulnerable to hackers. It becomes essential to protect the privacy and security of personal

health information which calls for the installation of strong security measures and well

established procedures. IoMT devices produce a great deal of personal health data which

highlights the need for strict consent and data protection procedures and poses privacy

issues.[5]
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1.1 Motivation

IoMT exploration is driven by its potential to transform healthcare through faster, more

affordable medical care delivery and the ability to monitor health remotely. The use

of wearable sensors is essential for collecting data that will be uploaded to the cloud

and used to improve patient outcomes. Introducing cutting-edge technologies like AI,

blockchain and SDN seeks to solve significant issues, improve device functionality and

ensure the safe and effective operation of IoMT systems. The rising use of technology in

healthcare, together with the sophistication of cyber threats, has prompted the creation

of a safe framework for IoMT applications. Sensitive medical data must be protected from

potential security breaches since IoMT promises revolutionary improvements in patient

care and treatment. The increasing number of medical devices that are linked, along

with the intrinsic weaknesses in IoMT designs, highlight the necessity of having a strong

security framework. The goal of this study is to solve these issues, strengthen the IoMT

ecosystems resilience, and help realise the vision of a future for linked healthcare that is

safe, effective and privacy preserving.

1.2 Research Contribution

The main contributions of the research work are as follows:

• To provide a blockchain and AI based safe data exchange platform for the medical

IoT.

• We provided a thorough overview of wearable technology, BANs and the digital

healthcare system in our research work on smart healthcare technologies.

• The proposed approach uses many ML classifiers, including SVM, RF and K-NN

to categorize medical IoT data into attack (1) and normal (0) classes. Additionally,

the proposed method evaluates the issue of data imbalance and uses a sampling

mechanism to balance the dataset.

• An IPFS-based blockchain technology is employed to enhance data security im-

mutable blocks provide safe data storage for Medical IoT and smart contracts ensure

data validation.
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• This research addressed a variety of factors including accuracy, precision, recall and

F1Score to evaluate the performance of the proposed system.

• Finally, we outlined a various open issues and future research directions for smart

healthcare technology.

1.3 Organization

The flow of this research work is as follows. Section II provides the literature work based

on secure IoMT framework. Section III provides the various open issues and research

challenges in smart healthcare. Section IV discusses the proposed approach for smart

healthcare. In Section V provides an overview and experimental setup of the proposed

approach presented. Finally, Section VI offers the summary conclusion and future work.

1.4 Background

This section provides a background on IoMT in smart healthcare system. Different types

of protocols. Security threats in recent case studies will be introduced in this part.

1.4.1 IoMT Smart Healthcare System

The IoMT has been driving the IoT rapidly in the healthcare industry. This emerging

sector is bringing in a new age of smart healthcare systems and has inspired a great

deal of interest and enthusiasm. IoMT provides a range of cutting-edge services that

enable patients to perform monitoring and diagnostics from the comfort of their own

homes by utilizing IoT technology. With the easy integration of sensors and linked de-

vices people may now take an active role in managing their own healthcare going beyond

routine visits to the hospital or clinic. [10] This revolutionary change brings in a period

of patient-centric healthcare delivery by improving access to treatment and encouraging

preventative and personalized care strategies.

IoMT devices connect to cloud systems so that collected data may be saved and exam-

ined. Healthcare IoT is another name for IoMT. The technique of using IoMT technology

to remotely monitor patients while they are their homes is known as telemedicine. IoMT

uses remote diagnostic technologies and video conferencing to facilitate online discussions

between clients and medical professionals. This makes it easier for those who reside in
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rural or economically isolated areas to obtain healthcare services and lessens the require-

ment for in person visits. Vital indicators such as blood pressure, oxygen saturation

and heart rate may be remotely monitored with IoMT devices [6]. This enables medical

personnel to keep an eye on their patients health in real time and act quickly to address

any potential problems.

Figure 1.1: Working of IoMT in Smart Healthcare[9]

1.4.2 IoMT Protocols

The IoMT in smart healthcare systems is made up of several sensors each with unique

communication features and protocols [8]. Heart sign tracks, wearable health trackers,

smart medical gadgets and environmental sensors are some examples of these sensors.

Various IoMT devices transmit data using different protocols such as HTTP/HTTPS,

MQTT, low-energy Bluetooth (BLE), zigbee, wireless (3G/4G/5G) and Wi-Fi. These

protocols provide the simple transmission of vital health data across IoMT devices allow-

ing for remote monitoring, real time diagnosis and customised healthcare delivery that

enhances patient outcomes and boosts overall industry efficiency.

1. MQTT: A lightweight communications protocol called MQTT (Message Queuing

Telemetry Transport) was developed for IoT applications like intelligent medical

equipment. MQTT makes it easier to make decisions, gather data, and analyze it

by enabling effective, actual time interaction between medical equipment, sensors,

and cloud-based apps.
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2. HTTP: The Hypertext Transfer Protocol, also known as HTTP, including it se-

cured variation HTTPS are commonly used by web-based healthcare apps, servers,

and clients to facilitate communication. HTTP/HTTPS protocols enable secured

online use of healthcare systems, electronic health records (EHRs) and various other

web-based healthcare services.

1.4.3 Security Threats

Physical attacks and network-oriented threats are two types of specialized security risks

that might affect sensor equipment. Dangers like data interception, unauthorized access,

and denial-of-service attacks that target sensor communication channels are all considered

network-oriented threats. On the other hand physical device attacks involve acts that

risk the integrity and operation of sensors, such as tampering, theft, or environmental

risks.

• Physical Devices

1. Tampering : Device integrity and security may be compromised by physical

tampering. In order to alter data readings, interfere with device operation,

or obtain unauthorized access to private data, attackers may tamper with the

hardware, sensors, or connections of the device.

2. Jamming : On networks like Wi-Fi and Bluetooth, jamming attacks have the

power to prevent or stop transmission entirely. This may cause the systems

that depend on the internet to stop working and lose connectivity.

• Network Oriented Threats

1. DoS : Through heavy traffic or request flooding, DoS attacks try to tamper

with sensor device or network infrastructure regular operation, resulting in

data loss, system failures, or service downtime.

2. MITM : Attackers can change or generate data packets, steal private data, or

affect device behaviour covertly by intercepting and changing communication

between sensor devices and network servers.

3. Packet Sniffing : Attackers may find weaknesses, extract sensitive data, or

gain unauthorized access to the network by using packet sniffing techniques to

record and analyze network traffic between sensor devices and network servers.
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• Recent News Based on Case Studies

1. In Feb 2022, A ransomware assault at Morley businesses, a third-party supplier

of business services to Fortune 500 businesses, including those in the medical

field, exposed approximately 521,000 individual records.

2. The Shields Healthcare Groups network server was compromised by an un-

known cyberattacker between March 7, 2022, to March 21, 2022. On March

18, the hackers presence activated a security alert, however, at the time of the

warning investigation, data compromise was not established.

3. Between Jan 18, 2022, and Feb 24, 2022, cybercriminals gained unauthorized

access to ARcare’s computer systems and utilized it to examine and steal

confidential client information. On April 4, it was discovered that some of

the stolen information was accessible online. It is possible that the incident

was a ransomware attack because of this behavior pattern, which makes stolen

material public shortly after a breach.
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Chapter 2

Literature Survey

A literature review offers a thorough summary of all the studies and publications that

have already been done on a certain subject. It provides an overview of the state of

knowledge in a certain topic by summarising important discoveries, research techniques,

and gaps in the body of literature. Researchers may use this poll to better understand

the background of their work, the development of ideas, and the areas in which their own

research might advance or add to current knowledge.

Mian Ahmad et al. [11] P2DCA, a strong framework created to handle privacy issues

in IoMT applications, is introduced in this study. The system guarantees secure data

gathering and analysis, protecting sensitive health information while permitting impor-

tant insights by including cutting-edge privacy-preserving techniques. In order to improve

the security and confidentiality of healthcare data in linked medical settings, researchers

and practitioners may benefit greatly from our study, which emphasises the importance

of privacy issues in the rapidly changing IoMT scenario.

Shahzana et al. [12] propose Software-Defined Networking orchestration as a tactical

countermeasure against the dynamic and ever-evolving cyber threats that impact IoMT

devices and systems. The study provides practitioners and academics in the domains of

computer communications and healthcare cybersecurity with useful information by pro-

viding a flexible and centralized approach for enhancing IoMT security through the use

of SDN.
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Lanfang et al. [13] provide a detailed analysis of this integration’s application, tech-

nology, and design. The research on the interface between edge-cloud computing and

artificial intelligence offers valuable insights into the improved features and possible appli-

cations within the IoMT ecosystem. Grants access to a priceless resource for information

on edge-cloud computing, AI, and IoMT’s possible cooperation in the creation of medical

technologies and applications.

Soneila et al. [14] proposed architecture creates an intelligent and adaptable detec-

tion of malware system for Internet of Medical Things (IoMT) situations by fusing SDN

capability with Deep Learning approaches. The goal of this hybrid approach is to offer

a practical response to the ever-changing problems that healthcare systems cyberthreats

present. The utilization of cutting-edge technology for IoMT security is addressed in this

article, which is helpful given the growing worries regarding cybercrime in the health care

sector.

In order to improve the functionality and effectiveness of IoMT systems, Khalid et al.

[15] provide an approach that blends Big Data, SDN and ML techniques. The suggested

approach seeks to offer a complete solution for real-time management and analysis of

massive amounts of data produced by medical devices by using these technologies. This

work highlights the potential of multidisciplinary methods in the realm of electronics and

healthcare technology, and is especially beneficial in the context of enhancing the perfor-

mance and scalability of IoMT systems.

Prabhat et al. [16] the system successfully detects and mitigates cyberattacks by uti-

lizing fog-cloud architecture and ensemble learning techniques. The authors stress how

important it is to combine different learning models in order to increase the durability and

accuracy of cyber attack detection in IoMT scenarios. Within the context of Computer

Communications, the proposed framework contributes to the growing body of research

on the security of networked medical devices and systems in the quickly evolving field of

healthcare technology.

In order to address security issues in IoMT situations, Mohammad et al. [17] the pro-
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tocol applies AI techniques. Protecting sensitive health data transmitted over insecure

networks is imperative, and the authors recommend ASCP-IoMT as a solution. Among

the protocols security features are key agreement, authentication, and the use of AI for

increased security. This work adds to the subject of secure communication in IoMT and is

significant since it focuses on medical services, security requirements, and the usage of AI.

Sahshanu et al. [18] go into great depth on IoMT, including the way it works with

medical equipment and how it might affect healthcare. The authors address significant

e-healthcare issues by evaluating cutting-edge technologies such as SDN, Blockchain, AI

and Physically Unclonable Functions (PUF). They stress how important it is to have bet-

ter performance, accuracy, privacy, and security. The paper is an asset for understanding

IoMT architecture and its revolutionary impact on healthcare systems. It contains case

examples that illustrate practical implementations.

Panagiotis et al. [19] the authors provide a cutting-edge method for modelling, identi-

fying, and reducing risks against industrial healthcare systems that blends reinforcement

learning with SDN. The goal of this multidisciplinary approach is to improve the security

and resilience of healthcare systems in industrial environments while offering practition-

ers and academics in the fields of cybersecurity and industrial informatics useful new

perspectives.

The framework aims to prevent and predict cyberattacks by utilising deep learning,

machine intelligence, and blockchain technologies, as reported by Bandar, M. et al. [20].

The study provides a predictive security architecture for preventative defence along with

an innovative approach to resolving security challenges with IoMT systems. The results

and possible contributions of this study may offer important new perspectives on how to

create reliable security solutions for IoMT technology.

Fazlullah et al. [21] the paper focuses on using fog-cloud architecture and ensem-

ble learning approaches to identify cyberattacks in IoMT networks with high reliability.

In the context of industrial informatics, their suggested secure ensemble learning-based

methodology seeks to develop methods for detecting and preventing cyber threats.
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Sotirios et al. [22] the investigates the use of AI technology to improve IoMT device

security. The authors explore a number of topics, such as the use of AI to medical IoT

threat detection, anomaly identification, and general security reinforcement. Through

a detailed analysis of recent developments and future uses in the field of healthcare

technology, this paper provides insightful information about how AI might be integrated

to strengthen the security elements of IoMT.
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Table 2.1: Literature Review Table

Author Year Key Contribution Attack ML Techniques Limitations/Future Scope

Mian
Ahmad
et al.[11]

2019

A neural network analysis and cluster-based
partitioning system for effective privacy-
preserving data collecting and analysis for
IoMT applications.

Replay attack K-NN, SVM, ANN
Based on simulation findings, more improvements
to the P2DCA framework to safeguard the privacy
of visual contents in recorded videos.

Shahzana
et al.[12]

2020

Complicated multivector malware botnets
quickly and effectively, offer a hybrid DL-
driven SDN-enabled IoMT framework that
makes use of CNN and cuDNNLSTM.

DoS, DDoS,
Data-Injection

CNN, DNN,
LSTM

Hybrid DL-driven architectures in developing
computational paradigms and IoT ecosystems.

Lanfang
et al.[13]

2020

Processing large amounts of medical data
and delivering high-quality healthcare
services may be addressed by using cloud,
edge, and AI computing.

Dos, MITM Clustering, CNN

Need to reduce energy usage, protect patient
privacy and secure medical data a major
problem for the rapidly changing medical
industry.

Soneila
et al.[14]

2021

Provide a highly scalable hybrid deep
learning driven SDN-enabled platform that
can identify sophisticated IoMT malware
quickly and effectively.

Malware CNN, LSTM
Creation of hybrid deep learning systems
to improve security protocols in developing
IoT networks.

Khalid
et al.[15]

2021

Predicting network resource usage and
enhancing sensor data transmission
efficiency in IoMT applications with
machine learning and SDN-enabled
security.

Malware CNN, LSTM
Boosting accuracy by applying deep learning
techniques to IoT services and increasing
scalability by adding multiple controllers.

Prabhat
et al.[16]

2021

A fog-cloud architecture driven cyber attack
detection method for IoMT networks based on
ensemble learning that achieves high detection
rates and accuracy using a realistic dataset.

Ransomware,
DoS

DT, Naive Bayes,
RF

Creating a prototype of the suggested model for
real-time verification in a fog-cloud situation and
utilizing strategies for feature optimization.

Mohammad
et al.[17]

2022
Healthcare data security and prediction are
improved by ASCP-IoMT, a lightweight,
secure communication system enabled by AI.

Replay, MITM,
Ephemeral secret
leakage (ESL)

SVM, DT, LR
By adding new functional capabilities like
blockchain integration the protocol is improved.

Sahshanu
et al.[18]

2022
New technologies to address issues in
e-healthcare, such as PUF, Blockchain, AI,
and SDN.

DDoS Naive Bayes, RF
Improving the performance efficiency and
accountability of AI applications in IoMT.

Panagiotis
et al.[19]

2022

IDPS detect and reduce cyberattacks on
industrial healthcare systems that target
the IEC 60870-5-104 protocol by utilizing
ML and SDN technologies.

DoS, Replay,
MITM, Spoofing

SVM, RF, LR,
DT, Naive Bayes

Improving the IDPS ability to identify multistep
cyberattacks using ML-based association rules
addresses that target IEC 60870-5-104 and other
industrial and IoMT protocols in the healthcare
industry.

Bandar et
al.[20]

2023

A framework combining blockchain technology
with machine/deep learning models is being
developed to improve IoT device security by
identifying and detecting cyberattacks.

DDoS, Spoofing,
DoS

SVM, KNN, DT
Using the proposed structure on datasets from IoMT
devices to find more trustworthy AI models and
safeguard each IoT layer against certain assaults.

Fazlullah
et al.[21]

2023
A fog-cloud architecture and ensemble learning-
based cyberattack detection technique for IoMT
networks.

Ransomware,
DDoS

DT, RNN
A real fog-cloud scenario and using many feature
selection techniques to optimize features.

Sotirios et
al.[22]

2024
The application of AI methods, especially ML
and DL to enhance IoMT device cybersecurity.

DoS, MITM,
Sybil, Routing,
DDoS

KNN-MLSC,
SVM, AD

AI-powered solutions, particularly in the areas of
data-driven healthcare and patient data protection.
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Chapter 3

Challenges and Limitations

1. Data Security : The healthcare ecosystem is vulnerable to cyber assaults be-

cause of the volume of private patient data that is shared throughout networked

devices. Cyberattacks, unauthorised access, and data breaches present serious dan-

gers that might jeopardise patient privacy and the accuracy of medical data. To

protect against these security risks, healthcare IoT systems need to use strict access

restrictions, secure communication routes, and cutting-edge encryption technolo-

gies. A comprehensive plan that addresses data security concerns in the context of

healthcare IoT and fosters a dependable and strong healthcare infrastructure also

has to include regular upgrades, continuous monitoring, and adherence to industry

standards.

2. Interoperability : The large range of manufacturers, devices, and communication

protocols that prevent data interchange and integration from happening smoothly.

Healthcare IoT devices often operate in silos, which complicates the process of

several systems effectively integrating with one another. The lack of standard in-

terfaces and protocols makes it difficult for critical patient data to be shared across

devices and healthcare systems. This hinders the ability to assemble a comprehen-

sive picture of a patient’s medical data, which has an impact on the efficiency with

which healthcare is provided. Interoperability problems need to be fixed in order to

properly exploit IoT in healthcare. This necessitates the development and adoption

of standardised procedures in addition to the collaboration of all parties involved

in the healthcare system.
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3. Scalability : The number of linked devices is rising, and healthcare systems are be-

coming more sophisticated. The infrastructure has to be able to handle this increase

in data and device interactions as the number of IoT devices increases to improve

general healthcare administration, diagnostics, and patient monitoring. System re-

sponsiveness and data processing delays may result from scalability problems, which

can also show up as network congestion, data overload, and a pressure on computa-

tional resources. Healthcare IoT systems must be able to handle an ever-expanding

network of devices and data without sacrificing patient care or performance. This

can be achieved by addressing the scalability challenge with flexible communication

protocols, effective data management techniques, and strong infrastructure design.

Figure 3.1: Challenges and Solution for IoT-Healthcare

4. Reliability : IoT systems and devices must function reliably and accurately in med-

ical environments. Ensuring the accuracy of data gathered from different sources is

essential for making well-informed decisions on healthcare. Healthcare IoT appli-

cations might be less successful due to problems like broken devices, poor connec-

tion, or inaccurate data. Resolving issues with system resilience, data correctness,

and device robustness is necessary to get a high degree of reliability. Adopting
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standardised methods, integrating redundant systems, and putting in place strict

testing protocols are some ways to improve the overall dependability of healthcare

IoT implementations. Resolving these issues is crucial to increasing IoT technology

adoption in the healthcare industry and establishing consumer trust in them.

5. Network Latency : Affecting the vital medical data real-time delivery. Delays in

data transmission can have major repercussions in the healthcare industry, particu-

larly during surgical procedures or patient surveillance. When important informa-

tion is sent to healthcare providers or when prompt actions are activated, network

latency might cause delayed reaction times. When low-latency communication is es-

sential to preserving the integrity of medical services, this problem is very apparent.

Improved network speeds and responsiveness in healthcare IoT applications may be

achieved by using technologies like 5G, implementing edge computing solutions to

analyse data closer to the source, and optimising communication protocols.

6. Vulnerabilities : Due to the fact that several security risks might affect these

networked devices. Medical equipment are a varied ecosystem with a lack of strong

built-in security safeguards, which leaves them open to cyberattacks. Typical weak-

nesses encompass insufficient encryption, feeble authentication protocols, and anti-

quated software. Unauthorised access to private patient information, device tam-

pering, or interruptions in medical services might result from an IoT security breach

in the healthcare industry. Strict procedures including frequent software upgrades,

encryption mechanisms, and all-encompassing cybersecurity frameworks must be

put in place in order to ensure the security of healthcare IoT and protect patient

data and medical device integrity.

7. Cost : Healthcare budgets may be strained by the costs of obtaining, implementing,

and maintaining IoT devices, infrastructure, and security measures. The ongoing

costs for data storage, analytics, and employee training add even more to the finan-

cial strain. Healthcare IoT has many potential benefits, including better patient

outcomes and operational savings, but organisations need to carefully balance them

against the costs. To overcome the financial barriers and guarantee the widespread

and sustained implementation of IoT in healthcare, it is imperative to identify eco-

nomical solutions, leverage economies of scale, and explore feasible business models.
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8. Standardization : The lack of widely used frameworks and standards for data

formats, security precautions, and device connectivity. Medical equipment come

in a variety of forms, and their differing standards might cause problems with

interoperability that impede smooth integration and data sharing. One of the

main obstacles to guaranteeing the confidentiality and privacy of medical data sent

across various devices is the absence of established protocols. The creation and

acceptance of common protocols, data formats, and security standards within the

healthcare IoT environment are necessary to address standardisation problems. The

use of uniform frameworks is expected to foster interoperability, augment data

security, and expedite the extensive integration of IoT technology inside healthcare

environments.
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Chapter 4

Proposed Approach

The quality of life of users has increased as a result of the incorporation of smart health-

care into daily activities. Wearable technology, IoT sensors, mobile devices, dynamic

databases for information access and the Internet are just a few of its numerous com-

ponents. They maintained a constant connection to exchange real-time heath data from

wearable technology with various prediction services in an effort to enhance consumers

health. Nevertheless, this method is susceptible to a number of security flaws includ-

ing injection attacks, session hijacking, privilege escalation, distributed denial of service

(DDoS) and easy manipulation of medical data by an attacker who wishes to mislead

a healthcare professional. Consequently a safe architecture that is capable of analyzing

the attackers malevolent behavior is required. This section introduces the working of

the proposed architecture that is divided into four layers as shown in Figure 7,i.e., data

acquisition, data analysis, blockchain layer and application layer. A comprehensive de-

scription of each layer is as follows.

4.1 Data Acquisition Layer

This layer consists of several IoT sensors that are positioned on the human body in

the suggested design including immersive helmets, smart bands, hearing aids and brain

interfaces. These sensors gather the body current state of health the EEG for instance

registers any anomalies in the brain, smartwatches track blood pressure, heart rate and

breathing rate and smart shoes offer a users posture, calories burned and step count. The

smartphone has an implied application interface built into these wearable gadgets. The

17



information is kept in a centralized system usually one that nation-states purchase such a

healthcare information system (HIS). This medical knowledge is essential for any medical

professional, physician, drug expert and medical facility to forecast an unidentified illness

and create a pandemic medication, population control and decision-making procedure.

Healthcare data include social security numbers, radiographic pictures, insurance claims

and diagnosis records among other important personal information about its users. Data

manipulation and network assaults are two ways in which an attacker might get data for

malicious reasons. As a result, AI-blockchain based architecture has been presented to

analyse network attacks and classify the correct and attacked data.

Figure 4.1: AI and Blockchain based smart and secure healthcare architecture.

4.2 Intelligence Layer

This layer combines machine learning classifiers to examine medical data for improper

behaviour. In order to accomplish this an analysis log file kept by each wearable device

must be obtained. A raw dataset may be created by looking through the log files im-

portant warnings and network activity. The gathered raw dataset is transformed into

a comma-separated value (CSV) file, which is a format suitable with machine learning.

Let D represent the total amount of raw data collected from various sources. The total

data can be expressed as D =
∑n

i=1 di, where di is the data collected from the i-th source

(e.g., wearable devices, medical records). The data D is split into training data Dtrain
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and testing data Dtest. Typically, the data is split into a ratio r.

Dtrain +Dtest = D (4.1)

Dtrain = r ·D (4.2)

Dtest = (1− r) ·D (4.3)

It contains attack data as well as healthcare data from any user who has wearable devices

attached to their body. Attack data must be removed from normal data in order to

prevent doctors from misguiding patients and endangering lives. On the other hand

normal data help doctors diagnose patients more thoroughly. From the perspective of

ML it is a binary classification problem that is normal data is classified as 0 and attack

data is classified as 1. As the raw dataset contains outliers that might confuse the

classifiers it must be preprocessed before being fed to the learning models in order to

complete the classification job. Few numbers in the data columns will be huge and few

will be little if the data is not normalized. The learning model may get biased if there are

missing values in the columns. As a result the dataset undergoes preprocessing procedures

that include feature selection, normalization, outlier identification and filling in missing

values. Next the balanced dataset is divided into train and test data to validate the final

prediction. The training data Dtrain is used to train a classifier model M . The accuracy

A of the model is validated using the testing data Dtest. The output is based on various

performance metrics such as accuracy, precision, recall and F1 score value.

M = Train(Dtrain) (4.4)

A =
Correct Predictions

Total Predictions
(4.5)

4.3 Blockchain Layer

The Blockchain Layer uses decentralized ledger technology to ensure the data security,

integrity and transparency. Health data is safely stored in this decentralized storage sys-

tem. Data availability and tamper-proof records are guaranteed. A blockchain ledger is

a secure, transparent and unchangeable record of exchanges of data that may only be

viewed by authorized parties. The conditions of the agreement are directly encoded into
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code in these self-executing contracts. They automate and uphold agreements between

various parties, such those pertaining to data exchange between pharmacies and hospi-

tals. By using consensus algorithms the blockchain prevents fraud and inconsistencies

by guaranteeing that all participating nodes concur on the authenticity of transactions.

Every organisation that uses this system including pharmacies, ambulance services and

hospitals has a unique smart contract. By doing away with the need for middlemen

and lowering the possibility of human mistake, these self-executing contracts automate

and enforce agreements between different parties, such as those relating to data sharing

between pharmacies and hospitals. By receiving data straight from entities these smart

contracts expedite the procedure and guarantee data integrity. Predictive data improves

accountability and transparency by being made publicly available on the blockchain upon

submission to the smart contract and deployment. Additionally, depending on predeter-

mined criteria this automation sets off automated warnings and actions that streamline

operations cut down on administrative burden and improve the effectiveness of health-

care delivery like restocking medicine or arranging appointments. Let B be the data

stored on the blockchain, including training results and predictions. The data B can

be expressed as B = f(Dtrain,M,Dtest), where f is a function representing the storage

process involving encryption and consensus algorithms. Access to data on the blockchain

is controlled and can be represented as Access B, where ai represents access permissions

for the i-th authorized entity (e.g., hospitals, pharmacies). Smart contracts S automate

data exchanges and transactions, where g is a function representing the execution of the

smart contract, and C are the conditions encoded in the contract.

AccessB =
m∑
i=1

ai (4.6)

S = g(B,C) (4.7)

4.4 Application Layer

The application layer is where the insights and processed data are applied to practical

healthcare applications improving the overall quality of treatment. This layer includes

several use cases including pharmacies, hospitals, ambulances and other medical facilities

where verified healthcare data is employed for expedited clinical trials, early diagnosis,
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quick tracking and reporting of disorders and quick medication development. In a medical

emergency this layer also handles prompt information exchange between the wearable

device and medical professionals. When a patient experiences a heart attack while at a

remote place for instance his wearable gadget tries to convey this information network to

the hospitals in the area. By leveraging patient data to individually customise therapies

to each patients needs this layer helps personalised medicine by increasing effectiveness

and decreasing side effects. Applications for telemedicine use this data to offer remote

consultations which are especially helpful in underserved or rural regions since they allow

patients to get professional advice without having to travel there. This layer can also

be used by healthcare practitioners to continuously monitor chronic illnesses enabling

prompt modifications to treatment programmes based on real-time data from wearable

devices. Pharmacies may expedite the prescription procedure by employing secure data

to swiftly verify and administer medicine saving patients wait times. Furthermore, this

layer helps emergency medical services (EMS) by providing prearrival information that

helps them plan ahead and treat the patient more effectively when they arrive. Let U

represent the utilization of processed data in practical applications such as emergency

responses and clinical trials. The utilization U can be expressed as U = h(B, S), where

h is a function representing the application processes that use blockchain-stored data

and smart contract outputs. In case of an emergency detected by a wearable device,

the information I = k(w) transmitted to medical professionals, where w represents the

data from the wearable device, and k is the function handling the transmission and

notification process. Combining these processes the overall system can be summarized as

System Output = Apply(U, I). The application of real-time data and processed data to

enhance healthcare results.
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Chapter 5

Results and Discussions

The experimental setup and experimental analysis of the IoMT framework model archi-

tecture, which is based on the medical security database are covered in this part. The

results are explained in below.

5.1 Experimental Setup

The proposed approach is implemented in stages. The first stage involves categorising the

medical IoT data as normal or under attack. First, google colab is used to perform the

classification. Several libraries are utilised here for data preprocessing, data balancing and

classification, including Numpy (1.25.1), Matplotlib (3.7.2), imbalanced-learn, Sklearn

and Pandas (2.0.3). In particular, Numpy is used for numerical operations and data

manipulation while Pandas is used for dataset management and data cleaning. Matplotlib

is used for data visualisation in computations. After the data has been categorised into

Table 5.1: Experimental Setup

Parameters Value
Dataset name WUSTL-EHMS-2020
Normal samples 14,272 (87.5%)
Attack samples 2,046 (12.5%)

Total number of samples 16,318
Libraries Pandas, Numpy, Matplotlib, Sklearn
Language Python programming language

Machine learning models SVM, RF and K-NN
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the normal (0) and attack (1) groups.

5.2 Results

The medical security dataset [23] was used in this study to apply SVM, RF and K-NN.

This dataset has 16318 records from this year and it has attack can be attacked through

any medical device. Here we can apply various machine learning algorithms and conclude

its output given below :

In AI-based cybersecurity for medical IoT, normal behavior is defined as the typical,

expected behavior of devices and networks in a medical environment. Attack behavior,

on the other hand, refers to any malicious activity or unauthorized access that threatens

the security of medical IoT devices and the confidentiality, integrity, and availability of

the medical data they handle. AI-based cybersecurity solutions use machine learning

algorithms to learn and distinguish between normal and attack behavior. For example,

they can analyze network traffic patterns, device performance metrics, and system logs

to identify anomalies that could indicate a potential attack. They can also monitor for

known attack signatures and use threat intelligence data to quickly detect and respond

to emerging threats.

The next evaluation criterion is the confusion matrix (CM). The performance of ML

approaches is measured by the generation of CM. The results of SVM, RF, and K-NN

classification using CM are shown in Fig. 4, 5 and 6. In the CM, column indicate the

predicted labels, while rows represent true labels. For SVM, the True Positive (TP) and

True Negative (TN) samples are represented by the main diagonal, which is 192 and 425,

respectively. Likewise, the values of False Negatives (FN) and False Positives (FP) are

192 and 10, respectively. For RF, the values of TP are 190, TN are 430, FP are 5, and FN

are 194. However, K-NN has TP of 342, TN of 349, FP of 86, and FN of 42. Therefore,

we conclude from CM results that K Nearest Neighbor outperforms other ML approaches

in terms of classification results.

The total performance of each classification approach is determined using the TP,

TN, FP, and FN in terms of accuracy (AC), precision (PR), recall, and F1 score. The
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Figure 5.1: Confusion matrix for SVM

Figure 5.2: Confusion matrix for RF
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Figure 5.3: Confusion matrix for K-NN

performance results of the detection system utilizing each classification method are dis-

played in Fig. 8, 9, 10 and 11. Additionally, the detection model using SVM obtained

AC of 75.33%, PR of 81%, recall of 75%, and F1 score of 74%. Regarding RF, the total

performance is 75.94% for AC, 83% for PR, 76% for recall, and 74% for F1 score. In the

same way, AC is 84.39%, PR is 85%, recall is 84%, and F1 score is 84% for K-NN. There-

fore, we can say that in terms of AC, PR, recall, and F1 score, the K-NN has done better.
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Figure 5.4: Performance comparison in terms of accuracy

Figure 5.5: Performance comparison in terms of precision
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Figure 5.6: Performance comparison in terms of recall

Figure 5.7: Performance comparison in terms of F1Score
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Figure 5.8: Transaction Cost

Figure 5.9: Execution Cost
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Chapter 6

Conclusion and Future Scope

Our study highlights IoT improves patient care and treatment by using the capabilities

of sensors, data analytics, and connected devices. In this work, different ML classifiers,

such as SVM, RF, and KNN, are used to classify healthcare data into attack and normal

classifications. Additionally, a variety of performance evaluation criteria have been taken

consideration, such as F1 score, accuracy, precision, and recall. When compared to other

ML classifiers, KNN gets the greatest accuracy in this case, at 84.3%. In future directions

using explainable AI in our next case study to improve our strategy. In order to deter-

mine which elements are most important for our AI models to take into consideration.

Explainable AI will examine the features in our dataset and offer insights. Focusing on

the most significant elements this instruction might increase model accuracy. we will

explore methods like LIME, SHAP and ELi5 for explainability. On the other side, we

will create a decentralized application using the blockchain technology to ensure security

and transparency in data handling and transactions.
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