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Abstract

Main purpose of this study is to analyze security issues related to keyboard input

security and then apply security at application level. Such security is not provided

by current network protection technology or server protection technology. Due to

this, area of research in keyboard input security has been one of major focus recently.

In order to contribute to the project, an application has been built that secures

keyboard input information. Solution of earlier researches and current application

trends have suggested technology for Windows environment, while some issues has

been analyzed regarding keyboard input security in Linux environment. Today Linux

systems usage is rapidly increasing, so the solution will be helpful to provide input

security in such situation. And also virtual keyboard application has been discussed

which is able to secure keyboard input information in windows environment as part

of implementation.
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Chapter 1

Introduction

Recently, there has been increase of financial frauds in which hacking tools often per-

form personal information stealing by passively capturing information from victim’s

machine and then transmitting that crucial information to hacker’s website automat-

ically. During the whole time, victim is not aware of such passive attack.Such types

of frauds can not be tackeled with current network security technology or server

security technology. In addition, ease of access of hacking tools makes this sensi-

tive scenario even more sensitive for input information theft. So, the need arises to

introduce new area of research to provide security to keyboard input information.In

earlier researches, method that had been carried out was that development(updation)

of keyboard security driver responsible for securing entire section of keyboard input

information processing stages. In this research effort have been carried out to study

existing keyboard driver.And also one application tool has been designed that secures

keyboard input information.

1.1 Device Driver

In real world, function of driver is to manage, to control and to monitor the particular

entity. In same way, piece of code that controls piece of hardware in computer system

is called device drivers. So, technically, a either some hardware device or some specific

core software can control most of hardware devices computer machines. Hardware

2
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device that is capable of controlling hardware device is called device controller(e.g.

hard disk controllers, display controllers). Such device controller is device itself.

While core software that is able to control hardware is called device driver. Device

controller needs some software to run them, which is commonly called bus driver.

We can think of operating system software as divided into many layers. Among

them, bus drivers lies in the bottom most layers. At such lower layers, hardware

interfaces are written in bus drivers for the various corrosponding hardware protocols.

Over this layer, device drivers comes into picture. These device drivers are different

according to different devices and uses bus drivers internally. Due to this reason,

device drivers are device specific.

Device drivers have two parts: One is device related and other is OS related. The

device-related part of a device driver behaves almost same in almost all operating

systems. OS-related interface of a driver, in Linux, a driver dowes further classification

into three sections: network drivers, storage drivers, character drivers. We will discuss

character driver in brief because keyboard driver falls into category of character device

driver.

1.2 Virtual Keyboard

Technically, a virtual keyboard is nothing, but tiny application module that facilitates

a user to enter keyboard inputs within its module instead of typing through keyboard.

A virtual keyboard can be made compatible with multiple input devices, for example,

a touch screen, an actual computer keyboard and a computer mouse. Today, most of

systems contain built-in virtual keyboard software component. Bi-lingual or multi-

lingual users can be benifited from such virtual keyboard. Because, such application

provide them easy to swith mechanism between different character sets or alphabets.

Nowadays, virtual keyboards are quite alternative for an on screen input method in

most of devices with no any other general keyboard device in place. It means PDAs,

tablet PCs, mobile phones are equipped with virtual keyboard as software instead of

seperate hardware along with them. If security issues are considered regarding virtual
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keyboards, then both advantages and disadvantages for using virtual keyboards can

be there. Advantage of using virtual keyboard is to reduce the risk of keylogging.

On the contrary, the malware that are being used to monitor the display and mouse

movement in order to get keyboard input are difficult to detect. In spite of having

virtual keyboard, such malware make them ineffective to provide security. So, today

most of bank uses virtual keyboard component in their websites to prevent keylogging.

In this way, virtual keyboard is very useful in context of keyboard input security.



Chapter 2

Definition and Scope

2.1 Project Definition

Today most of computer systems are equipped with some applications which are

responsible for recording any keystoke information. Such applications are called key-

loggers. So, the need arises to have some functionality provided by application or by

the system which in turn provide security for such input information theft cases. This

project is dedicated to provide solution of input information theft at application level.

Project is aimed to study keyboard driver software so that any unauthorized program

cannot steal information from keyboard port. The project is aimed to develop an vir-

tual keyboard appplication which provides keyboard input security in exisitng system

such that attempt of access of keyboard port by hacking tools will have no effect.

2.2 Project Scope

Main focus of project is to study working of existing basic keyboard device driver.

In this way, how hacking tools intercept the system can be known and information

about how to block access of keyboard port can be got. And scope of the project

is to develop virtual keyboard application which provides keyboard input security

such that any keystroke information if logged by hacking tool cannot detect actual

keystrokes. Rather than, such malicious tools can only get random characters in-

5
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stead of original keystrokes in their respective log files. Input information security

that is provided by application is only for alphanumeric characters. Other keys like

Shift,Control,Tab,BackSpace etc. are not encrypted in our application.



Chapter 3

Literature Survey

Basically, there are basic two approaches to deal with keyboard input security: Hard-

ware approach and Software approach.

3.1 Hardware Approach

Hardware method uses another device which encrypts keyboard input information.

There exist a number of encrypting devices from the simple one which shifts the

inputs using shift register circuits to sophisticated one which converts the inputs with

the combination of time variable using the system clock signal and the Arithmetic

circuit. Such hardware methods prevent threat of leakage through message hooking

method. But with this method there still exists problem at system level. But, this

method cannot solve the problem of data leakage due to keyboard IO port scans.

Another drawback of hardware method is that devices are difficult to modify and are

expensive.[1]

3.2 Software Approaches

3.2.1 Screen Keyboard Method

One software method is screen keyboard method that is outside of encoding method

which used the keyboard security driver when a hacking tool has been found at a

7
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system level and is where keyboard input data is sent through a mouse click. The

input data that is clicked by a mouse is connected from the system message queue

and sent. But, issues other than the system message queue generate problems where

keyboard input data is leaked due to hacking tools.[2]

In above method, there exists one problem. The problem is that when hacking

tool is found installed on lower level than keyboard security driver, keyboard security

driver needs to be reboot and loaded on lower level than hacking tool. In this process,

keyboard inputs are lost and never recovered when system is started.[3]

3.2.2 Effective Keyboard Security Method

Main Contribution of this research is that from the keyboard IO port to the inter-

rupt vector table, the access to the keyboard input data through a hacking tool is

blocked from its source and encoded keyboard input data is directly sent from security

driver to Web page security control. As implementation point of view, this system

is consisted of secure web page control installed in the server, the Debug exception

processing installed in security driver, interrupt vector monitoring and keyboard in-

put data encryption. Various methods to provide security to system are described as

following:

Resolution of keyboard Input / Output Port Scan: Basically two methods can

be used to secure keyboard input information. One is to delete information using

hardware control command and other one is to control(or to block) access to keyboard

port itself. However, former method cannot prevent interruption of information in

keyboard port by hacking tool in process of deletion. In addition, it results in slower

response because keyboard input process is performed twice. The later method, access

control method which secures input by deleting register wherein keyboard input data

is stored when hacking tool which tries to access keyboard I/O port, is detected using

debug exception feature of operating system.[4] [5]
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3.3 Keyboard Internals

3.3.1 Keyboard Basics

Keyboard device deals with two controllers: One is in keyboard itself (Keyboard

Encoder) and other is on mother-board (keyboard controller). On-board keyboard

controller receives data in form of bytes from the keyboard encoder. The protocol

that is being used by keyboard interface determines that how such data are sent. This

is often a USB connector or 6 pin Mini-DIN connector.

A scan code can be termed as unit of a data packet representating key state. If a

key is held down, releaased or pressed, on-board keyboard controller receives relavant

scan code value. There are two categories of scan codes: break codes and make codes.

A break code is sent when a key is released while make code is sent when a key is

held down or pressed. There is a unique make-break code pair for every present key

on the keyboard.

Let’s take some illustration. If you apply keystrokes like ctrl+B on input device,

what will be resulting make code ? In order to better understand this, there is need

to really look in event sequences that happened. First the ctrl key is pressed, then the

B key is pressed. Then the B key is released followed by the ctrl key being released.

We will use default scan code set here for convinience for normal keyboards. The

left-most control key make code is 0x14, break code is 0xF0 and 0x14. The make

code for the B key is 0x32 while the break code is 0xF0 and 0x32. So when this event

sequence occurs, the following scan codes are be sent to the machine:

Key events: Ctrl Down B Down B Released Ctrl released

Scan codes: 0x14 0x32 0xF0 0x32 0xF0 0x14

Looking at the above, sequences of scan codes that are sent will be 0x14, 0x32,

0xF0, 0x32, 0xF0 and 0x14.[6]

3.3.2 Keyboard Interface

There exists mutual communication between keyboard encoder and of on-board key-

board controller. In other sense, sending a command to keyboard encoder and send-
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ing command to onboard keyboard controller is equivalent.Now, frequently used port

numbers meant for keyboard will be discussed.

Figure 3.1: Port Mapping in Keyboard Interface

• Write out byte to 0x60.It is equivalent to sending a command to the keyboard

encoder.

• Read in from port 0x60.It will get you data bytes from the keyboard encoder.

• Write out a value to port 0x64.It is equivalent to sending a command to the

onboard keyboard controller.

• Read in from port 0x64. It will return you the status byte of the keyboard

controller.[6]

3.4 Character Device Driver

If device driver for byte oriented operations are written, then it is called character

device driver. As keyboard device is character device, discussion about the basic

working of character device is preferred. Basic Flow:
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Figure 3.2: Character Device Operation

• User application performs normal file operations. Such operation is done on

character device files unlike regular files.

• Operations that are carried out are not exactly same as normal file read write

operations. Instead, regular file opearations are translated into corresponding

functions in the relavant character driver code by Virtual File System (VFS)

which plays a role as intermediary.

• Finally, lower level invocation are performed by these functions to actual device

to get intended results.

In complete flow of character driver operation, main four objects are participated:

(From Lower to Higher) character device(keyboard device), character device driver(keyboard

driver), character device file, application. Driver operation continues only after these

four are explicitly connected. Now, open system call on the device file connects an

application to a device file. Second, linking of device files with device driver are done

by special registration. This registration process is done by the driver. Then, linking

between the driver with its device operations which are low level in nature is done.

Thus, complete flow of character device opeartion is formed. [7]
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3.5 Module

3.5.1 Definition

Device driver can be written in form of module. Such module then are dynamically

accpteed(loaded) in kernel. Due to, loading of modules in kernel, system reboot is not

necessary. It is possible to write device driver as a module that can be dynamically

loaded in kernel without requiring the system to be rebooted. Device specific code of

device driver is encapsulated in specific module (.ko). All pre-built modules lies under

root(/) in the very standard place in every linux file system. Relative path for such

modules (under kernel source tree structure) can be described as /lib/modules/kernel-

version/kernel. [8] [9]

Commands: (must run with root privileges)

• insmod module-name loads dynamically specific module file(.ko) in kernel.

• lsmod lists currently loaded modules.

• rmmod module-name unload any modules

• dmesg write kernel messages to standard output.

How to Run Modules

It is total seven step process:

• Make one module file with .c extension

• Make one Makefile

Figure 3.3: Make File
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• make -f Makefile (It will generate .ko , .o files automatically)

• Load the Module - insmod module-name

• To display kernel message to standard output dmesg

• Unload Module rmmod module-name

3.6 Application Study

There are many applications available whose main function is to protect keyboard

input information. Some of example application names are KeyScrambler, Oxynger

KeyShield etc.

3.6.1 KeyScrambler

KeyScrambler software has inherent preventive mechanism in order to guard the user’s

confidential information by means of encrypting input information entered by user in

real time. KeyScrambler has been ranked for the top to deal with almost any types of

keylogger softwares. In addition, it also provides best security for the machines that

acts as zombies. KeyScrambler’s need in order to operate in the system is around

a quite little and provides user transperancy. Comapatible applications that are

supported by keyscrambler are 30 browsers and 150+ programs to prevent keylogging.

KeyScrambler can also deal with smartphone applications. Because Keyscrambler

has ability to deal with any type of unknown malicious keylogging programs and

softwares, it hasbeen considered as best software for input information security. One

of the eye-catching feature of keyscrambler software is that it keeps you showing

characters that you have typed in encrypted form.Now encryption technology adopted

by KeyScrambler will be discussed.[10]

• It applies symmetric cryptography and asymmetric cryptography priciples both.

• Blowfish(128-bit) algorithm for single key encryption and RSA(1024-bit) algo-

rithm for public key encryption is used.
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How It Works?

• When you type character in editor or in browser or in any compatible applica-

tion, KeyScrambler performs encoding your input in unreadable manner in real

time at the operating system level. Since KeyScrambler is being executed from

kernel level, compromising KeyScrambler’s cryptic operation is very challenging

one.

• Since encrypted input goes through system, it remains undetecteable and non-

readable throughout. Because it remains encrypted in line, any captured by a

keylogger sitting on your computer, or whether the keylogger is known or brand

new.

• KeyScrambler begins to decrypt encrypted input that are just received by des-

tination application. Finally, you get original key inputs in your application.

Figure 3.4: KeyScrambler: How It Works
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3.6.2 Oxygner KeyShield

Another alternative for KeyScrambler is Oxynger KeyShield. This software is basi-

cally virtual keyboard with security mechanism in itself. Thus, it helps to protect

crucial user input information that are typed through keyboard such as passwords,

credit card numbers etc. or logged by keyloggers. Portable version is available for this

software. It is considered the best choice for input security at public computer such

as in bank or in shopping mall. The basic difference between ordinary anti-keyloggers

and this one is that ordinary ones guards user input against software keyloggers while

Oxygner guards user input against both hardware keyloggers and software keyloggers.

Oxygner uses some specific method to send user input to intending application. It

uses secured data channel in order to send user inputs to intended application.[11]



Chapter 4

Proposed Approach

4.1 Current Scenario

Right now, many desktop user systems or servers located in global internet network

runs in Windows Environment because of its popularity. So, there may be large

possibility of occurences of fraud cases like input information theft in internet. A

kind of attack in which keyboard inputs are being captured passively is difficult to be

resolved by existing server protection technology or network protection technology.

So, many successful attempts has been done to provide keyboard(P/S2) input secu-

rity in windows environment. By the hardware method, keyboard input information

can be encrypted to avoid exposure of confidential information to untrusted user by

hardware device. There exists many anti-keylogger software which needs to be in-

stalled and needs to be configured in order to protect keyboard input information.

They don’t come system inbuilt, rather installation for the same is needed. Eariler

two well-known keylogger applications was discussed: Keyscrambler and Oxygner.

Now, pros and cons of such application will be discussed. KeyScrambler provides

on-fly encryption of user input information. But, it does not come as portable ap-

plication. Nowadays, almost people perform their confidential transactions on public

places where revelation of confidential information is quite often due to non-trusted

network or computers.Such networks may not use such antikeylogging softwares or

may use deliberately keylogging softwares. Such problems has been overcome by soft-

16
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wares such as Oxygner Keyshield. This software comes as portable. If such software

is installed at public places, then there is no need to worry about such input infor-

mation thefts. But other problem arises in case of Oxygner Keyshield and like ones

that they all are system dependent. They are compatible with almost all kinds of

windows operating systems. But they are quite unuseful for Linux systems and other

non-Windows Systems.

4.2 Proposed Scenario

Today usage of linux systems are rapidly increasing. In spite of the fact that linux

system provides good security, there is chance of keyboard input information theft

by some malicious applications. So, the project is aimed to study keyboard driver

code in order to understand security security provided by it. The keyboard type for

which driver is to be studied is P/S2. And second, application have been developed

called virtual keyboard which inherently provides security to keyboard input infor-

mation. When any user types through virtual keyboard, key events that are being

logged by keylogger software (if exists in system) have no effect. Because as soon

as key strokes are being logged, they are encrypted by vitual keyboard application

internally.So, even if keylogger application want to log keystrokes, only they can re-

ceive information is encrypted keystrokes instead of original keystrokes given by user.

Keyboard input security that is provided is for alphanumeric characters. Any other

inputs like Modifier Keys(Tab,CapsLock,Shift,Ctrl,Alt), Function Keys(F1-F12) and

other keys(Inser,Home,Up,Down etc...) are not encrypted by application. Other ap-

plications such as KeyScrambler and Oxygner KeyShield have been discussed. One

basic advantage of application is that it is designed in Java Platform. It is known that

Java applications can run on any system with any platform having JVM installed.

So, designed application is portable plus can be run on any machine having JVM.

In this way, our virtual keybaord application is helpful to deal with keyboard input

security.
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Device Driver Implementation

5.1 Sample Device Driver

The System that is used for experiment is Linux Fedora 16 and P/S2 keyboard. In

order to understand driver code, First there is need to know basic format of any

device driver code. So, sampe code of one device driver is mentioned whose objective

is to notify pressing [Esc] key event to the console by printing message.

Explanation: When any module is inserted into running kernel,its init function

is called.Init function contains initialization code plus any other task that you want

to perform with module. And when module is removed from linux kernel,it calles

exit function which finally unregisters or destroys any software resources that have

been used by modules. In Init Module, Device file along with (Major,Minor) pair is

needed.Connecting the device file with the device driver involves three steps:

• Registering for the Major,Minor range of device files.This is done by regis-

ter.chrdev.region() function.

• Dynamicaly create device file under .dev directory, first we need to create device

class (class.create() function) and then device file (device.create() function).

• Linking the device file operations to the device driver functions.

Virtual File System (VFS) decodes the file type and transfers the file operations

to the appropriate channel, like corresponding device driver. Now, for VFS to pass

18
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Figure 5.1: Init Module Code

the device file operations onto the driver, it should have been informed about it. That

is what is called linking the file operations by the driver with the VFS. This involves

two sub-steps. 3a. Fill in file operation structure with desired file operation. 3b.

Initialize the character device structure(struct cdev c.dev) with cdev.init() function.

Finally, above structure is passed to the VFS using cdev.add() function.This is how

init function is designed.

To be get notified by key event, interrupt handler is defined. Then, handler in init

function is called at an end to passively receive keyboard device interrupts. Handler
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Figure 5.2: IRQ Handler Code

works like this: it continuously scans keyboard IO port(60h) and checks scan code

for [Esc] key or not. If yes, it prints message at console.
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Figure 5.3: Init Module
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Figure 5.4: Interrupt Handler
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Figure 5.5: Exit Module



Chapter 6

Keyboard Device Driver

Implementation

6.1 Basic Keyboard Device Driver

As implementation part, sample device driver is designed. Then other simple key-

board device driver is designed whose function is to pass keyboard scan code and

status register information to user process which issued system call for keyboard

read. Function is only designed for reading keystrokes, not for writing user-typed

keystrokes recognized by system.

So, we will see how this code works: This driver code listens for keyboard inter-

rupts on IRQ1 and notifies processes when an interrupt is raised. So when application

issues any keystrokes, keyboard interrupt is generated. So, the process that receives

keystroke events will run(or listen for keystrokes) in background until an keyboard in-

terrupt occurs.When key is pressed, process will be put on sleep and driver’s interrupt

handler is called. Now the driver’s interrupt handler, will awake all of process sleeping

in waiting queue at once.Then handler receives scan code and keyboard status from

the keyboard via 60h and 64h ports respectively.

24
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Figure 6.1: Sample 2 IRQ Handler

Figure 6.2: KBD Read Function



Chapter 7

Virtual Keyboard Application

7.1 Overview

An application that mentioned here is designed in Java. So, this application can be

run by any machine with any operating system (Windows or various Linux Distro.)

which have JVM installed in.

Most of hacking tools like keyloggers use ”GetAsyncKeyState” WinAPI function in-

ternally to get keystrokes from keyboard. Here, GetAsyncKeyState() function de-

termines whether a key is up or down at the time the function is called and sets

most(higher) significant bit to one when particular key is pressed and also returns

pressed key’s ascii code. So our application calls similar WinAPI function ”GetA-

syncKeyState” through another program called antikeylogger. When user types

through virtual keyboard,then it notifies key pressed event through most significant

bit set(by WinAPI function). In addition, when ”GetAsyncKeyState” function return

ascii code for pressed key,our antikeylogger program garbles ascii code for pressed key.

By performing garbling operation,any hacking tool if installed in machine only gets

random keystrokes information.In this way, our virtual keyboard application is able

to secure keyboard input information.

26
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7.2 How It Works?

When virtual keyboard application is launched, then first, it asks the user that for

which built-in application(e.g. word,notepad,firefox etc.) he want to apply virtual

keyboard feature. Based on the selection of checkboxes given, virtual keyboard appli-

cation pops up virtual keyboard when selected application is started or running.When

selected application is closed, then virtual keyboard also disappears from the screen.

Figure 7.1: VKeyboard Option Window

Figure 7.2: Virtual Keyboard Main Window

• Using virtual keyboard, any text is entered. If there is any keylogger, then the

keystroke stored by it are stored in some log file.
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Figure 7.3: SampleText Input1

Figure 7.4: Sample Output1

• But since antikeylogger program is running, thus typed keystrokes will get gar-

bled. So, any actual keyboard input information is not available to any hacking

tools.
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Figure 7.5: Sample Input2

Figure 7.6: Sample Output2

Figure 7.7: Sample Input3
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Figure 7.8: Sample Output3



Chapter 8

Conclusion and Future Work

It is feasible to study simple keyboard device driver. And also Java Virtual Keyboard

application is demostrated that is able to prevent actual character log of keystrokes

that is performed by hacking tool like keylogger. In future, another feature called

anti-screen logging to this application will be provided. Also other feature of mouse

keylogging will be embedded into application that is responsible for protecting from

mouse keylogging that is done by some keyloggers nowadays.
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