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Abstract

VoIP Protocol is designed to carry voice data on the IP Protocol. Nowadays, apart from Voice 

there is a longing for data and video transfer also. This leads us to unified networks. In this 

thesis, All hardware-specific and network-centered attacks carried out in VoIP and their 

security issues will be covered alongside detailed countermeasures and hands-on 

implementation techniques. Initially the attacks will be conducted in order to understand the 

vulnerabilities and then I am going to research to find loopholes for how to defend against the 

latest Denial of Service attack, man-in-the-middle attack, call flooding attack, VoIP fuzzing, 

Voice SPAM/SPIT, and voice phishing attacks.
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Preface

Voice over Internet Protocol (Voice over IP, VoIP) is a general term used instead for of 

methodologies, transmission technologies for delivery of voice 

communications and multimedia sessions over Internet Protocol (IP) networks and 

communication protocols. The terms that are frequently encountered and often used along with 

VoIP are IP telephony, Internet telephony, broadband telephony, voice over 

broadband (VoBB), and broadband phone.

Goal:    

To help people securely communicate with VoIP.

Vision: 

“To enable the widespread and secure usage of VoIP possible which will be economic 

and cost effective way giving more features for communication”
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Chapter  1 
 

 
 
 

Project Profile 
 
 
 
 
 

1.1     Project Profile 
 

As we all know about VoIP which is the emerging technology in today's world substituting the 

old ways of communications. It's cheaper and provides more functionality as compared to them. 

It combines the data, voice and video together. But it is not having widespread usage due its 

vulnerabilities making it insecure for everyday usage. So here I am going to study about VoIP 

and it's working and not only studying but practically trying to implement those attacks too to 

create the same environment to conceptually understand what actually happens. Then this 

knowledge will help me to understand the vulnerabilities that are being exploited and then 

suggest some ways to overcome them making the communication more secure and VoIP more 

usable. 
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Chapter  2 
 

 
 
 

Company Profile 
 
 
 
 
 

2.1     Company Profile 
 

2.1.1   Name 

 Colourtex Industries Ltd. 

2.1.2   Business Type 

 Manufacturer / Exporter   

2.1.3   Product/Service 

 Dyestuff, Textile Dyes, Chemical 

2.1.4   Corporate Address 

 Survey No 91, Opp. Navin Fluorine Industries, Bhestan Road, Surat 

2.1.5   Website 

 www.colourtex.co.in 

2.1.6   Listing Description 

 Manufacturers of disperse dyes for polyester, reactive dyes for cotton etc. 

 Shri Jayantibhai Jariwala, Chairman, Founded Colourtex in 1970 

 ISO 14001:2004 & OHSAS 18001:2007 certified. 

 ISO 9001-2008 certified.                  

 Commenced dyestuff manufacturing in the industrial suburb of Surat in 1976 

 Today, with over 750 dyestuffs & chemicals from an installed capacity of 84,000 mt. in 

five manufacturing sites at Surat , Colourtex is the largest dyestuff producer in the 

country 

 Unit 1 Coloursynth Industries  

 1983 Unit 2 Pandesara Dyes and Intermediates 
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 1984 Unit 3 Vipan Industries 

 1991 Unit 4 Corachem 

 1997 Unit 5, Sachin 

 2007  all production sites merged in to Colourtex Industries Ltd 
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Chapter  3 
 

 
 
 

Introduction 
 
 
 
 
 

3.1     General 

 

As we all know about VoIP which is the emerging technology in today's world substituting the 

old ways of communications. It's cheaper and provides more functionality as compared to them. 

It combines the data, voice and video together. But it is not having widespread usage due its 

vulnerabilities making it insecure for everyday usage. So here I am going to study about VoIP 

and it's working and not only studying but practically trying to implement those attacks too to 

create the same environment to conceptually understand what actually happens. Then this 

knowledge will help me to understand the vulnerabilities that are being exploited and then 

suggest some ways to overcome them making the communication more secure and VoIP more 

usable. 

 

3.2     Motivation 
 

 This (VoIP) technology has grown up very fast in the short past over the internet. 

 The diagram on the right shows the increasing number of VoIP connections as compared to 

the decreasing number of PSTN (Public Switched Telephone Network) connections. 

 A lot of security issues still need to be looked upon. 
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Figure 3.1: VoIP v/s PSTN.[2] 

 

3.3     Objective 

 

To find out vulnerabilities and loopholes in existing VoIP networks and try to eradicate or 

partially remove them making it more secure. 
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Chapter  4 
 

 
 
 

Literature Survey 
 
 
 
 
 

4.1     History 
 

We, human beings always wanted to do something cool with our phones and computers.  

In this thesis, I am going to explain that what is telephone and how it works? And also I am 

going to tell you about deal with data and voice in telephony technology. As we know that 

telephony is a big market today and being popular and common today. There are very few 

proper documentation available for telephony and I am trying to put my efforts to make it better 

for future generation. 

First we are going to see the history of telephony. 

4.2     Traditional Telephone Networks 
 

4.2.1   PSTN 

 

 

 

Figure 4.1: Simple Telephone Network.[3] 

 

Here we see the simple network with two telephones and it was the first stage of 

communication and it was for defense department and it has limited usefulness.  
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Figure 4.2: Local Network.[3] 

 

Here we see more telephones connected to central office which provides necessary resources 

for communication such as voice battery, cables and etc. And you can call subscriber to central 

office or exchange. 

 

It is also not so useful for calls out of the range. 

 

 

 

Figure 4.3: Interoffice Network.[3] 

 

It is the internetwork between central office or exchange. Here the trunk is an ordinary phone 

lines and it has CO both sides. 
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Figure 4.4: Interoffice Network using FDM.[3] 

 

At the beginning of 20
th

 Century, a cable once carried 24 voice signals. Signals are multiplexed 

in FDM on a single pair of wire and FDM divides 96kHz bandwidth into 24 uniform 

frequencies. It was available in the late 1800. 

 

 

 

Figure 4.5: Long Distance Connections.[3] 

 

So using FDM we can have 24 phone calls onto single trunk line but still long distance call 

problems were exists. And in long distance analog signal became weak and transmission 

facilities became very difficult. So T1 was developed to solve this problem over long distance. 
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4.2.2   ISDN[5] 

It uses a circuit-switched techniques to allow video, audio and data transmission over existing 

phone lines. It is a low cost to Frame Relay or T1 and still able to provide high speed data 

connection than normal modem. 

It provides two level services. 

1. Basic Rate Interface (BRI): Use in small office or home connection. 

2. Primary Rate Interface (PRI): For large enterprise or environment. 

It also supports all protocols of network layer, operating systems and point-to-point protocol 

also. 

 

ISDN Channels and ISDN Network 

        

 

Figure 4.6: ISDN service.[5]  
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Figure 4.7: ISDN Working. 

Some company providers offer ISDN connections with BRI. There three channels to provide 

this service. 

1. At 16 kbps 

2. At 64 kbps 

3. At 128 kbps 

And these channels are separated from data transmission channel. 

Usage of ISDN:  

 To add more bandwidth to communication 

 To improve response time of the internet 

 Support multiple network layer protocols 

 Integration with other WAN services 

 

 

4.3     Way of Unified Networks[6] 
 

UCN is quite harder to implement than above technology. 

 Through UC we can send voice mails to multiple phone numbers and faxes into mail 

boxes. And same we can do with email also. 
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 It is also used for instant messages, VoIP traffic solution and all the things you cans see 

using a single interface as INBOX. 

 

Figure 4.8: Global Unified Network.[6] 

 UC is also used for web conferences and other real time communications. 

 UC also can provide single email and using that single email use can transfer / send email, 

voice mails, instant mails, faxes and etc. 

4.4     Unified Networks Needs[7] 
 

 For Business Continuity and Performance – By best network communication will be 

flexible and effective. 

 Internet Access – To deliver good internet base service faster way; 

 End-User Experience – Very profitable to end-user experience in low budget. 

 Low Price – In low cast we can get good and fast service; 

 IT management – In management we can use to manage or establish new heights of 

quality of service to organizations. 

 Monitor – We can monitor all the service to take a proper decisions. 
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Using Unified Network,  

 Guaranteed Performance In average $300/user/month, we can provide better service 

to our thousands of clients.; 

 Efficiency: It reduces workload provide faster networks globally. 

 Improve: We can deploy application in speedy way; 

 Reduce Spending: We can avoid bandwidth upgradation and save money. 

 

4.5  Unified Networks’ Future 
 

4.5.1   RAN[8] 

 

RAN is a new technology researching by the USA defence. And they are trying to relay VoIP 

services on radio signals called RAN. 

 

Figure 4.9:  GSM/EDGE/UMTS  

There two different RAN systems 

1. GSM 

2. UMTS 

Using RAN we can use 2G, 3G, 4G networks in efficient way. And in RAN, it needs not to 

deploy separate RAN for different service. It means we can use multiple services in mix mode 

also such as UMTS, CDMA, TDMA and etc. 
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Figure 4.10 explains of SDR with both UMTS and GSM into a single RAN. 

 

Figure 4.10: SDR-based UMTS/GSM[8] 

 

There are many practical applications for example all GSM operators offer upgradation into 

new technology called UMTS without swapping anywhere. And it is compatible with existing 

technology. 

RAN Architecture 

1. Base Band Unit (BBU)  

2. Remote Radio Unit (RRU)  

It is to ensure extended coverage and with small size to give facility in easy way with great cost 

efficiency. It is also used to support green network concept.  

 It provides a future proof network to the world. 

 It gives more opportunity to mobile worlds 
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4.5.2   FoIP[9] 

 

 

 

Fax over Internet Protocol (FoIP), or IP faxing 

 It is used to send fax from a computer. 

 It is not used as regular fax session but instead of that beeps is being used when you are 

connected to destination machine. 

 It gives nice and little confirmation for each successful transaction. 

 It is cost saving 

 It sends fax over Internet using VoIP 

 You don’t need to buy a new FAX machine. 

 You can use Fax machine by Internet. 

 Transmission cost is very low. 
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Chapter  5 

 

 
 
 

Technology Specifications 
 

 
 

 

5.1     General Requirements 
 

Internet network VoIP works with any type of Internet access such as..  

 

 Dial-up  

 Broadband DSL/ADSL and Cable Internet  

 Dedicated lines (DS) 

 Wi-FI and WiMax  

 

Satellite Internet (not recommended due to latency issues) 

 

 

5.2     Software/Hardware Requirements 
 

 A software application also known as a Soft-Phone (Xlite and Zoiper used in Windows) 

is a dialer that we download on our computer or smart phone. Whenever we make 

computer based phone calls, we are running a VoIP soft-phone application, Skype for 

instance. 

 By hardware we mean any VoIP hard phone equipment such as VoIP analog telephone 

adapter, VoIP Gateway, IP-Phone and many others types. 
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5.3     VoIP Service Provider Requirements 

A VoIP provider, also known as Internet Phone Company or ITSP (Internet Telephony Service 

Provider) is a company that provides VoIP phone services and solutions similar to your local 

telecom companies. But they use VoIP technology to transmit our data, voice and video packets 

whereas traditional companies use PSTN lines. 

 

VoIP providers offer different kind of VoIP services few to mention: 

 VoIP home phone service 

 VoIP for business 

 VoIP solutions such as International calls through Call-shop, call back and calling card 

 VoIP systems - conferencing, IP PBX, SIP Trunking, UC (Unified Communications) 
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Chapter  6 
 

 
 
 

Attacks, Threats & Preventions 
 

 
 

 

 

6.1     Current Scenario 

 
6.1.1   Today VoIP Faces Problem 

 
Because… 

1. In compare of finding Software and Web based vulnerabilities, with telephony there is a 

lot of manual verification involved.  

2. It is quite likely that a VoIP system that has a clear vulnerability will go unnoticed with 

current VoIP assessment tool. 

3. It is also an area of industry where experience in multiple disciplines is generally 

required. 

4. In order to understand a VoIP system there are a number of components to understand 

such data networks, unified networks, security background and voice technology. 

 

6.1.2   Merging of VoIP 

 

From a security point of view and even from a stability point of view merging is bad! 

Because… 

1. It comes with added complexity in securing and data. 

2. It shares many hardware and software components. 

3. So many ways are there to attack. 
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6.1.3   Why is it Risky? 

 

1. Working with VoIP with No different with working with mail routing, web access and 

databases.  

 

6.1.4   General Solution 

 

Simplest way to keep it separate from data components configures products appropriately, 

document and assess regularly. 

 

6.2     Attacks 
 

It is the research on well-known VoIP attacks which are basically focuses on the attacks that are 

associated with the SIP (Session Initiation Protocol). 

 

1. Ability to hijack a legitimate user's VoIP Subscription & its subsequent communications 

2. Ability to eavesdrop in to VoIP communications 

 

 

 
Figure 6.1: Current scenario of communication with SIP. 
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Figure 6.2: SIP Architecture in detail. 

 
 

1. SIP has two type of states 

a. Transaction State: It is for receiving a request and ending it. 

b. Session state: In some cases we need session state for lifetime of a network such 

as NAT traversal in case of 3GPP (3
rd

 Generation Partnership Program).  

2. CPU: after we recieve the SIP messages, the SIP server need to parse message to do 

authentication, mapping to server, and forwarding. 

3. Bandwidth: By loading the server’s access link, anyone could easily cause the loss of 

SIP messages. It is transport-layer issue. 

 

 

Industry experts have believed that these attacks are likely to become more apparent with the 

wider adoption of VoIP. 

 

6.2.1   Attack 1: Registration Hijacking 
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Figure 6.3: Network I used for Registration Hijacking. 

 

 

1. In this attack, an attacker knows the addresses’ structure.  

2. An attacker can search registered addresses and using SIP INVITE or OPTIONS 

requests have been created using scanner. 

For above both process, authentication may be required. And it is use by the proxy to identify 

the user or device. 

Registration Hijacking Process 

 It begins with an attacker who send a REGISTER request to a target machine to free all 

existing registrations. “Contact” header with (*) and “Expires” header with “0”. 

Together it removes all registrations for the victim in the “To” line. 

 An attacker send REGISTER request without Contact header lines. It tells to server to 

inform all registered contacts. 

 An attacker can registered UA again on existing user. 

 If a server asks authentication details with MD5 then an attacker tries to calculate MD5. 

 After deletion of all contacts, an attacker sends again a REGISTER request with new 

Contact header. 

 

 

Flow of Registration Hijacking: 
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Figure 6.4: Registration Hijacking Process Flow. 

It is also performed by valid UA registered user. This attack is possible. 

Prevention for Directory based attack 

 

1. Need strong authentication. 

2. Need to implement firewall to detect and block attack. 

3. MD5 based authentication must be implemented. 

4. Strong password must be selected. 

Above steps are necessary to prevent directory based attack.  

 

Prevention for External Network 

1. UA must be implemented. 

2. Detection while scanning of user directory. 

3. Manage log report. 

4. Identify unusual pattern of request. 

5. Identify valid user using proxy server. 

6. Define limit of REGISTER requests. 

7. Network flow should be administrated. 

8. Analyze failed attempts to identify guess passwords. 
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6.2.2   Attack 2: Eavesdropping  

 

 

Figure 6.5: Network I used for Eavesdropping. 

 

The signaling message use separate ports & network protocols (i.e., UDP or TCP) from the 

media itself. Media streams usually are carried over UDP Protocol using the RTP (Real Time 

Protocol). And Eavesdropping is used to capture that packets and convert into appropriate 

media format.  

 

Figure 6.6: Steps to capture VoIP media streams using Ethereal. 

 

 

The following are the steps to capture & decode the voice packets: 

 Capturing and Decoding RTP packets. Capture the packets and select Analyze -> RTP-> 

Show all streams options from the wireshark/ethereal interface. 

 Analyzing a Session. Select a stream for analyzing & then reassemble. 
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 Publishing. Open a file and save the audio (.au) stream that contains this captured voice. 

 

This attack looks sometimes difficult because all communication devices restrict broadcast 

communication. To get success in this attack first we need to use ARP spoofing so that the 

attacker broadcasts all the spoofed advertisements of the MAC addresses and thus forces the 

following IP packets to flow through the attacker's host . This will thereby allow the 

eavesdropping of communications between two legitimate users. The following image is to 

summarize the ARP spoofing attack.  

 

 

Figure 6.7: ARP Spoofing attack 

 

Using ARP spoofing, an attacker is able to capture, analyze and eavesdrop into VoIP 

communications. 

The Figure 6.8 below demonstrates the use of the Cain tool which usually provides the ability 

to perform the eavesdropping attack and capture VoIP traffic. 

 

 

Figure 6.8: Using Cain to perform a man-in-the-middle attack 

 

 

Threats 

 

1. It is not limited to VoIP Services. 

http://www.symantec.com/images/infocus/thermos-voip8.png


24  

2. Because VoIP calls are not encrypted, perhaps some encryption option are there such as 

PKI to using add-ons such a zfone, however there is a layer of incompatibility because 

there are different platform involved such as desktop, telephones, web and typical phone 

as well. And in all the systems, there also no easy solution to ensure end to end solution. 

3. The encryption is very difficult to implements.  

4. Another issue is the number of peers in the conversation such as on mobile, in coffee 

shop, in restaurant and so on. And the security of also dependent on the security of the 

coffee shop, their ISP and the other peers in between. 

 

Defense 
 
 

 Employees must be alert. 

 Limited network access must be there to each and every employee inside also and from 

outside also. 

 Continuous supervision or observation should be required to stop this attack. 

 It is not limited to VoIP Services. 

 Because VoIP calls are not encrypted, perhaps some encryption option are there such as 

PKI to using add-ons such a zfone, however there is a layer of incompatibility because 

there are different platform involved such as desktop, telephones, web and typical phone 

as well. And in all the systems, there also no easy solution to ensure end to end solution. 

 The encryption is very difficult to implements.  

 Another issue is the number of peers in the conversation such as on mobile, in coffee 

shop, in restaurant and so on. And the security of also dependent on the security of the 

coffee shop, their ISP and the other peers in between. 

 

6.2.3   Attack 3: DoS Attack 
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Figure 6.9: Network I used for DoS. 

 

It is almost unwanted flow in a network. 

 

DoS for Exhaustion of Memory 

In this case Stateful servers flooded with continues request streams and it will soon run out of 

memory very easily. 

 

DoS for Exploitation 

Brute Force Attack: In this attack, mounting the attack on the memory of the SIP server is to 

start a large number of SIP sessions with each different session identities. 

 

Broken Sessions 

With brute force attack, memory is consumed during time of transaction so to make busy SIP 

server, just make the illegal request to SIP server and if in case SIP server is not able to resolve 

the request, the SIP proxy needs to maintain the state for at least 3 minute while it still to re-

transmit the message.  

 

Flooding Attacks 

It is by a fast stream of INVITE messages with different session identifiers. And it might be 

from multiple machines. 

 

Malformed Messages 

Send continues bulk messages and confuse the SIP servers 
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Irresolvable DNS attack 

In this case, an SIP server facing an irresolvable address in a header field. 

DoS Vulnerabilities 

 UDP Malformed Packet 

 Less User with MD5 Encryption 

 Forge INVITE Requests 

 Forge SIP Response 

 Remote DoS attack to Register Users 

 Flooding through Remote DoS 

 

Preventions: 

 

1. Server Design: It requires Fast CPUs, large memory module and a very high speed network 

connection. A server needs fast memory allocation scheme, event handling, and proper 

parsing mechanism. 

2. Parallel Processing: To avoid the blocking of incoming messages, if server is busy in 

processing messages or waiting for the answer of an external server (ex. AAA) a proxy 

should be implemented using threats or parallel processes where each process or thread is 

responsible for processing one message at a time.  

3. Check if transaction is established or not, if so, absorb. 

4.  Using the packet’s source IP address in order to avoid DNS resolution. 

5. If the architecture allows it, authenticate it statelessly in order to avoid the memory 

exhaustion attack.  

6. Check if there is prsence of any viruses. 

7. Scan for attack-pattern. 

8. Drop all the suspicious packets. 

9. Establish the transaction state. This helps you to avoid overburden on server. 

10. Use predictive nonce to make sure that REGISTERs are not tampered. 

11. Assign quota for each destination address to prevent increase of dividing extension.  

12. Deny suspicious contact addresses. 
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Architecture for Defense: 

 

1. Entry based host: This is the point to entry into VoIP Network. At this stage IDS filters 

clearly malicious messages and update firewall based on operations. 

2. Flooding Defense: It checks the packet’s payloads on servers and also used to resolve 

message types. And if pre-defined threshold is reached an alert will be generated.  

3. Malicious Message Defense: It is really very difficult to differentiate between legal and 

illegal messages. For that message filter might be helpful but not 100% such as Google 

message filtering BOT 

 

DoS in Detail 

 

1. Signaling Protocol DoS Attack 

- In this the message are sent in human readable format means not encrypted. 

- Because of simple form, it would make forwarding faster but not in a safe way. 

-  In this case attacker can disrupt the phone call by sending malicious messages to the 

recipient.  

- Another way to disrupt a phone service is by continually sending it. 

 

caller

Sessions

recipient

SIP

Malicious messages

 

Figure 6.10: SIP Signaling. 

 

Possible attack Solutions 

- The network's implementation in a firewall should be between important SIP proxies.  

- Packet filter is necessary between SIP servers. 

- The whole network framework could be embedded. 
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caller

receiver

Malicious 
message

SIP ServerProxy Server

 

Figure 6.11: Use proxy server to filter malicious messages. 

 

2. Transport Protocol (RTP) DoS Attack 

- An outgoing call could be interrupted or disconnected. 

- Or might be it could be with extra noise inserted. 

- It works as a Signaling DoS attack but in this case attackers use noise to disturb 

network.  

 

caller

Sessions

recipient

SIP

Malicious noice

 

Figure 6.12: Transport Protocol DoS Attack. 

 

Possible attack Solutions 

- SRTP might be useful because it is a secure version of RTP protocol but not widely 

used. 

- Proxy server must be used for encryption. 
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caller

receiver

Malicious 
noise

SIP ServerProxy Server

Transport 
path will be 
encrypted

 

Figure 6.13: Use Proxy to stop extra noise and encrypt existing communication. 

 

 

SRTP Proxy SRTP Proxy

Transport 
path will be 
encrypted

 

Figure 6.14: Use proxy for encryption between untrusted networks. 

 

 

3. Flooding DoS Attack 

- Means to flood a network with lots of traffic 

- So that there is not enough bandwidth for legitimate users. 

- And sometime there is not enough resources left for legitimate users. 

 

Sessions

Phones dependent on gateway to reach 
phones in network B

Phones dependent on gateway to reach 
phones in network B

Phone network A

gateway

Phone network B

 

Figure 6.15: Network for DoS Flooding. 
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Possible attack Solutions 

- Not 100% possible to solve but Implement QoS based filtering by routers. In this way, 

VoIP can be given more priority or bandwidth. 

 

4. Gateway DoS Attack 

- In this kind of network, to allow phone calls between two different networks and for that 

special gateways have been set up that are able to process VoIP calls. 

- These gateways have limited resources because they are connected two both VoIP and 

traditional phone networks which can cause gateways to easily run out of the resources.  

- Means all calls would pass through gateway so the only the number of concurrent calls 

are possible and at one point, the gateway will stop accepting calls. 

- This is the way, a gateway can very easily be loaded causing DoS for legitimate users. 

 

Possible attack Solutions 

- Not possible till we have traditional phone networks in a working condition. 

 

 

Figure 6.16: Screenshot DoS Flooding. 

 

6.2.4   Attack 4: VoIP SPIT (Spam over Internet) Attack 

 

1. Spam in the most unwanted traffic in the internet.  

2. SPIT is just like a spam.  

3. It uses voice messages instead of text messages. 
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4. It is a major threat in IP telephony. 

5. Sometime it is greater than a normal SPAM attack. 

6. In case of attack, pre-recorded message is played after the call is answered. 

 

SIP Server PBX Server

SPIT Test

INVITE Request

100
Ringing

=
10

SPIT OK SPIT Failed

SIP Resposes

SIP Response

 

Figure 6.17: Working of SPIT Attack. 

 

 

How this attack is done: 

1. An attacker enters value of valid accounts of 101 (victim) and 102 (originator) with its 

password. 

2. Then SPITFILES ties to register them into SIP server as account 102 and initiate a call 

to 101. 

3. And the system detects successfully connection between both and getting response from 

SIP server. 

4. Now SIP server performs 10 continues call. 

5. And all responses from SIP server must be 100 ringing. 

 

Prevention 

 

1. Caller identity must be compared with stored identities called blacklist filtering. 

2. In case of first time call, a system asks to call again if a caller calls again, a system puts 

it into whitelist.  
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3. Meet the requirement of proper firewall setting. 

4. When caller calls, a sender domain must be identified but this system does not exist yet. 

5. Speech recognition techniques must be implemented to identify original caller.  

6. VSP (VoIP Service Provider) must have call records details to classify the spam calls. 

7. IP address of a call must be identified. 

8. Probability of arriving of all must be filtered and watched. 

9. Inter-domain trust must be defined so other domain can’t interfere into it. 

10. Check if caller often change its SIP identification. 

11. In most cases spam caller is automated system so quest must be asked to a caller to 

identify whether it is human being or not. 

12. Call repetitive rate must be controlled such as if a caller calls someone up to two 

minutes continuously, in this case a caller must be blocked temporarily.  

 

6.2.5   Attack 5: VoIP Spoofing 

 

1. It is basically used for fake calls for any reason. 

2. Display victim caller id on recipient's machine or phone. 

3. Victim is not able to know that which one is using its caller id and where? 

4. Even some time, some vendors provide this service. 

 

Symptoms of attack 

1. Caller name is blindly passed to the called party. 

2. Name is generated by the telephone company. 

Only geographic location is displayed on a device. 

Prevention 

1. Websites must be blocked which provides caller-id spoofing services. 

2. Access service provides must be alert. 

3. If call spoofing is required then third party permission must be required. 
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Legal use of call spoofing 

1. In large enterprise, if it has 5000 employees and one special no such as 510-11111 so 

instead of giving different extension to all branches, there will be a single extension so any 

one can identify that the call is from this enterprise. 

2. In case of Toll-Free telephone no. 

3. In case of when call center calls to its clients. 

4. Automatic answering service for marketing or provide information or for alerting. 

5. Google Voice is the best example because it display same no on a machine or phone. 

6. Emergency no such as 100 for police, 101 for fire brigade, 108 for ambulance in Gujarat 

(India). 

 

6.2.6   Attack 6: VoIP Call Flooding 

 

 

Figure 6.18: Network I used for Call Flooding. 

 

1. It is a part of DoS Attack 

2. In this case, the attacker floods valid or invalid heavy signals or data to a target system. 

3. So it reduces performance of a targeted system. 

4. Valid or invalid call request in bulk. 

5. Ping flooding 
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Types of VoIP Flooding 

1. Flooding with Registrar: In this attack, an attacker sends bulk request to register it into 

SIP server so other genuine user cannot be able to register because system will be 

responded.  

2. Flooding with Proxy Server: In this attack, an attacker develops distributed INVITE 

flood and then attack. 

SIP Proxy

SIP Proxy

SIP Proxy

SIP ProxyAttacker

Spoofed invite Response

 

Figure 6.19: Flooding with Proxy Server. 
 

3. Flooding with End User: It is very easy attack to perform because when an attacker 

makes only 10 to 15 calls to a victim, a victim’s system will not be able to respond. 

Spoofed invite

Attacker
SIP Proxy

 

Figure 6.20: Flooding with End User. 
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Prevention 

1. A traffic monitoring system must be implemented. 

2. Session filtering must be implemented to watch which sessions were not uncompleted. 

3. Flooding detection module must be implemented. 

wifi

Caller 1

Caller 2

Detection 
module SIP Proxy

Attacker

11 CPS 
(Call per second)

400 CPS 

400 CPS 

 

Figure 6.21: Prevention for Call Flooding. 
 

 

Figure 6.22: Screenshot for Call Flooding Software. 
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6.2.7   Attack 7: VoIP Fuzzing 

 

Figure 6.23: Network I used for VoIP Fuzzing. 

 

 

Basically Fuzzing tools were not created for hacking but they were created for testing VoIP 

networks from dummy packets. But an attackers use this tools for attacks. It is a one kind of 

DoS attack. 

1. Through this tool you can generate dummy request. 

2. You can generate request using loop also. 

3. You can generate and send large dummy packets to busy communication traffic. 

4. At different level, you can do this attack as follow… 

a. SIP INVITE 

b. SIP ACK 

c. SIP CANCEL 

d. SIP Request Framework 

 

This is the most dangerous attack in the world of VoIP. The impacts of this attack are as 

follows… 

1. Loop attack 

2. Memory Overflow 

3. State Killing 

4. Traffic Jam 

5. System Crash or Software Crash 
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Vulnerabilities for this attack: 

1. Because the most VoIP protocols are public and less secure. 

2. Fuzzing tool are too easy to use even for non-programmer also.  

3. Difficult to test all dummy packets. 

Prevention 

 

As par DoS prevention, because there is no any perfect prevention method for this attack. 

 

 

Figure 6.24: Screenshot for Fuzzing. 

 

6.2.8   Attack 8: VoIP Phishing 

 

Figure 6.25: Network I used for VoIP Phishing. 
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Phishing is just to get someone’s confidential data and use it illegally and it is VoIP phishing so 

called: Vhishing. 

Working of Vhishing 

1. Very popular attack. 

2. There is no any technical knowledge required to perform this attack. Only better 

communication skill is required to attract victims’ attention. 

3. In this attack, an attacker sends a forge mail or fake call and it seems an official message 

from a company. And an attackers demands victims’ confidential data. 

4. And some victims’ easily give it to an attacker. Then an attacker uses for an illegal 

transactions. 

5. Most of the attackers use VoIP but not PSTN to do VoIP attack because PSTN is more 

secure and easily traceable. 

Phishing Attacks’ Examples 

Here are examples of ways in which you can be attacked if you are a phishing target:  

1. Get an email from Banks, financial institutions and PayPal to inform some irregularity on 

your account and you are told to activate that account after giving some personal details.  

2. Get a fake voice call from Internet and say that someone is trying to change your password 

so please give us your information to secure your account.  

3. Get a call from your bank and say that suspicious activities on bank account, and tell you to 

give banking details to secure your bank account. 

How VoIP Makes Phishing Easier 

 It is cheaper than PSTN and widely used. 

 Caller ID has been easily tempered. 

 Asterisk is popular open source VoIP software and it gives so much flexibility to the 

programmer, persons with low skills can achieve illegal tasks. Anyone with basic 

knowledge of VoIP can change its deployment and make a group of dummy numbers 

that they can use victims’ account without changing their own identities. 

 VoIP devices and softphones are very portable and could be taken anywhere. 
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 Easy to integrate VoIP hardware with PCs and it makes easy for attackers to hack phone 

calls. 

 VoIP phone no can be easily set up and destroyed 

 Attackers can send  thousand message or call at one time 

 In VoIP, Virtual Number can be created very easily by an attacker. 

Prevention  From Vhishing Attacks 

 

 Follow your bank's or company's policy on sending messages or calls 

 Avoid calls or messages starts from "5000". 

 Never reply to a doubtful text messages or calls without verifying. 

 Block texts from the internet, features are provided by providers. 

 Never give sensitive information to automated call system. 

 Use anti-phishing system with PBX server to filter doubtful calls. 

 If you have been hacked then report it to reportphishing@antiphishing.org. 

 Make aware your friends. 

 

6.2.9   Toll Fraud 

 

1. It is the most likely to make the news. 

2. A very high dollar value can be placed on toll fraud. 

3. It is often the most important in the eyes of a large organizations. 

4. A successful theft of service from a large organization can go unnoticed for quite some 

time, allow the attacker to rack up a large bill at the organizations expense. 

5. Quite easy to accomplish because of simple configuration problems in a dial plan. 

6. These issues are often difficult to identify. 

7. Very profitable from the point of view of the attacker to commit toll fraud as once the 

attack is complete there are no real costs involved and the attacker can abuse the 

services quite rapidly. 
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6.2.10   Password Attack 

 

Figure 6.26: Network I used for Password Attack. 

 

In this attack the attacker changes the password of legitimate user and gains access to his/her 

account. The password is set same as the user Id in this attack. 

Same Network but Trixbox & BackTrack used. 

 

Figure 6.27: Screenshot of failed Password Attack. 
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Figure 6.28: Screenshot of successfull Password Attack. 

 

6.3     Network Setup 

 
6.3.1   DNS Script 
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6.3.2   DHCP Script 
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Chapter  7 
 

 
 
 

Secured VoIP Network Design 
 
 
 
 
 

7.1     Network Design & Secure Protocol 

 
 
 

 
Figure 7.1: Stack of VoIP Protocols and Security Layer. 

 
 

As per my research, VoIP security general requirements such as … 

 

1. Just deal with the server that have a valid digital certificate. 

2. Proper user authentication using proxy and identity server with source IP address. 

3. Phone no must be translated into IP address before communication. 

4. Identify location of gateway to track caller IP address. 

5. Use Caller ID encoding and decoding while calling. 
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6. Call details record must be maintain. 

 

Above are general security measures that we have to follow but layer based security such as… 

 

 
Figure 7.2: Layer Based Security for VoIP. 

 

 

Security Steps as per Network Diagram 

 

1. Unnecessary services must be turned off.  

2. VoIP server access must be restricted. 

3. Use IDS to detect illegal attempt of VoIP server. 

4. VoIP firewall must be used. 

5. User identity must be confirmed and cross checked using Proxy and Identity Servers. 

6. Keep call records or message records for future auditing. 

7. Use certificate servers to authenticate user and devices.  

8. Use encryption of call and messages. 

9. Implement MapPoint Server to track users.  

10. Certificate server must be in all VoIP network to identify users and devices. 

 

Network Diagram: 
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Figure 7.3: Network Design for Secure VoIP. 

 

 

Protocol 

 

 

Figure 7.4: Protocol. 

 

We need to add these two fields for secure VoIP: 
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Figure 7.5: These two fields can help trace & secure. 

 

Check should be performed on Source ISP as shown in below diagram: 

 

Figure 7.6: Check on Source IP. 
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Chapter  8 
 

 
 
 

Conclusion and Future Scope 
 
 
 
 
 

8.1     Conclusion 
 

In the world there are a lot of theories regarding VoIP securities and services. But VoIP is 

actually more secure and reliable than normal internet based services such as email, chat, voice 

mail, fax and etc. And we need not to worry about security because security is being 

implemented day by day. Now days VoIP is more secure than its beginning days. But still we 

need to be very careful while sending sensitive information using VoIP. 

  

VoIP security issues are challenging task for networking staff and with this technology, added 

threats, warms and others issues are being shown but stiff it is safe because of efficient network 

and protocol design as we did in this research. 

  

An individual who manage VoIP based networks have a endless job. In large organizations, the 

security and network are divided into different groups to manage in a proper way. 

 

8.2     Future Scope 

 
 

In RAN's
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