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Abstract— in privacy preserving data mining technique
cryptographic process is good to implement properly for making
data private while sending data to third party. This paper is just a
study of some of the encryption and decryption technique like DES,
RSA and hash function which can be implemented for
cryptography. This paper is also emphasized on comparative study
on different encryption technique and how is useful in
cryptographic technique.
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I. INTRODUCTION

The requirement of information security within an organization is
important today as many of the organizations are using computer
based information system. Such computerized systems are
networked based. The need of information security is even more
sensitive for system that can be accessed over public telephone
network, data network, or the Internet.

Generally in cryptographic technique the actual data is converting
to in unknown format which is called encryption and converted
data is called cypher text. Same way in reverse manner that
encrypted data is convert it in actual format of data which is called
decryption.
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[Fig.1: Cryptography components]([5]
Il. NEED OF CRYPTOGRAPHIC TECHNIQUE

Why do we need to implement cryptographic technique in our
system? The answer is mentioned below:

1. Confidentiality: while sending data to anyone on the network
the information has to be confidential which should not revealed
to unknown party

2. Integrity: while sending the data on the network the data
should not be altered

3. Non-repudiation: after sending the data sender should not
change his or her objectives of sending data

4. Authentication: at the time of sending and receiving the data
sender and receiver should confirm their identity

lll. DIFFERENT TYPES OF CRYPTOGRAPHIC TECHNIQUE

The major categories of cryptographic techniques are: classical
techniques, modern techniques, and public-key encryption. In
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Classical techniques there are substitution techniques and
transposition techniques. Caesar cipher, Monoalphabetic cipher
and Polyalphabetic ciphers are the examples of classical
techniques. In Modern techniques there are block cipher, stream
cipher and DES algorithm. RSA algorithm is the widely used Public
Key technology. Summarize into three broad categories as under:

A. Symmetric Key Cryptography: This type of cryptographic
technique uses a single key for encryption and decryption of the
information [23]. They are also known as single key cryptography
or secret key cryptography.

B. Public Key Cryptography: This type of cryptographic technique
uses one key for encryption and another for decryption for the
information [23]. They are also known as double key cryptography
or asymmetric key cryptography.

C. Hash Functions: This type of cryptographic technique uses a
mathematical transformation to encrypt the information

A. SYMMETRIC KEY CRYPTOGRAPHY:

In such kind of cryptographic technique sender uses a single key to
encrypt the information and same key is used by the receiver to
decrypt the data which is shown in the figure-2. So In this
cryptographic technique a single key is used for both encryption
and decryption [8, 24, 26]. So in such kind of technique key must
be known to both the parties and it should be private to them
only. This technique is categorized as being either stream ciphers
or block ciphers. Stream ciphers operate on a single bit (byte or
computer word) [7, 6] at a time and implement some form of
feedback mechanism so that the key is constantly changing. A
block cipher is so-called because the scheme encrypts one block of
data at a time using the same key on each block. So in this case,
the same plaintext block will always encrypt to the same
ciphertext when using the same key in a block cipher whereas the
same plaintext will encrypt to different ciphertext in a stream
cipher which shows in figure-2. [23, 24, 26]
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IA) Secret key (symmetric) cryptography. SKC uses a single key for both
encryption and decryption.
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B) Public key (asymmetric) cryptography. PKC uses two keys, one for
encryption and the other for decryption.
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C) Hash Tunction (one-way cryptography). Hash functions have no key
since the plaintext is not recoverable Irom the ciphertext.

[Fig.2: secret-key, public key, and hash function cryptography][26]



In this cryptographic techniques mainly DES algorithm is first
choice of the user.

Data Encryption Standard (DES) [20]: Data Encryption Standard is
a block-cipher employing a 56-bit key that operates on 64-bit
blocks. Data Encryption Standard has a complex set of rules and
transformations that were designed specifically to yield fast
hardware implementations and slow software implementations,
although this latter point is becoming less significant today since
the speed of computer processors is several orders of magnitude
faster today than twenty years ago. IBM had also proposed a
112-bit key for Data Encryption Standard, which was rejected at
the time by the government [24, 26]; however, conversion was
never seriously considered.

The problem with the Data Encryption Standard is that has not
been completely solved is the problem of distributing the secret
key to the various end points in the communication. One probable
solution is to simply deliver the key manually, which can be
expensive and time-consuming too. Another probable solution is
which is currently being investigated is to use public-key
techniques to securely exchange the key for Data Encryption
Standard. [1]

Techniques to securely exchange the key for the DES. [1]
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[Fig. 3: Data Encryption Standard]

B. PUBLIC KEY CRYPTOGRAPHY:

PUBLIC KEY CRYPTOGRAPHY depends upon the existence of
so-called one-way functions, or mathematical functions that are
easy to compute whereas their inverse function is relatively
difficult to compute. Let me give you two simple examples:

I.  Multiplication vs. factorization: say for example two prime
numbers are there, 3 and 7, and that | want to
calculate the product; it should take almost no time to
calculate that value, which is 21. Now suppose,
instead, that | tell you that | have a number, 21, and |
need you tell me which pair of prime numbers |
multiplied together to obtain that number. So you will
finally come up with the solution but whereas
calculating the product took milliseconds, factoring
will take longer. The problem becomes much harder if
| start with primes that have 400 digits or so, because
the product will have ~800 digits.[23,24,26]

Il. Exponentiation vs. logarithms: say for example | want to take
the number 3 to the 6th power; again, it is relatively
easy to calculate 36 = 729. But if | tell you that | have
the number 729 and want you to tell me the two
integers that | used, x and y so that logx 729 =y, it will
take you longer to find the two values.[23,26]

Generic PUBLIC KEY CRYPTOGRAPHY [23, 24] employs two keys
that are mathematically related although knowledge of one key
does not allow someone to easily determine the other key. One
key is used to encrypt the plaintext and the other key is used to
decrypt the ciphertext. The important point here is that it does not
matter which key is applied first, but that both keys are required
for the process to work (Figure 1B). Because a pair of keys are
required, this approach is also called asymmetric cryptography.
[23, 26]

PUBLIC KEY CRYPTOGRAPHY algorithms that are in use today for
key exchange or digital signatures include: [24]

RSA: RSA can be used for key exchange, digital signatures, or
encryption of small blocks of data. In RSA variable size encryption
block and a variable size key is used. The key-pair is derived from a
very large number, n, that is the product of two prime numbers
chosen according to special rules [24]; these prime number may
be 100 or more digits in length each, yielding an n with roughly
twice as many digits as the prime factors. The public key
information includes n and a derivative of one of the factors of n;
generally an attacker cannot be able to determine the prime
factors of n (private key). That is why the RSA algorithm is secure.
The ability for computers to factor large numbers, and therefore
attack schemes such as RSA, is fast improving and systems today
can find the prime factors of numbers with more than 200 digits.
However, if the created large number is two prime factors that are
roughly the same size, then there is hardly any factorization
algorithm that will solve the problem in a reasonable amount of
time; Regardless, one presumed protection of RSA is that users
can easily increase the key size to always stay ahead of the
computer processing curve. [24, 26]
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[Fig.4: Encryption, decryption, and key generation in RSA]
RSA can be used for key exchange as well as digital signatures and
the encryption of small blocks of data. Today, RSA is principally
used to encrypt the session key used for secret key encryption
(message integrity) or the message's hash value (digital signature).
RSA's mathematical toughness comes from the ease in calculating
large numbers and the difficulty in finding the prime factors of
those large numbers. Although employed with numbers using
hundreds of digits, the math behind RSA is relatively
straight-forward.

Following are the basic steps to create an RSA public/private key
pair:

I. Choose two prime numbers, p and g. From these numbers

you can calculate the modulus, n = p g.[23]



IIl. Select a third number, e, that is relatively prime to (i.e., it
does not divide evenly into) the product (p-1) (g-1). The
number e is the public exponent.

Il. Calculate an integer d from the quotient (ed-1) / [(p-1) (g-1)].
The number d is the private exponent.[23]

The public key is the number pair (n, e). Although these values are
publicly known, it is computationally infeasible to determine d
from n and e if p and q are large enough.

To encrypt a message, M, with the public key, create the
ciphertext, C, using the equation:

C=Memodn

The receiver then decrypts the ciphertext with the private key
using the equation:

M =Cdmodn

C. AES: The Advanced Encryption Standard or AES is a symmetric
block cipher used by the U.S. government to protect classified
information and is implemented in software and hardware
throughout the world to encrypt sensitive data. [27]

AES comprises three block ciphers, AES-128, AES-192 and AES-256.
Each cipher encrypts and decrypts data in blocks of 128 bits using
cryptographic keys of 128-, 192- and 256-bits, respectively.
(Rijndael was designed to handle additional block sizes and key
lengths, but the functionality was not adopted in AES.) Symmetric
or secret-key ciphers use the same key for encrypting and
decrypting, so both the sender and the receiver must know and
use the same secret key. All key lengths are deemed sufficient to
protect classified information up to the "Secret" level with "Top
Secret" information requiring either 192- or 256-bit key lengths.
There are 10 rounds for 128-bit keys, 12 rounds for 192-bit keys,
and 14 rounds for 256-bit keys -- a round consists of several
processing steps that include substitution, transposition and
mixing of the input plaintext and transform it into the final output
of ciphertext. [27]
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IV. WHY DO WE NEED DIFFERENT TECHNIQUES?

So based on above study, can’t we have only one cryptographic
technique?
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[Fig.6: Sample application of the three cryptographic techniques
for secure communication][26]

SYMMETRIC KEY CRYPTOGRAPHY is preferably suited to
encrypting messages so that we can provide privacy and
confidentiality to the user. The sender can generate a session key
on a per-message basis to encrypt the message; the receiver, of
course, needs the same session key to decrypt the message. [23,
26]

Key exchange, of course, is a key application of PUBLIC KEY
CRYPTOGRAPHY. Asymmetric schemes can also be used for
non-repudiation and user authentication; if the receiver can
obtain the session key encrypted with the sender's private key,
then only this sender could have sent the message. PUBLIC KEY
CRYPTOGRAPHY could, theoretically, also be used to encrypt
messages although this is rarely done because secret-key
cryptography operates about 1000 times faster than PUBLIC KEY
CRYPTOGRAPHY. So each cryptographic technique is having
different purpose.

V. RESEARCH CHALLENGES

Now a days all most each and every application is using data
mining techniques and most of the techniques are concerned with
privacy. Meaning is that we need to provide privacy so private
data will be secured. There are some of the research challenges
which are mentioned bellow:

A. Cybercrime, System Threats, and External Threats like hackers
Cybercrime is the serious issue now days. Most of the banking
systems are facing lots of problem regarding this. Banking are
losing millions or rupees due to these. Such kinds of crime
happens just because of less awareness of internet and security
issues.

Sometimes someone may came to know the privacy policy about
organization and it may possible that it will reveal some of the
secret data to third party which will be the problematic for system
itself.

There insider threats as well as outsider threats like hackers.
Hackers may hack your password by using your personalize data
they may hack your banking or any personal system. Sometimes
hackers are simply sending you some fake email of lottery and
they are trying to collect some personal information which will be
helpful to them for hacking your account.

B. Credit Card Fraud

One more area where some kinds of security should be apply
which is credit card. Generally while using of credit card at any
store or shopping Centre they do not ask for any verification as
well as any pin no. so if you lose your credit card it is quite easy to
use it by any one and anywhere.

C. Medical Health care related issues



Majority of insurance company and government agencies are
asking medical healthcare related data for the particular disease
for taking the survey so that they can generate some pattern and
make some policies regarding some new insurance after mining
.But by the same time they are also getting some personal data
which should not happen because such data will be used for
hacking the system or it is the matter of privacy of any person.

VI. PRIVACY PRESERVING DATA MINING BY
USING CRYPTOGRAPHIC TECHNIQUE
In most of the cases multiple parties are sharing their private

aggregated data without reveling any sensitive data to the third
parties so data will not be misuse. Say for example just to know

store. One better example is medical healthcare data are asking by
different government organization as well as the insurance
company for the survey purpose so in this case also personal data
should not be revealed.

So Cryptography is a good technique through which we can
protect the sensitive data which can be encrypted. This is very
good method for preserve the data. There are different methods
of cryptography available like horizontal partitioning and vertical
partitioning. But this method fails give productive results in the
case of more no of parties. So this method is somewhat difficult to
apply for a big databases. This is the only major disadvantage.

VIl. COMPARISON BETWEEN CRYPTOGRAHIC

the market trends there some supermarket stores wish to share TECHNIQUES
their data amongst all parties without reveal the data of individual
Factors AES DES RSA
Developed in 2000 1977 1978
Key Size 128, 192, 256 bits 56 bits >1024  bits
Block Size 128 bits 64 bits Minimum 512 bits
Scalability Not Scalable It is scalable algorithm due to Not Scalable
varying the key size and Block size.
Algorithm Symmetric Algorithm Symmetric Algorithm Asymmetric Algorithm
Encryption Faster Reasonable Slower
Decryption Faster Reasonable Slower
Power Consumption Low Low High
Security Excellent Secured Not Secure Enough Least Secure
Deposit of keys Needed Needed Needed
Inherent Vulnerabilities Brute Forced Attack Brute Forced, Linear and Brute Forced
differential cryptanalysis and Oracle
Attack[20] attack[20]
Key Used Same key used for Same key used for Encrypt and Different key used for
Encrypt and Decrypt Decrypt Encrypt and Decrypt
Rounds 10/12/14 16 1
Stimulation Speed Faster Faster Faster
Trojan Horse Not proved No No
Hardware & Software Faster Better in hardware than in software Not Efficient
Implementation
Ciphering & Deciphering Algorithm Different Different Same

[TABLE-1: COMPETITION BETWEEN AES, DES AND RSA TECHNIQUE][20]

VIII.

Based on the literature study we have found following important
observations related to AES, DES and RSA algorithm which are
given below:

SOME IMPORTANT OBSERVATION

1. DES technique is useful for the long messages to encrypt
and decrypt.

2. RSA technique is useful for short messages to encrypt and
decrypt.

3. AES and DES are based on symmetric key cryptography
where same key is shared by the sender and receiver
during implementation.

4. RSA is asymmetric key cryptography where sender and
receiver are using separate keys for encryption and
decryption.

5. In AES encryption and decryption processes are faster than
DES and RSA.

6. RSA is only one round encryption/decryption process
whereas in DES and AES multiple rounds are carried out
for encryption and decryption process.

IX. CONCLUSION AND FUTURE WORK

Cryptography has evolved as an important area of research to
enhance the information security over communications lines.
According to the criticalness of the information, cryptographic
algorithms can be used for enhancing our network based
applications. In today’s world Cryptographic technique is as good
as the practice for securing the data as we can encrypt and
decrypt both. Hash function will be useful as it is a one way
encryption so private data will be secure of the owner. Here we
have studied AES, DES and RSA technique and we are going to
propose privacy preserving data mining technique by using these



cryptographic techniques individually or may be hybrid approach.
We will be recommending use of two cryptographic techniques for
privacy preserving in data mining technique.
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