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Abstract

Open and distributed nature of cloud , vulnerability of internet , different limita-
tions of cloud service models are some of key features for the attraction of various
attackers. With the advancement of technology , cloud services are facing increasing
amount of threats with the advent of new types of different attacks. DoS attack has
severe impact on cloud environment as it is not limited to quality of service but also
related to the maintenance of services. Intrusion detection in cloud has been reported
as major security concern in cloud security alliance. Performance of IDS has been
degraded as it faces numerous problems. Traditional IDS and IPS (Intrusion Preven-
tion System)has been inefficient due to open nature of cloud. Different models of IDS
are proposed as defense mechanism to strengthen network security and protect from

different anomalies.
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Chapter 1

Introduction

1.1 Cloud Computing

Cloud computing is popular due to its numerous characteristic and benefits. Re-
duction of Cost, Scalable and flexible, Quick and Easy implementation, Reduced
Maintenance cost, Quality of Service, Mobility and so on has advantages has made
cloud popular in small and large scale industries. We have been dependent on cloud
technologies such as Google docs, amazons storage cloud , Dropbox, skype and so
on applications. Inspite of its numerous advantages it faces numerous security chal-
lenges such as security and privacy, loss of control and lack of standards. Some of the

essential characteristics are :

a. Resource Pool: Computing Resources such as Processing Power, network band-
width , memory and storage area must be in virtualized into some virtualized

pool can be allocated dynamically based on end user demands.

b. On-Demand service: There is no need of any human intervention and provider

to access server time and network storage.

c. Regular Service: It provides the facilities of resource monitoring , controlling ,

reporting usage of amount resources and this can be served to users.
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d. Rapid Elasticity: Services provided to end-users are unlimited and provided

based on their request.

e. Wide Network Accessibility: Services can be accessible on various devices such

as mobile phones, tablets, laptops, workstations.

-~

Broad Network
Access

Rapid
elasticity

Measured
service

Resource
pooling

On-demand _
Self-service Essential

characteristic

Service
models

Deployment
models

Figure 1.1: Cloud Architecture [6]

cloud computing consists of three layers:

a. cloud application: Its the uppermost layer which eliminates the need of in-
stalling applications and software on individual computer as it can easily be
accessed by web browser, hosted desktop or remote client. This layer has fol-
lowing security limitations. Saas deployment model(firewall, IDS),MITM (man
-in-the-middle) attacks, OS and SQL Injection Flaws,IP spoofing, port scan-
ning, packet sniffing, Cross site scripting [XSS]|,Access control weaknesses ,

Cross site request forgery [CSRF],Cookie manipulation ,Network penetration
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and packet analysis,Hidden field manipulation, Insecure storage and configu-
ration, Network Security, Session management weaknesses, Insecure SSL trust
configuration, SQL Injection flaws ,Data validation ,Insecure storage ,Identity
Management and Sign-on Process, Authentication weakness analysis, Insecure

trust configuration.

b. cloud platform: Its the middle layer which performs necessary changes in
server settings and configurations based on the demands. following are the
challenges faced by this layer: Web Session impersonation, Phishing attacks ,
Social engineering and brute force attacks, Password Reset attacks,application’s
default configurations, SSL Protocol and implementation flaws,Insecure permis-
sions on cloud data,cross site scripting to websites ,side channel attacks ,lack of
secure SDLC(SSDLC) ,Protect private information before sending it to cloud by
means of encryption keeping an audit trail, protection of API Keys,inadequate

security by cloud provider,integration with the rest of systems.

c. cloud infrastructure: Its the lowest layer. Its main function is to provide
infrastructure using virtualization. The limitation of this layer is that the se-
curity features by CSP are not updated and as per needs. This limitations
of traditional methods has evaded security breach in network policies , which
have enforced to develop security oriented systems monitoring the system activ-
ities. Network and information systems are vulnerable to security attacks which
leads to breach in policy and data. IDS is used to monitor the network traffic
performing malicious activities results into violating security rules. Different
risks are associated with cloud computing such as increased potential of insider

attacks, side channel attacks.

1.1.1 Types of Intruders

Intruders may be external or internal and may have various impacts on network. This

may vary from benign to serious.
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Different types of Intruders are:

a. Masquerader An unauthorized individual who penetrates the system access

controls by exploiting legitimate users account. It is likely to be outsider.

b. Misfeasor An authorized who misuses its privileges or unauthorized individual

who accesses resources , programs or data. It is likely to be insider.

c. Clandestine user An user who is at superior position to evade auditing and

access controls or suppress audit control. It is likely to be outsider or insider.

According to statistics , eighty percent cases observed suffers security breaches
by internal intruders and they are hard to detect and prevent .Script Kiddies
,gray hat hacker ; Amateur hackers, rival corporations, terrorists and even for-
eign government shave the motive and capability to carryout sophisticated and
novel attacks against computer systems [?]. Intruder penetrates into legitimate
user accounts and exploits it by creating security breaches. some of the ex-
amples of intrusions are : installing unauthorized tools , remote monitoring

applications, use of packet sniffers to capture passwords and so on.
There are basically four steps for intrusion in an network:

a. Prepare Attacker tries to gain complete network configuration details such

open ports , I[P Addresses and Operating system vulnerabilities.

b. Exploit Once attacker recognize vulnerabilities, it would exploit them. It may

even take multiple attempts.

c. leave behind Once attack is successful a back door is prepared by installing

the softwares and network sniffers.

d. clean up Attacker cleans the left evidence by clearing logs and other informa-

tion and installing modified system software.
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1.1.2 INTRUSIONS IN CLOUD ENVIRONMENT

Different security attacks are performed with different motives and they corrupt the
system in different ways. These vulnerabilities results in violations of different prop-
erties: Availability, Confidentiality, Integrity and Control.

Availability:

There should be violation of security policies if intended user or authorized users
would not be able to access a particular system resources whenever they need to
access it.

Confidentiality:

There would be breach in the security if the attacker can gain unauthorized access
without the owners permission or information.
Integrity:

There would be violation in Integrity if unauthorized users or attackers changes
the system state or data possessing the system or passing through the system.
Control:

An attack causes violation in access control by granting privileges to access control

policies.

These intrusions can affect availability , confidentiality and integrity. They are:

a. Insider Attack: An authorized users tries to gain an higher privileged levels.
Sometimes they may even disclose secret information of the organization . Such

attacks are carried by employees of the organization.

b. Flooding Attack: Attacker sends huge number of packets of TCP, UDP,
ICMP or mix of them by flooding the victim. Illegitimate network connection
is responsible for the attacks. In cloud, VM is open to internet so there is high

risk of DoS (or DDoS) through zombie [3].

It mainly affects service availability which leads to loss of availability of resources
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to the intended or authorized users. It will completely exhaust hardware devices

and would no longer able to carry out intended tasks.

c. User to Root Attack: Attacker tries to gain authorized access by sniffing
the password. This would further be used to exploit vulnerabilities of root
level access. Such attacks takes place when static buffer is overfilled. Some
security risks such as password recovery workflows, phishing attack, key loggers
etc. dont possess any standard mechanism to prevent security risks. In cloud,

attacker tries to gain valid user instances via to obtain root level access of VM.

d. Port Scanning: Various port scanning techniques are TCP Scanning, UDP
Scanning, SYN Scanning, FIN Scanning, ACK Scanning, and Window Scan-
ning. They lists various open ports, closed ports and filter ports. Various In-
formation such as IP address, MAC address, router, gateway filtering, firewall

rules and so on can be known and can be misused.

e. Attack on virtual machine or hypervisor: To gain a complete control over
virtual machine, the lower layer needs to be compromised. Some of popular
attacks on virtual layer are BLUEPILL (2006), SubVir (2006) and DKSM are

some well-known attacks on virtual layer.

Zero Day vulnerabilities are found in VM to gain complete access. A hyperVM
virtualization application was exploited by zero-day vulnerability which resulted

in destruction of many server based websites (2009) [2].

f. BackDoor Channel Attacks: Hacker gains remote access in infected code
by compromising confidentiality. Thus it is a passive attack that can control
victims resources and use it as zombie to perform DDoS attack. Attacker can
get access and control of cloud user resources by compromising the system. To
prevent such attacks firewall, signature and anomaly based intrusion detection

system is used.
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1.2 Intrusion Detection System

INntrusion Intrusion
Detection Reaction
Network { > Policies
Traffic v

Figure 1.2: MacroComponents of IDS [14]

Three main Components of IDS are as follows:

a. Intrusion detection system To classify anomalous traffic summarization al-

gorithm and pattern recognition techniques are used.

b. Anonymizer Some real life traces such IP addresses, application information

are used to train the pattern recognition algorithm.

c. Alert signals acts as triggers for information exchange and trace back the attack

resources.

Above architecture is dependent on classical IP Infrastructure.

Model is composed of two parts:

a. Real time Intrusion Detection system It is based on user behavioral model

network packets are analyzed and classified.

b. Pattern Recognition System Data from user behavioral model is extracted
and stored in database in the network traffic features and pattern recognition

algorithm.
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Connection
Packet Features

Sniffer |j——31 Processor —| Classifier
A

Raw Data

Ruleset

Pattern Recognition

Connection Algorithm

Features

Figure 1.3: Framework for Intrusion Detection system [14]

1.3 Features of IDS

Following are the features of IDS are:

e IDS can detect the attacks , errors undergoing in the system.

IDS can monitor the system performance automatically.

IDS can trace users activity and their impact.

IDS can act as support system .

IDS can detect errors, misconfigurations along with various attacks.



CHAPTER 1. INTRODUCTION 10

1.4 existing software

1.4.1 Snort

Snort is open source Network based Intrusion Detection System that facilitates real
time traffic analysis and packet logging. The main function of snort is Protocol
Analysis,Content matching and Searching.

The Three main modes of Snort are:sniffer mode, packet logger mode and Network
Based Intrusion Detection System. Sniffer mode is used to read network packets and
display them on console. Packet logger mode is used to log packets into disk.NIDS is

used to monitor network traffic and analyse based on rule set.

1.4.2 Tiger

Tiger is a open source tool used for security auditing and network intrusion detection
system. Tiger can be written using shell language.Tiger checks system status and its

configuration.

1.5 Need of research

According to cloud security alliance report 2015 , following are security concerns of

cloud computing[22]:
e Data Breaches
e Data Loss

DDoS Attack

Account Hijacking

Insufficient Due Diligence

Malware
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e Viruses
e Phishing Attacks
e BYOD

Open and distributed nature of cloud, vulnerability of internet, different limita-
tions of cloud service models are some of key features for the attraction of various

attackers.

1.6 Objective of Study

Dos attack can cause some of problems such as Ineffective services, inaccessible ser-
vices, Interruption of network traffic in the connection interface. Based on the motive
of attack , the attack is classified as severe. It is necessary to detect the severity of
this attack based on the performance. These attack are necessary to detect so that
they does not affect any of the services.

following are the ways to identify DoS attack:

. unusually slow network performance

Q

b. unavailability of particular site

c. increase in time span to access your account

e

inability to access website

1.7 Scope of Work

Knowledge acquisition: As I've mentioned above attack needs complete understanding
of user behavior and knowledge. Network needs to be continously monitored to
identify the malicious behavior. Partial understanding It is not always possible to

give detect variations of attacks. So, our model must be able to overcome as many
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problems as possible which is the scope of the project. It is also necessary to detect

attacks by minimization of false alarm rates.



Chapter 2
Existing System

Denial-of-service comes in various forms and services. There are three types of attack

with different motives are as follows:

e Consumption of Scarce , limited or non-renewable resources: Some of
things such as network bandwidth, memory, disk space, CPU time, data struc-

tures, access to computers and networks and other environmental resources.

e Network Connectivity DoS attack mainly takes place in network connection.

Example of this type of attack is "SYN Flood”.

Attackers machine has established connection with the victim machine such a
way that connection is half open. Victim machine reserves limited number of
data structures which requires to complete the connection. This attack results
in denying of legitimate connections leaving half-open connections. Kernel level

data structure is been consumed by the intruder.

e Using your own resources against you Generation of excessive mail mes-
sages.Placing files in anonymous ftp areas or network shares.Intentionally gen-

erating errors that are already logged.

e Bandwidth Consumption A large number of packets of ICMP ECHO is been

directed to the network resulting into the consumption of network bandwidth.

13
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e Network Connectivity Intruders may consume some other resources that are
necessary for system operation. Example, Limited data structures are available
to hold the process information such as identifiers, entries and process slots.
It may be just created by writing the script that copies itself. This can be
sometimes prevented by the quota facilities provided by the operating system.
If the table is not filled by copying the scripts then CPU may consume large

number of processes and associated time between switching.

Even disk space is consumed in numerous ways:

— Generation of excessive mail messages.
— files are placed at anonymous ftp areas.

— Intentionally generating errors that are already logged.

If there is no bound on amount of data written on disk it can lead to denial
of service. This may even cause system crash by sending malicious data over

network.

The attack is likely to take place once system faces frequent crashes with no
specific cause. Some of things that are vulnerable to dos attack or can be used
in malicious way are: printers, tape devices, network connections, and other

limited resources.

2.1 Issues in existing System

In Packet Marking Techniques, following are the limitations:
e [t is more complex and time consuming with less effectiveness.
e [t cannot detect attack so fast.

In other traceback Techniques, following are the limitations:

e Packets from legitimate users will be lost.
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e Malicious attacker or attacks with lower rate cannot be detected.

e Traceback may be slow or sometimes it may be impossible.

2.2 Categories of DoS Attack

Different categories of DoS attack are as follows [24]:

e Volume Based Attacks: The main aim of this attack is to consume bandwidth

of victims website. It includes UDP Floods , ICMP Floods and so on.

e Protocol Attacks: The main aim of this attack is to consume all the resources
of servers such as routers , firewall , load balancers and so on. This includes

attacks such as Ping of Death , Smurf , TearDrop and SYN flood attack.

e Application Layer Attacks: Its main aim is to destroy the web application or
crash the web services. This type of attack includes zero day attack , vulnera-

bility exploitation and so on.

e Session Exhaustion: It exploits the session limitations by not closing old sessions

and opening of new sessions.

2.3 TYPES OF DOS ATTACKS

Different types of dos attacks are:

a. Application Layer Attack: The main aim is to flood server with large number
of request with resource handling and processing. Examples of such attacks are,

HTTP Floods, DNS query flood attacks and slow attacks.

b. Network Layer Attack: They mainly aim to exhaust network resources.
Examples of such attacks are UDP Flood, SYN Flood, NTP Amplification and
DNS amplification attacks. 20 to 40 Gbps traffic events are enough to shut

down network resources.
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c. Buffer overflow Attack: The attacker would exploit the vulnerability by
sending the large amount of data it can handle. Some of its characteristics are:
Sending large number of ICMP messages, sending emails with 256 characters

to netscape and Microsoft mail messages.

d. Smurf Attack: In this type of attack, a large number of ICMP packets are
broadcasted to a computer network with victims spoofed source IP address.
With this flooding, spoofed host will not be able to distinguish or receive real
traffic.

some of the mitigation technique for smurf attack is [20] :

e to block directed traffic entering into the network.

e configure host and routers in such a way that not to respond to ICMP echo

packets.

e. SYN Attack: A limited buffer space exists for the rapid hand shaking of
messages by setting up sessions. This packets consists of sequence number for
exchange of messages. A large number of packets are send and then not re-
sponded leaving large number of packets in buffer not permitting the legitimate

requests.

f. Teardrop Attack: The IP Protocol packets are divided into fragments. This
packets are identified by the offset at the beginning of packets. The attacker
puts an confusing value to the second or later fragments, which leads to system

crash.

g. Viruses The viruses replicate across a network in various ways where a host is

targeted. In such attack depends on severity, attacks can be hardly noticed.

h. Physical Infrastructure attacks: Snipping of fibre optic cable is included in
it. Such attacks can be mitigated by rerouting the traffic.
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2.4 Performance Metrics of Various types of DoS
attack

a. ICMP Flood Attack
Ping and its variation hping command are used to check the services of any par-
ticular system. Any packet can be maximum of 65,535 bytes. Communication
between systems can be carried using ICMP Ping request and ICMP Ping re-
ply. Attacker floods the system for sending thousands of packets to server using
spoofed IP Address. So that replies are send to spoofed address. By using ping
command to flood with excess number of packets the resources are consumed.

Snort rule for detecting ICMP Attack is:

Alert icmp any — 192.168.1.0/24any(msg : IC M Pattackdetected;
sid : 10000001; rev : 001;)

Performance Matrix for ICMP Flood Attack

Packet CPU Utiliza- | RAM Us- | Network Us-
Size(bytes) tion(%) age(Mb) age(Mb/S)

10 60 213.5 6

100 68 213.8 10

500 79 450 18

1000 82 520 25

b. Smurf Attack
The ICMP echo request is broadcasted with victims IP Address. All the Intermediate
machines respond with ICMP echo reply. This leads to flooding of network with
thousands of reply. By spoofing the source IP Address same as destination IP Address

the resources are exhausted.

Snort rule for detecting Smurf Attack is:
Alert icmp any any — 192.168.1.0/24any(msg : Smur fattackdetected,
itype : 8; Sid : 5000002; rev : 1;)
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Packet CPU Utiliza- | RAM Us- | Network Us-
Size(bytes) tion(%) age(Mb) age(Mb/S)

10 15 680 1

100 36.6 710 1.8

500 48 724 2.8

1000 65 742.8 3.3

Performance Matrix for Smurf Attack

c. HTTP DoS
HTTP Flooding is been created by use of Zombies i.e. Ufonet. Valid or I

nvalid Http

request are sent to server by using three way handshake communication. By using

zombie such as ufonet to perform HTTP DoS attack on Server by generating valid or

invalid HTTP Request.

The following rule detects a pattern GET in the data part of all TCP packets that are

leaving 192.168.1.0 network and going to an address that is not part of that network.

The GET keyword is used in many HTTP related attacks; however, this
using it to help you understand how the content keyword works.

Alert tep 192.168.1.0/24 any —![192.168.1.0/24]any(content : "GET”;
msg : "GETmatched’;)

rule is only

The followingruledoesthesamethingbutthepatternislistedinhexadecimal.

alerttcp192.168.1.0/24any —![192.168.1.0/24]any(content : 7 |474554|;
msg : "GETmatched”;)

Performance Matrix for Http DoS Attack

Packet CPU Utiliza- | RAM Us- | Network Us-
Size(bytes) tion(%) age(Mb) age(Mb/S)

10 30 600 2.1

100 45 630 2.8

500 65 685 3.5

1000 75 700 4

d. TCP SYN Attack

The Basic step of three way handshaking is exploited. For communication purpose
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between servers TCP SYN and TCP ACK messages are exchanged. Attacker spoofs
the IP Address so the SYN ACK packets are send to victims (spoofed) Address which
completely fill ups maximum limit of SYN ACK Packets. Since packets waits for ACK
until it times out and get dropped, victims machine is flooded with illegitimate request
and would not be able to serve legitimate request.By exploiting the basic three way

handshake the attack has been performed and has been monitored using ganglia.

Snort rule for detecting TCP SYN Attack is :

Alert tcp any any — anyany(msg : TC PSY N Floodattackdetected; flags : S;
threshold : typethreshold, trackbygst, count20, seconds60; sid : 5000001; rev : 1;)

Performance Matrix for TCP SYN Attack

Packet CPU Utiliza- | RAM Us- | Network Us-
Size(bytes) tion(%) age(Mb) age(Mb/S)

10 25 700 5

100 70 680 5.2

500 79 47 4.9

1000 85 790.5 5.78

. UDP SYN Attack

Since UDP is connectionless protocol, the attacker generates enough UDP Packets to
a random port in Victims Server. On the Victim Side, it will check for application
that will be waiting for that particular packet unless it realize there is no application
waiting for it. So ICMP with destination unreachable is generated to source address.
If enough number of Packets are received at the victim end, the system would be
flood and would be down.The ports that are open in victim side is targeted. Enough
UDP Packets that can flood the victims server are generated which would exhaust
all the available resources such as CPU, bandwidth and memory.

Snort rule for detecting UDP SYN Attack is:

Alert udp any any — 192.168.1.0/24any(msg : Landattackdetected; flags : S;threshold :
typethreshold, trackbyyst, count20, seconds60; sid : 5000003; rev : 1;)

Performance Matrix for UDP SYN Attack
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Packet CPU Utiliza- | RAM Us- | Network Us-
Size(bytes) tion(%) age(Mb) age(Mb/S)

10 60 420 2.5
100 65 432 4

500 75 450 6.5
1000 62 480 7.9

f. Land Attack
The source IP is spoofed as of Destination IP. So the machine send huge request to it-
self and this conflict cannot be resolved at last victim gets crashed or rebooted.Spoofed
IP Address that is same as Victim is used by attacker so that request is send to itself
and all the resources gets consumed.
Snort rule for detecting Land Attack is:
Alert tcp any any — anyany(msg : Landattackdetected; flags :
5000000; rev : 1;)

S; sameip; sid

Performance Matrix for Land Attack

Packet CPU  Utiliza- | RAM Us- | Network Us-
Size(bytes) tion(%) age(Mb) age(Mb/S)

10 65 350 29

100 71 368 3.1

500 73 371 3.5

1000 75 380 3.7

2.5 DoS attack detection algorithm

There are several type of DoS attack as mentioned above. Based on the motives and
techniques used severity varies. Different techniques are used to detect the severities

of this variations of attack.
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2.5.1 Fuzzy Algorithm

In this algorithm , trapezoidal shape is used including four parameters a , b, ¢ and

d. This algorithm is used to calculate the probability of attacks [23].

if (data > a) && (data < b ) then
prob =data - a/(b-a);
else
if data > b and data < ¢ then
prob = 1;
end if
else
if data > ¢ and data < d then
prob =d - data/(d-c);
end if
else
prob = 0;
end if

2.5.2 IBRL Algorithm

This proposed model monitoring system collects real time traces of traffic to monitor.

According to the IBRL algorithm, the throughput on the Serial Interfacel of edge
router (S1/0) is checked such that if it is greater than both the throughput of Serial
Interface2 (S1/1) and Serial Interface3 (S1/2) of the edge router, the link utilization
of the Serial Interfacel (S1/0) is also checked. If the link utilization exceeds 95% of
the bandwidth capacity the rate limit rules are applied in Serial Interfacel (S1/0).
This procedure is repeated for all other interfaces simultaneously[22].

The severities of dos attack varies and with it some of the scripts can even harm
or freeze the system or can bring down the server.

Since it is found that TCP SYN Flood is more severe than other attacks. There
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if (Pen (S10) = Pen (S11) and Py (S10) = Pen (S12))
check B (S19)
if (B (S1.5) > b) then
Rl->Sy¢
endif

else

if (Pen (S11) = P (S10) and Py (S11) = P (S12))
check B (S11)

if (B (S11)= b) then
Rl-= S
endif
else

if (Pen (S12) = Pin (S10) and Py (S12) = P (S11))
check B (S11)
if (B (S12) = b) then
Ri-= 511
endif
endif

Figure 2.1: IBRL Algorithm [22].

are various Algorithm to detect TCP SYN Flood attack.

2.6 Intrusion Detection System in cloud

2.6.1 Intrusion Detection System
Introduction

As cloud has been vulnerable to security attacks due to its open and distributed na-
ture , a strong defense mechanism is always required to protect from such mechanisms.
Use of firewall or antivirus single handedly will not eradicate all the vulnerabilities. A

strong defense is required to handle such security loop holes for that intrusion detec-
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tion system can be deployed at different network locations based on its requirement.
Intrusion detection system is a hardware or a software application used to monitor
and detect malicious behaviour of traffic. Eivery year CERT Reports increasing amount

of attacks.

Past research

Multithreaded IDS have been proposed for the distributed system. It is mainly used
to detect masquerade attacks, host and network based attacks [18].

Jabez suggested an approach to use the outlier detection for the network intrusion
detection system [9]. The paper focused on little variation of attacks ,low false alarm
rates.

Narwane proposed knowledge and behavior based approach to detect anomalies.
Behavior of system is observed and slight change in behavior will trigger the alarm
and if changed behavior remain unnoticed then network packet is been compared with
database of vulnerabilities which will raise an alert [17].

Bamakan demonstrated two methods name multiple critical linear programming
and swarm particle optimization to improve performance by decreasing false alarm
rate [10].

An another approach is network based signature which is palced at each node to
detect SIP Flooding attack [20]. Modi has even proposed hybrid technique to detect
major attacks and should be located at server [3].

Hybrid technique of two approach covariance matrix based and entropy based
system has been proposed [22].

Chia-Mei, Guan, Yu-Zhi, and Ya-Hui (2012) investigated the problem of sequence
of in Cloud. An attacker can maliciously combine multiple security vulnerabili-
ties and by adapting persistent attack approach of sequence network may harm the
cloud.Thus, they proposed Hidden Markov model to detect such attacks by examining
the attack plan at different stages and analyzed logs to identify attack sequences.

S.H.C Haris et al. suggest that IP Header and TCP header payload are used for
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detection of TCP SYN Flood. Port, flag, IP address, Protocol behavior and so on are
some of the key features used for attack detection. The focus of this paper is limited
to detect attack in the local area network in File Transfer Protocol and has lower
detection rate. The packet captured using tcpdump are filtered using packet filtering
algorithm and thus would raise alarm based on deviation from normal behavior[25].

Y. Ohsita et al. suggest to consider arrival time variations. This proposal is
limited to detect normal TCP SYN Packets as lower rate traffic cannot be detected
as it follows normal distribution model. By normal model distribution, the mechanism
can detect attack accurately [26].

H. Wang et.al suggest that the detection system should be kept at the edge of
routers or firewalls or proxy at the front end. It analyze the TCP SYN FIN pairs
and the change in the sequences. Various alerts are generated based on the events
and source of flooding can be identified. Thus the limitation of it is that system
is more prone to flooding attacks but it does remove the overhead. Along with
detecting attacks by generating alarms even the source location can be found using
this technique[27].

M.Durairaj et al. proposed ThreV algorithm for detecting MAC spoof DoS attack
as MAC address can easily be spoofed. The paper focuses on existing Infrastructure.
Hybrid Mechanism is proposed which is amalgamation of four algorithms such as
ThreV, Alternative Numbering Mechanism, Traffic Pattern Filtering and Letter en-
velop protocol. The Basic Identity Check tables is compared with MAC address of
all users in WLAN and based on that Intruders can be checked. The benefit of this
technique is that it is deployed with minimum packet loss, reduced control overhead
with reduced in packet drop and delay[28].

Maciej Korczynski et.al suggest that scheme that relies on sampling rate. To
validate connection, TCP Packets are examined to check for ACK Segments coming
from server. This method is effective when the rate of incoming packets is been
controlled and then further compared with other detection methods. The ACK flag

is mainly examined with set on means that connection is legitimate. Although this
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method is very effective by decreasing false positive rate but some information is lost
while sampling data[29].

D.M.Divakaran et.al suggest to use exponential back off property of TCP segments
to determine high intensity of attack. Linear Predictive analyze network traffic and
various other types of DoS attack. Even the intensity of network can be detected
using LP Detection Method. The low and high intensity SYN flooding attacks can be
detected. There will be detection delay in source identification of TCP SYN flood[30].

S.H.C Haris et al. suggest that use of payload and unusable area in Hyper Text
Transfer Protocol. ToS, IP Header, Unusable area are considered for detecting TCP
SYN. To detect the TCP SYN attack it is necessary to recognize normal payload
characters else would be time consuming. The need arises to make detection faster
and effective[31].

Parasa Harika et al. suggest to count and record SYN packets whose three way
handshake is completed. Even all packets that are opposite to SYN packets are
recorded. The Proposed Technique is combination of packet filtering and syn flood
monitoring [32].

D.D.Rani et al. suggest to check open ports and its active connections in Server.
Using Wireshark and IP table rule DoS attack is analyzed. Once DoS attack is
detected its prevention can be done using shell scripts to block such network traffic.
The experiment for detection is limited to client server program [33].

D.S.Rana et al used Wireshark to detect TCP SYN flood attack. The attack has
been generated by Shell Script using random number function so that the request
comes from Random IP address. Use of Inbuilt functions in Linux such as netstat is
done. Around 2000 to 7000 packets are captured at network interface [34].

V.A.Siris et.al evaluated adaptive threshold algorithm and cumulative sum algo-
rithm for change point detection. Adaptive threshold algorithm checks for network
traffic and compares SYN packets with the threshold value. When the number of
SYN Packets exceed number of FIN Packets the change has been noted using cusum

algorithm. For low intensity attack there is degradation in performance. It is efficient
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for detecting high intensity attacks without being more complex [35].

V.L.L.Thing et.al proposed use for bloomed filter. The outgoing SYN packets
values must be equal to incoming SYN ACK values. The technique is more reliable in
detecting SYN-SYN ACK detection mechanism rather than SYN-FIN/RST detection
mechanism. SYN-FIN/RST fails to detect Bot Buddy attack|[36].

2.6.2 Intrusion Detection Techniques

Different techniques used for detection are as follows:

Intrusion Detection System

| IDS: Intrusion Detection System

| IPS:  Intrusion Prevention System
IS IRS 1Ps DS IRS: Intrusion Response System

\ ITS:  Intrusion Tolerance System

- - ~
s -~ ri ~
Based on Based on Based on Based on
Cantral Mechanism Infrastructure Deployment Technigue
Used Used Location Used

Central Host-based Victim-end
Hiererchical Intermediate

Network-based
Distributed Source-end

Misuse Detection Anomaly Detection Application and Protocol

Signature-based I l

Rule-based Statistical Cognition-based Datamining or Machine Learning
State Transition Approach Markov Process Decision Tree
Finite State -
Machliin Back Propagation Neural Networks
Operational Bayesian Network
Statistical Moments Fuzzy Logic
Outlier Detection
T Sarias Artificial Meural Metworks

Figure 2.2: Taxonomy of IDS Techniques [6]

This above techniques are combined or used individually for detection of known as
well as unknown attacks. This techniques may even require to train the network from
past attacks. IDS and IPS have always behaved as support system for the network.

However , they may not be even completely reliable. So some additional features are
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always required to secure the network.

2.6.3 Limitation of IDS

Limitations of IDS are as follows:
e They are not scalable for large or distributed network.

e Traffic audit data changes with time interval making it difficult differentiate

normal traffic from anomaly[5].
e They cannot hide security vulnerabilities in network protocols.
e Its significantly error prone i.e. more number of false positive[17].
e Monitoring user behavior is difficult [17].
e Human intervention is always required.
e Timer increases double check points are kept so it degrades the performance[22].

e Difficult to detect unknown and novel attacks, requires huge execution time and

is less accurate[9).
e [t cannot be complete reliable solution against security threats.
e Encrypted packets are not processed which can cause intrusions in network.

e Complexity increases as both techniques are combined|3].
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Intrusion
detection
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Linux Security,
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buffer overflow,
gaining access to
hardware layer
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CIDD : A
cloud Intru-
sion detection
dataset  for
cloud com-
puting  and
masquerade

attacks [20]

Knowledge and
behavior based
audit data col-
lected from unix
and windows
users. Log
analyzer and
correlator  sys-
tem to extract
and correlate
user data.Some
basic  informa-
tion like login
time , session
duration and
commands are
issued.  Events
that are covered
under logged
falls in: account
management
process  track-
ing ,logon
and system
events,object
access. Different
data set are used
to detect mas-
querade attacks:
SEA Greenberg,pt
LACS Parses
binary log files.

Use of Data
set to collect
knowledge
and behavior
based  from
windows and
unix  based
user.

irdue, RUU.

Analyzing of bi-
nary log files and
correlating them

Developing
the correla-
tor and log
analyzer  to
parse and an-
alyze log files
and network
packets.

Table I: literature survey table




Chapter 4

Proposed System

4.1 Working

Initially DoS attack script would be kept running in the network , so that attack
can be continously monitored. Script would be kept running in the background to
monitor the network , uptime , load and even the used RAM. This will help to detect
any other variation of DoS attacks. Even in the background this scripts would be
kept running. Web application deployed on server would be the victim .

The request would be containing malicious packet that are sent to the web ap-
plication. Intrusion Detection System would be deployed before the web application.
All the incoming request are inspected at IDS and based on the signature rules they
are traced. This packets undergoes through the fuzzy model where the expert rules
are predefined and based on the expert rules severity of attack is determined. This
would prevent request to enter the web application and would be blocked or delayed

based on results.

4.2 Proposed solution

The accuracy of the algorithm is 95% if expert rules are accurate enough to detect

the attack severity. It is necessary to focus on the rules as this rules will decide the

34
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severity of the attack. The fuzzy model consists of expert rules.
Again the challenge here is the expert rules based on past experience. Rule based
detection is done. All possible rules are added to the model so that severity can be

defined and detected accordingly.

I
/—Detection System \\

Intrusion

Aﬂniturin g System \ Detection for \ /P revention Syste m\

/ Do% using Snort

Network i Prevention
Host and scanning, / Detection of Rules
netwark checking open / Variations of Extracting
based |y | ports,CPU » Dos/Ddos using Blacklist Ips,

shell scripting limiting the
4 rate of
™a| Detection of Dos % incoming

requests /| Usage
SMemory

Usage, Link
utilization

using ganglia request

S
\
monitoring tool
\ / i N S
\ Rule based /

Detection,

/

Reducing

Redundant Ips

N

Figure 4.1: Proposed model

4.3 Proposed Flow

All the incoming requests arriving at network are analysed in terms of its CPU Usage ,
Memory Utilization , Number of Incoming Request , Number of Open Ports and So on.
This system’s performance has been monitored using ganglia. Further, Various types

of DoS attacks has been detected using snort. Events that are generated by Snort
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are logged into barnyard2. BASE facilitates by providing the graphical detection of

network traffic along with identification of unique IP’s. Based on Rule based detection

, attacker can be identified in network. Redundant IPs, IPs with maximum number of

connections and so on are identified. These detected IPs are saved in black list. The

attack can be further prevented by limiting incoming request and updating blacklist

files.

Proposed Flow:

Figure 4.2: Flow Diagram of proposed model

4.4 Implementation

Incoming Checks CPU Check noof Monitoring Detection of
Requests Usage, incoming system Do5 variations
> Memory > requests,chec ¥ performance usingSnort
Utilization kopen ports using ganglia
¥
Rule based Identification Checking for Graphical Logging
Detection - of DoSand - DoS using Detection eventsio
System Attacker Scripts using BASE barnyard2
L J
Reducing Blocking
RedundantIPs, Blacklisted
number of * |pS,Limiting
connections,black Incoming
listing IP request

The Experiment has used six host machines deployed in cloud. Host A, B, C, D
are attackers with OS Ubuntu 12.04.5 LTS. Host E is IDS which consists of Snort
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and Rule base detection techniques with OS Kali 2.0 Sana. Host F is client with OS
Ubuntu 12.04.5 LTS deployed with ganglia to monitor the performance. Some of the
tools used are Snort 2.9.7.6, DAQ 2.0.6, barnyard2 2-1.13, base 1.4.5, LOIC 1.0.8,
hyenae 0-1.1, ufonet 0.6, Airmon-ng, Airodump-ng, Driftnet.

The attack is performed on Host F through use of different attack scripts, tools
such LOIC, ufonet, hyeane. All the incoming request of Host F is been analyzed and
monitored by Host E. Different Rules are configured based on Various Attacks. Both

Host E and F are configured with ganglia so that performance can be analyzed.

System implementation is performed with following platform and architecture :

Ubuntu 14.04 | kali linux 2.0 operating system is used. =

Name Version Purpose

Ubuntu operating sys- | 14.04

tem

kali linux operating | 2.0

system

snort 2.9.7.6 open source NIDS

daq 2.0.6 Makes abstract calls to capture
packet libraries

barnyard2 2-1.13 open source interpreter for unified
output

base 1.4.5 front end to analyse and query
alerts

perl 5.22.2 Programming language

wireshark 1.12.5 Packet Sniffing tool

Tshark 1.12.5 Command line Packet Sniffing
tool

TCPDUMP 4 TCP Traffic Intercepting tool

Airodump-ng 4 dump all wireless connection de-
tail

Brupsute 1.6 To Intercept Session of users

Driftnet - To Sniff Images from Captured
Packets

Table I: Tools used
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Figure 4.3: Zombie Attack using Ufonet

Configuring web application on one of ubuntu.

Scripts are written for Manually and auto monitoring of network.

scripts for monitoring ping request , server is down , server monitoring log.

ping of death attack performed along with its detection by snort rules.

4.5 Results Analysis
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11818716 Dec 18 ©3:54 snort.u2.1450439633

0 Dec 18 05:49 snort.u2.1450446595
root@ubuntu: /var/log/snort# sudo /fusr/local/bin/snort -q -u snort -g snort -c Jetc/snort/snort.conf -i ethe
AC*** Caught Int-Signal
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Figure 4.4: Updation
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of Log files of TCPSYN flood attack in database

shadoop@shadoopd9:

Figure 4.5: Detection of Land attack through Snort
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Figure 4.6: Detection of UDP SYN Flood attack
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12/15-22:58:40.770673 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 207.225.128.248:7531 ->|
192.168.202.133:80

12/15-22:58:40.770834 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 37.84.161.241:7532 -> 1]
92.168.202.133:80

12/15-22:58:40.770889 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 66.77.198.74:7533 -> 19
2.168.202.133:80

12/15-22:58:40.770910 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 176.17.34.56:7534 -> 19|
2.168.202.133:80

12/15-22:58:40.770952 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 148.15.41.122:7535 -> 1]
92.168.202.133:80

12/15-22:58:40.770980 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 250.195.247.173:7536 ->
192.168.202.133:80

12/15-22:58:40.770997 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 165.16.97.116:7537 -> 1]
92.168.202.133:80

12/15-22:58:40.771139 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 181.180.197.15:7538 ->
192.168.202.133:80

12/15-22:58:40.771180 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 107.168.128.236:7539
192.168.202.133:80

12/15-22:58:40.771200 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 170.55.167.55:7540 -> 1]
92.168.202.133:80

12/15-22:58:40.771240 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 108.120.98.186:7541 ->
192.168.202.133:80

12/15-22:58:40.771431 [1:10000001:1] Snort Ale [1:10000001:1] [Classification [Priority 214.165.27.125:7542 ->
192.168.202.133:80

12/15-22:58:40.771466 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 241.78.70.206:7543 -> 1]
92.168.202.133:80

12/15-22:58:40.771527 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 126.55.230.97:7544 -> 1]
92.168.202.133:80

12/15-22:58:40.771553 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 6.231.77.34:7545 -> 192
.168.202.133:80

12/15-22:58:40.771567 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 39.187.80.116:7546 -> 1]
92.168.202.133:80

12/15-22:58:40.771610 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 95.252.69.8:7547 -> 192
.168.202.133:80

12/15-22:58:40.771634 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 65.122.104.181:7548 ->
192.168.202.133:80

12/15-22:58:40.771656 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 66.95.221.137:7549 -> 1]
92.168.202.133:80

12/15-22:58:40.771789 [1:10000001:1] Snort Alert [1:10000001:1] [Classification [Priority 87.132.241.70:7550 -> 1]
92.168.202.133:80

Figure 4.7: Detection of TCPSYN flood attack through Snort
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Basic Analysis and Security Engine (BASE)

- Today's alerts:
- Last 24 Hours
- Last 72 Hours

- Last Destination Ports:

unique listing SourceIP  Destination IP

2
Queried on : Fri

unique listing SourceIP  Destination IP Database: snort@localhost (Schem:
unique lising  SourcelP  Destination IP Time Window: [2015- 6:49)-

any protocol TCP upp ICMP

any protocol TCP upp

any protocel TcP upp

- Most Frequent Source Ports: ayprotocl TCP uop Emp:":;:: -
Frequent Destination Pc any protocol TCP upp Graph Alert Detection Time
st frequent 15 Addre: Source Destination
- Most recent 15 Unique Alerts
- Most frequent 5 Unique Alerts
SensorsiTotal: 1/1 Traffic Profile by Protocol
Unique Alerts: 3 TCP (100%)
Toaumbe e
Total Number of Alerts: 90110
UDP (0%)
* Src |P addrs: 70754 |
* Dest, IP addrs: 3
* Urique IP ks 70755 l'CMP (< 1%)
* Source Ports: 53582
Portscan Traffic (0%)

+ 0 TCP (53582 UDP(0)
* Dest Ports: 1

¢ 0TCP(1) UDP(0)

Figure 4.8: Graphical Representation of Detection of TCPSYN flood attack
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Basic Analysis and Security Engine (BASE)

unique listing SourcelP  Destination IP

- Most Frequent Source Ports:

- Most Frequent Destination Ports:

- Most frequent 15 Addresses:

- Most recent 15 Unique Alerts
- Most frequent 5 Unique Alerts

unique listing SourcelP  Destination IP
unique listing SourcelP  Destination IP
any protocol TCP UDP ICMP
any protocol TCP UDP
any protocol TCP UDP
any protocol TcP upp
any protocol TcP upp
Source Destination

Queried
Databas
Time Windor

Search
Graph Alert Data
Graph Alert Detection Time

43

Sensors/Total: 1/1

Unique Alerts: 2
Categories: 1

Total Number of Alerts: 228

® SicIP addrs: 3
® Dest. IP addrs: 3
* Unigue IP links 4

# Source Ports: 0
*  OTCP(0) UDP(0)
* Dest Ports: 0

s 0TCP(0) UDP(0)

Figure 4.9: Graphical Representation of Detection of ICMPSYN flood attack
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60 60738 > ms-wbt-server [ACK] Seq=5755 Ack=10796826 Win=1972 Len=0
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Figure 4.10: Detection of ICMP Attack using Wireshark
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Static hostname: ubuntu
Icon name: computer-wvm
Chassis: wvm
Machine ID: 3dle9db735bf4456a89atTd441009687cC
Boot ID: d4901c34f2674d58bb7aazb2287d77cs
Virtualization: vmware
Operating System: Ubuntu 15.04
Kernel: Linux 3.19.0-15-generic
Architecture: x86-64

xxkd FILE SYSTEM DISK SPACE USAGE % % %%
Filesystem Size Used Awvail » Mounted on
482M a 482M % JSdew
99M 9.2M 920M % Jrun

19G 4.7G 13G !
493M 160K 493M % Jfdewv/shm

5.8M 4.0K 5.8M % JSrun/flock
493M 5] 493M % Sfsys/Ts/fcgroup

100K 5] 100K Sfrun/fcgmanager /fs

QoM 48K 99M Srunfuser /1000

43M 43M a fmedia/bisag/CDROM

1.1G 1.1G (5] /fmedia/bisag/Ubuntu 15.04
7T .6G 23M ¥ .6G % S/media/bisag/MISHA

total used Free shared buffers
Mem: 1008504 937512 To992 3032 TeT2
-/+ buffers/cache: 791872 216632
Swap: 19046524 450196 596328

xEkxkx SYSTEM UPTIME AND LOAD *%*%&%x

18:37:43 up 392 min, 2 users, load average:

xxxx* CURRENTLY LOGGED-TIN USERS % %%
) 2015-12-17 ©9:59 (:0)
pts/1 2015-12-17 18:85 (:8)

Fxxkd TOP 5 MEMORY-CONSUMING PROCESSES ¥ % &%

BMEM %CPU COMMAND

Figure 4.11: System information

cached
137968
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shared
3032

19:37:43 up 392 min, 2 users, load averag

2015-12-17 ©9:59 (:89)
2015-12-17 10:05 (:80)

5 MEMORY -CONSUMING PROCESSES ¥ i %
COMMAND

firefox

Xorg

compiz

gedit

nautilus

root@ubuntu: fhome/bisag/scripts# ./auto_task.sh

bash: ./auto_task.sh: Permission denied

root@ubuntu: fhome/bisag/scripts# sudo ./fauto_task.sh
sudo: . fauto_task.sh: command not found

root@ubuntu: fhome/bisag/scripts# su
root@ubuntu: fhome /bisag/scripts# 1s

auto.sh auto.sh~ auto_task.sh file_system.sh system_info.sh system_info.sh~
root@ubuntu: fhome/bisag/scripts# ./fauto_task.sh

bash: ./ /auto_task.sh: Permission denied

root@ubuntu: fhome/bisag/scripts# chmod u+x auto_task.sh
root@ubuntu: fhome/bisag/scripts# auto_ task.sh

The local file database was updated correctly.
The remaining available space in fdev/sr@ 1is critically low. Used: 1060%

The remaining available space in fdewv/sri1 is critically low. Used: 100%
root@ubuntu: fhome/bisag/scripts#

Figure 4.12: Updating local database
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Filesystem usage for host localhost

47

Last updated: Sun Dec 20 06:07:38 PST 2015

Filesystem Size Use %0

udewv 482M| 0%
tmpfs 99M 10%06
Jdev/sdal 195G 29%
tmpfs A93M 196
tmpfs 5.0M 1%
tmpfs A493M| 0%
cgmfs 100K 0%
tmpfs 99M 1%6
fdev/sri A3M | 100%06
Jdewv/srl 1.1G | 100%a

Figure 4.13: Alerts generated by snort

Ubuntu
15.04 (vivid Vervet)
X86_64
3.19.0-15-generic
ubuntu
192.168.239.134 10.6.3.1
Jfusr/bin/monitor: line 79: curl: command not found

DO 127.6.1.1 localdomain
2015-12-09 22:02 (:
2015-12-09 22:03 (:

bisag :0
bisag pts/7

shared buffers
6.9M 20M

total used free
984M 923M 61M

total used free shared buffers

1.0G 35M o86M

S5ize Used Avail Use% Mounted on
19G 4.6G 14G  26% /
average:0.06,0.16,
18 min
bisag@ubuntu:~$

Figure 4.14: System Information

cached
229M

cached
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CULTEIIL ey Toar auuy, 1UFMAr=ZvIv g iiIo wal
Restart Time: Wednesday, 09-Mar-2016 06:37:01 CST
Parent Server Generation: 0

Server uptime: 21 hours 10 minutes 17 seconds

Total accesses: 94494 - Total Traffic: 16.4 MB

CPU Usage: u2.39 $9.38 cu0 cs0 - .0154% CPU load
1.24 requests/sec - 226 Bfsecond - 182 B/request

139 requests currently being processed, 11 idle workers

L o o
CecceeceeeeeeeCoaeeaieee.
Cecceeecececececeececeeed.
CCCONCCLWCCCaNCCecceceece.
CCeeeeeceeeee cec_ceeece
CCC_CC_QWCC_cecoacee c

) CA\Windows\system32\cmd exe =
Scorehoard Key: (c) 2013 Microsoft Corporation. ALl rights reserved.

“_“ Waiting for Connection, "s" Starting up, "' Reading Request, serenadnindipeonfiy

" Sending Reply, "' Keepalive (read), "o" DNS Lookup,

"t" Closing connection, "L" Logging, "¢’ Gracefully finishing,

1" Idle cleanup of worker, "." Open slot with no current process

Hindows IP Configuration

Ethernet adapter Ethemnet 2:

Stv PID Acc MCPUSSReqConnChildSlot  Client VHost Request ; .I I I O maena

0011181 65636 € 0850 0 02 0.0 0111921681349 192.168.15.130 GET /HTTP/LO REORE ¥ ¥

0011181 64661 € 0.850 0 02 0.0 0.1102168.13.49192.168.15.130 GET /HTTP/LO

0011181 G5/655 € 0850 0 02 0.0 09102168.13.49192.168.15.130 GET /HTTP/LO

0.011181064648 0840 0 00 001 0.1192.168.1349192.168.15.130 GET /HTTP/L0 Subnet Mok - - e

0011181164647 C 0850 0 02 .01 0.11192.168.1349192.168.15.130 GET /HTTP/LO Dl Gatevay i

0-0111811/64628 C 0850 0 02 0.01 0.1192.168.13.49192.168.15.130 GET/HTTP/L0 unel adagier Toredo TuneLing Foeudo-lnterface:

0011181165645 € 0850 1 02 0.1 0.11192.168.13.49 192.168.15.130 GET /HTTP/LO o B M S s aetoss: e

Figure 4.15: TCP SYN Detection Using Apache
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B DDOS Attacking Server - U RE Co) | . =

Sevuer . .15, Capturing from ethl [Wireshark 1.6.7 ]

M T IETI LI ternals  Help

Server .168.15. —

Someen 103 I1ED1E] Z || El E = @ F e EE (e

Server - 5

gz::ii . Clear Apply

Server -

Server -168.15. |Pmtnco|‘Length|lnfn

Server

gz::gi : ST TCP 1514 [TCP segment of a reassembled PDU]

Server 192. .15. TCP 1514 [TCP segment of a reassembled PDU]

TCP 1514 [TCP segment of a reassembled PDU]

52023 68.945654 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52024 68.945677 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52025 68.946372 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50104140 Win=2118 Len=0
52026 68.946392 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52027 68.946399 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52028 68.946404 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52029 68.946409 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52030 68.946413 192.168.13.49 192.,168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16482 Ack=50105600 Win=2121 Len=0
52031 68.946418 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50108520 Win=2121 Len=0
52032 68.946422 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50111513 Win=2121 Len=0
52033 68.946477 192.168.15.130 192.168.13.49 T.125 1491 T.125 payload
52034 68.946951 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52035 68.946973 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52036 68.946980 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52037 68.946989 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52038 68.946996 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52039 68.947004 192.168.15.130 192.168.13.49 TCP 1514 [TCP segment of a reassembled PDU]
52040 68.947012 192.168.15.130 192.168.13.49 T.125 343 T.125 payload
52041 68.948271 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50114433 Win=2110 Len=0
52042 68.948284 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50117353 Win=2104 Len=0
52043 68.948288 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50120273 Win=2104 Len=0
52044 68.948292 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50121733 Win=2104 Len=0
52045 68.948296 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50125797 Win=2104 Len=0
52046 68.948302 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50127257 Win=2104 Len=0
52047 68.948305 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50130177 Win=2104 Len=0
52048 68.948309 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50133097 Win=2104 Len=0
52049 68.949820 192.168.13.49 192.168.15.130 TCP 660 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50137477 Win=2155 Len=0
52050 68.949835 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50148374 Win=2155 Len=0
52051 68.949839 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50141834 Win=2155 Len=0
52052 68.949843 192.168.13.49 192.168.15.130 TCP 660 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50146214 Win=2155 Len=0
52053 68.949848 192.168.13.49 192.168.15.130 TCP 60 61917 > ms-wbt-server [ACK] Seq=16402 Ack=50147674 Win=2155 Len=0

Figure 4.16: TCP SYN Detection Using Wireshark
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flood.png
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Figure 4.17: TCP SYN Detection Using Rule Based System
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Figure 4.18: CPU Metrics Using Ganglia
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CPU Utilization

icmp flood smurf http dos tcpsyn udpsyn land

BAttack%) B Normal%)

Figure 4.19: Comparison of CPU Utilization among attacks
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93
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Figure 4.20: Comparison of RAM and Network usage among attacks



Chapter 5

Conclusion and Future Scope

5.1 Conclusion

Knowledge base approaches generally go for expert rules for detection of attack .
This expert rules determine the severity of attack . Since this rules are dependent
on human intervention efficiency is completely dependent on it. This rules database
is updated and based on that its efficiency is increased. Since manual updation is
required its efficiency is obviously less than that of artificial intelligence techniques.

We have proposed an Intrusion detection system for DoS attack in cloud so that
there can be minimization of cyber-attacks. To conclude we have tried to reduce
impact of dos attack by detecting it at initial state with improved accuracy so that
accordingly actions can be taken. With this increasing number of cyber threats, it is
necessary to detect such threats and accordingly actions shall be taken.

we have focused on identifying sources that facilitated with numerous character-
istics but were exploited by Intruder. Since DDoS is major threat to cloud its detec-
tion is very challenging. An Hybrid Technique which is combination of Rule based
Detection and Snort has been used for identifying the attacks. After Performance
Comparison of Various types of DDoS attacks, it is concluded that TCP SYN Attack

is more severe compared to other attacks . A hybrid technique is used for detection

o4
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of attacks. The Rule based detection techniques works efficiently in cloud. With the
several comparisons it is found that TCP SYN is more severe compared to various
other DDoS attacks. This Rule based detection consists of IP detection,reducing

redundant IPs and blacklisting them.

5.2 Future Work and scope

Automation of Monitoring and scanning the network by monitoring cpu usage , mem-
ory usage , log files. Most important of all its prevention by limiting the rate and
blocking ip with maximum number of request.Even variations of attacks can be de-
tected by updating Black list.

As I've mentioned earlier in proposed system that it is used to detect the dos attack
and its severity.It can be extended by combing with different techniques for detection
and alert generation. Even , Intrusion Response System and Intrusion Prevention Sys-
tem can be implemented making cloud more secure. After implementing the existing
system one can enhance the security in cloud not just by being reliable on routers
, switches , firewall and anti-virus. Graph based algorithm is yet to implement for

large datasets of attacks and its severity along with its impact on network.
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