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Abstract

Open and distributed nature of cloud , vulnerability of internet , different limita-

tions of cloud service models are some of key features for the attraction of various

attackers. With the advancement of technology , cloud services are facing increasing

amount of threats with the advent of new types of different attacks. DoS attack has

severe impact on cloud environment as it is not limited to quality of service but also

related to the maintenance of services. Intrusion detection in cloud has been reported

as major security concern in cloud security alliance. Performance of IDS has been

degraded as it faces numerous problems. Traditional IDS and IPS (Intrusion Preven-

tion System)has been inefficient due to open nature of cloud. Different models of IDS

are proposed as defense mechanism to strengthen network security and protect from

different anomalies.
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Chapter 1

Introduction

1.1 Cloud Computing

Cloud computing is popular due to its numerous characteristic and benefits. Re-

duction of Cost, Scalable and flexible, Quick and Easy implementation, Reduced

Maintenance cost, Quality of Service, Mobility and so on has advantages has made

cloud popular in small and large scale industries. We have been dependent on cloud

technologies such as Google docs, amazons storage cloud , Dropbox, skype and so

on applications. Inspite of its numerous advantages it faces numerous security chal-

lenges such as security and privacy, loss of control and lack of standards. Some of the

essential characteristics are :

a. Resource Pool: Computing Resources such as Processing Power, network band-

width , memory and storage area must be in virtualized into some virtualized

pool can be allocated dynamically based on end user demands.

b. On-Demand service: There is no need of any human intervention and provider

to access server time and network storage.

c. Regular Service: It provides the facilities of resource monitoring , controlling ,

reporting usage of amount resources and this can be served to users.

2
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d. Rapid Elasticity: Services provided to end-users are unlimited and provided

based on their request.

e. Wide Network Accessibility: Services can be accessible on various devices such

as mobile phones, tablets, laptops, workstations.

Figure 1.1: Cloud Architecture [6]

cloud computing consists of three layers:

a. cloud application: Its the uppermost layer which eliminates the need of in-

stalling applications and software on individual computer as it can easily be

accessed by web browser, hosted desktop or remote client. This layer has fol-

lowing security limitations. Saas deployment model(firewall, IDS),MITM(man

-in-the-middle) attacks, OS and SQL Injection Flaws,IP spoofing, port scan-

ning, packet sniffing, Cross site scripting [XSS],Access control weaknesses ,

Cross site request forgery [CSRF],Cookie manipulation ,Network penetration
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and packet analysis,Hidden field manipulation, Insecure storage and configu-

ration, Network Security, Session management weaknesses, Insecure SSL trust

configuration, SQL Injection flaws ,Data validation ,Insecure storage ,Identity

Management and Sign-on Process, Authentication weakness analysis, Insecure

trust configuration.

b. cloud platform: Its the middle layer which performs necessary changes in

server settings and configurations based on the demands. following are the

challenges faced by this layer: Web Session impersonation, Phishing attacks ,

Social engineering and brute force attacks, Password Reset attacks,application’s

default configurations, SSL Protocol and implementation flaws,Insecure permis-

sions on cloud data,cross site scripting to websites ,side channel attacks ,lack of

secure SDLC(SSDLC) ,Protect private information before sending it to cloud by

means of encryption,keeping an audit trail, protection of API Keys,inadequate

security by cloud provider,integration with the rest of systems.

c. cloud infrastructure: Its the lowest layer. Its main function is to provide

infrastructure using virtualization. The limitation of this layer is that the se-

curity features by CSP are not updated and as per needs. This limitations

of traditional methods has evaded security breach in network policies , which

have enforced to develop security oriented systems monitoring the system activ-

ities. Network and information systems are vulnerable to security attacks which

leads to breach in policy and data. IDS is used to monitor the network traffic

performing malicious activities results into violating security rules. Different

risks are associated with cloud computing such as increased potential of insider

attacks, side channel attacks.

1.1.1 Types of Intruders

Intruders may be external or internal and may have various impacts on network. This

may vary from benign to serious.
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Different types of Intruders are:

a. Masquerader An unauthorized individual who penetrates the system access

controls by exploiting legitimate users account. It is likely to be outsider.

b. Misfeasor An authorized who misuses its privileges or unauthorized individual

who accesses resources , programs or data. It is likely to be insider.

c. Clandestine user An user who is at superior position to evade auditing and

access controls or suppress audit control. It is likely to be outsider or insider.

According to statistics , eighty percent cases observed suffers security breaches

by internal intruders and they are hard to detect and prevent .Script Kiddies

,gray hat hacker , Amateur hackers, rival corporations, terrorists and even for-

eign government shave the motive and capability to carryout sophisticated and

novel attacks against computer systems [?]. Intruder penetrates into legitimate

user accounts and exploits it by creating security breaches. some of the ex-

amples of intrusions are : installing unauthorized tools , remote monitoring

applications, use of packet sniffers to capture passwords and so on.

There are basically four steps for intrusion in an network:

a. Prepare Attacker tries to gain complete network configuration details such

open ports , IP Addresses and Operating system vulnerabilities.

b. Exploit Once attacker recognize vulnerabilities, it would exploit them. It may

even take multiple attempts.

c. leave behind Once attack is successful a back door is prepared by installing

the softwares and network sniffers.

d. clean up Attacker cleans the left evidence by clearing logs and other informa-

tion and installing modified system software.
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1.1.2 INTRUSIONS IN CLOUD ENVIRONMENT

Different security attacks are performed with different motives and they corrupt the

system in different ways. These vulnerabilities results in violations of different prop-

erties: Availability, Confidentiality, Integrity and Control.

Availability:

There should be violation of security policies if intended user or authorized users

would not be able to access a particular system resources whenever they need to

access it.

Confidentiality:

There would be breach in the security if the attacker can gain unauthorized access

without the owners permission or information.

Integrity:

There would be violation in Integrity if unauthorized users or attackers changes

the system state or data possessing the system or passing through the system.

Control:

An attack causes violation in access control by granting privileges to access control

policies.

These intrusions can affect availability , confidentiality and integrity. They are:

a. Insider Attack: An authorized users tries to gain an higher privileged levels.

Sometimes they may even disclose secret information of the organization . Such

attacks are carried by employees of the organization.

b. Flooding Attack: Attacker sends huge number of packets of TCP, UDP,

ICMP or mix of them by flooding the victim. Illegitimate network connection

is responsible for the attacks. In cloud, VM is open to internet so there is high

risk of DoS (or DDoS) through zombie [3].

It mainly affects service availability which leads to loss of availability of resources
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to the intended or authorized users. It will completely exhaust hardware devices

and would no longer able to carry out intended tasks.

c. User to Root Attack: Attacker tries to gain authorized access by sniffing

the password. This would further be used to exploit vulnerabilities of root

level access. Such attacks takes place when static buffer is overfilled. Some

security risks such as password recovery workflows, phishing attack, key loggers

etc. dont possess any standard mechanism to prevent security risks. In cloud,

attacker tries to gain valid user instances via to obtain root level access of VM.

d. Port Scanning: Various port scanning techniques are TCP Scanning, UDP

Scanning, SYN Scanning, FIN Scanning, ACK Scanning, and Window Scan-

ning. They lists various open ports, closed ports and filter ports. Various In-

formation such as IP address, MAC address, router, gateway filtering, firewall

rules and so on can be known and can be misused.

e. Attack on virtual machine or hypervisor: To gain a complete control over

virtual machine, the lower layer needs to be compromised. Some of popular

attacks on virtual layer are BLUEPILL (2006), SubVir (2006) and DKSM are

some well-known attacks on virtual layer.

Zero Day vulnerabilities are found in VM to gain complete access. A hyperVM

virtualization application was exploited by zero-day vulnerability which resulted

in destruction of many server based websites (2009) [2].

f. BackDoor Channel Attacks: Hacker gains remote access in infected code

by compromising confidentiality. Thus it is a passive attack that can control

victims resources and use it as zombie to perform DDoS attack. Attacker can

get access and control of cloud user resources by compromising the system. To

prevent such attacks firewall, signature and anomaly based intrusion detection

system is used.
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1.2 Intrusion Detection System

Figure 1.2: MacroComponents of IDS [14]

Three main Components of IDS are as follows:

a. Intrusion detection system To classify anomalous traffic summarization al-

gorithm and pattern recognition techniques are used.

b. Anonymizer Some real life traces such IP addresses, application information

are used to train the pattern recognition algorithm.

c. Alert signals acts as triggers for information exchange and trace back the attack

resources.

Above architecture is dependent on classical IP Infrastructure.

Model is composed of two parts:

a. Real time Intrusion Detection system It is based on user behavioral model

network packets are analyzed and classified.

b. Pattern Recognition System Data from user behavioral model is extracted

and stored in database in the network traffic features and pattern recognition

algorithm.
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Figure 1.3: Framework for Intrusion Detection system [14]

1.3 Features of IDS

Following are the features of IDS are:

• IDS can detect the attacks , errors undergoing in the system.

• IDS can monitor the system performance automatically.

• IDS can trace users activity and their impact.

• IDS can act as support system .

• IDS can detect errors, misconfigurations along with various attacks.
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1.4 existing software

1.4.1 Snort

Snort is open source Network based Intrusion Detection System that facilitates real

time traffic analysis and packet logging. The main function of snort is Protocol

Analysis,Content matching and Searching.

The Three main modes of Snort are:sniffer mode, packet logger mode and Network

Based Intrusion Detection System. Sniffer mode is used to read network packets and

display them on console. Packet logger mode is used to log packets into disk.NIDS is

used to monitor network traffic and analyse based on rule set.

1.4.2 Tiger

Tiger is a open source tool used for security auditing and network intrusion detection

system. Tiger can be written using shell language.Tiger checks system status and its

configuration.

1.5 Need of research

According to cloud security alliance report 2015 , following are security concerns of

cloud computing[22]:

• Data Breaches

• Data Loss

• DDoS Attack

• Account Hijacking

• Insufficient Due Diligence

• Malware
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• Viruses

• Phishing Attacks

• BYOD

Open and distributed nature of cloud, vulnerability of internet, different limita-

tions of cloud service models are some of key features for the attraction of various

attackers.

1.6 Objective of Study

Dos attack can cause some of problems such as Ineffective services, inaccessible ser-

vices, Interruption of network traffic in the connection interface. Based on the motive

of attack , the attack is classified as severe. It is necessary to detect the severity of

this attack based on the performance. These attack are necessary to detect so that

they does not affect any of the services.

following are the ways to identify DoS attack:

a. unusually slow network performance

b. unavailability of particular site

c. increase in time span to access your account

d. inability to access website

1.7 Scope of Work

Knowledge acquisition: As I’ve mentioned above attack needs complete understanding

of user behavior and knowledge. Network needs to be continously monitored to

identify the malicious behavior. Partial understanding It is not always possible to

give detect variations of attacks. So, our model must be able to overcome as many
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problems as possible which is the scope of the project. It is also necessary to detect

attacks by minimization of false alarm rates.



Chapter 2

Existing System

Denial-of-service comes in various forms and services. There are three types of attack

with different motives are as follows:

• Consumption of Scarce , limited or non-renewable resources: Some of

things such as network bandwidth, memory, disk space, CPU time, data struc-

tures, access to computers and networks and other environmental resources.

• Network Connectivity DoS attack mainly takes place in network connection.

Example of this type of attack is ”SYN Flood”.

Attackers machine has established connection with the victim machine such a

way that connection is half open. Victim machine reserves limited number of

data structures which requires to complete the connection. This attack results

in denying of legitimate connections leaving half-open connections. Kernel level

data structure is been consumed by the intruder.

• Using your own resources against you Generation of excessive mail mes-

sages.Placing files in anonymous ftp areas or network shares.Intentionally gen-

erating errors that are already logged.

• Bandwidth Consumption A large number of packets of ICMP ECHO is been

directed to the network resulting into the consumption of network bandwidth.

13
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• Network Connectivity Intruders may consume some other resources that are

necessary for system operation. Example, Limited data structures are available

to hold the process information such as identifiers, entries and process slots.

It may be just created by writing the script that copies itself. This can be

sometimes prevented by the quota facilities provided by the operating system.

If the table is not filled by copying the scripts then CPU may consume large

number of processes and associated time between switching.

Even disk space is consumed in numerous ways:

– Generation of excessive mail messages.

– files are placed at anonymous ftp areas.

– Intentionally generating errors that are already logged.

If there is no bound on amount of data written on disk it can lead to denial

of service. This may even cause system crash by sending malicious data over

network.

The attack is likely to take place once system faces frequent crashes with no

specific cause. Some of things that are vulnerable to dos attack or can be used

in malicious way are: printers, tape devices, network connections, and other

limited resources.

2.1 Issues in existing System

In Packet Marking Techniques, following are the limitations:

• It is more complex and time consuming with less effectiveness.

• It cannot detect attack so fast.

In other traceback Techniques, following are the limitations:

• Packets from legitimate users will be lost.
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• Malicious attacker or attacks with lower rate cannot be detected.

• Traceback may be slow or sometimes it may be impossible.

2.2 Categories of DoS Attack

Different categories of DoS attack are as follows [24]:

• Volume Based Attacks: The main aim of this attack is to consume bandwidth

of victims website. It includes UDP Floods , ICMP Floods and so on.

• Protocol Attacks: The main aim of this attack is to consume all the resources

of servers such as routers , firewall , load balancers and so on. This includes

attacks such as Ping of Death , Smurf , TearDrop and SYN flood attack.

• Application Layer Attacks: Its main aim is to destroy the web application or

crash the web services. This type of attack includes zero day attack , vulnera-

bility exploitation and so on.

• Session Exhaustion: It exploits the session limitations by not closing old sessions

and opening of new sessions.

2.3 TYPES OF DOS ATTACKS

Different types of dos attacks are:

a. Application Layer Attack: The main aim is to flood server with large number

of request with resource handling and processing. Examples of such attacks are,

HTTP Floods, DNS query flood attacks and slow attacks.

b. Network Layer Attack: They mainly aim to exhaust network resources.

Examples of such attacks are UDP Flood, SYN Flood, NTP Amplification and

DNS amplification attacks. 20 to 40 Gbps traffic events are enough to shut

down network resources.
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c. Buffer overflow Attack: The attacker would exploit the vulnerability by

sending the large amount of data it can handle. Some of its characteristics are:

Sending large number of ICMP messages, sending emails with 256 characters

to netscape and Microsoft mail messages.

d. Smurf Attack: In this type of attack, a large number of ICMP packets are

broadcasted to a computer network with victims spoofed source IP address.

With this flooding, spoofed host will not be able to distinguish or receive real

traffic.

some of the mitigation technique for smurf attack is [20] :

• to block directed traffic entering into the network.

• configure host and routers in such a way that not to respond to ICMP echo

packets.

e. SYN Attack: A limited buffer space exists for the rapid hand shaking of

messages by setting up sessions. This packets consists of sequence number for

exchange of messages. A large number of packets are send and then not re-

sponded leaving large number of packets in buffer not permitting the legitimate

requests.

f. Teardrop Attack: The IP Protocol packets are divided into fragments. This

packets are identified by the offset at the beginning of packets. The attacker

puts an confusing value to the second or later fragments, which leads to system

crash.

g. Viruses The viruses replicate across a network in various ways where a host is

targeted. In such attack depends on severity, attacks can be hardly noticed.

h. Physical Infrastructure attacks: Snipping of fibre optic cable is included in

it. Such attacks can be mitigated by rerouting the traffic.
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2.4 Performance Metrics of Various types of DoS

attack

a. ICMP Flood Attack

Ping and its variation hping command are used to check the services of any par-

ticular system. Any packet can be maximum of 65,535 bytes. Communication

between systems can be carried using ICMP Ping request and ICMP Ping re-

ply. Attacker floods the system for sending thousands of packets to server using

spoofed IP Address. So that replies are send to spoofed address. By using ping

command to flood with excess number of packets the resources are consumed.

Snort rule for detecting ICMP Attack is:

Alert icmp any → 192.168.1.0/24any(msg : ICMPattackdetected;

sid : 10000001; rev : 001; )

Performance Matrix for ICMP Flood Attack

Packet
Size(bytes)

CPU Utiliza-
tion(%)

RAM Us-
age(Mb)

Network Us-
age(Mb/S)

10 60 213.5 6
100 68 213.8 10
500 79 450 18
1000 82 520 25

b. Smurf Attack

The ICMP echo request is broadcasted with victims IP Address. All the Intermediate

machines respond with ICMP echo reply. This leads to flooding of network with

thousands of reply. By spoofing the source IP Address same as destination IP Address

the resources are exhausted.

Snort rule for detecting Smurf Attack is:

Alert icmp any any → 192.168.1.0/24any(msg : Smurfattackdetected;

itype : 8;Sid : 5000002; rev : 1; )
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Packet
Size(bytes)

CPU Utiliza-
tion(%)

RAM Us-
age(Mb)

Network Us-
age(Mb/S)

10 15 680 1
100 36.6 710 1.8
500 48 724 2.8
1000 65 742.8 3.3

Performance Matrix for Smurf Attack

c. HTTP DoS

HTTP Flooding is been created by use of Zombies i.e. Ufonet. Valid or Invalid Http

request are sent to server by using three way handshake communication. By using

zombie such as ufonet to perform HTTP DoS attack on Server by generating valid or

invalid HTTP Request.

The following rule detects a pattern GET in the data part of all TCP packets that are

leaving 192.168.1.0 network and going to an address that is not part of that network.

The GET keyword is used in many HTTP related attacks; however, this rule is only

using it to help you understand how the content keyword works.

Alert tcp 192.168.1.0/24 any →![192.168.1.0/24]any(content : ”GET”;

msg : ”GETmatched”; )

Thefollowingruledoesthesamethingbutthepatternislistedinhexadecimal.

alerttcp192.168.1.0/24any →![192.168.1.0/24]any(content : ”|474554|”;

msg : ”GETmatched”; )

Performance Matrix for Http DoS Attack

Packet
Size(bytes)

CPU Utiliza-
tion(%)

RAM Us-
age(Mb)

Network Us-
age(Mb/S)

10 30 600 2.1
100 45 630 2.8
500 65 685 3.5
1000 75 700 4

d. TCP SYN Attack

The Basic step of three way handshaking is exploited. For communication purpose
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between servers TCP SYN and TCP ACK messages are exchanged. Attacker spoofs

the IP Address so the SYN ACK packets are send to victims (spoofed) Address which

completely fill ups maximum limit of SYN ACK Packets. Since packets waits for ACK

until it times out and get dropped, victims machine is flooded with illegitimate request

and would not be able to serve legitimate request.By exploiting the basic three way

handshake the attack has been performed and has been monitored using ganglia.

Snort rule for detecting TCP SYN Attack is :

Alert tcp any any → anyany(msg : TCPSY NFloodattackdetected; flags : S;

threshold : typethreshold, trackbydst, count20, seconds60; sid : 5000001; rev : 1; )

Performance Matrix for TCP SYN Attack

Packet
Size(bytes)

CPU Utiliza-
tion(%)

RAM Us-
age(Mb)

Network Us-
age(Mb/S)

10 55 700 5
100 70 680 5.2
500 79 747 4.9
1000 85 790.5 5.78

e. UDP SYN Attack

Since UDP is connectionless protocol, the attacker generates enough UDP Packets to

a random port in Victims Server. On the Victim Side, it will check for application

that will be waiting for that particular packet unless it realize there is no application

waiting for it. So ICMP with destination unreachable is generated to source address.

If enough number of Packets are received at the victim end, the system would be

flood and would be down.The ports that are open in victim side is targeted. Enough

UDP Packets that can flood the victims server are generated which would exhaust

all the available resources such as CPU, bandwidth and memory.

Snort rule for detecting UDP SYN Attack is:

Alert udp any any → 192.168.1.0/24any(msg : Landattackdetected; flags : S; threshold :

typethreshold, trackbydst, count20, seconds60; sid : 5000003; rev : 1; )

Performance Matrix for UDP SYN Attack
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Packet
Size(bytes)

CPU Utiliza-
tion(%)

RAM Us-
age(Mb)

Network Us-
age(Mb/S)

10 60 420 2.5
100 65 432 4
500 75 450 6.5
1000 62 480 7.9

f. Land Attack

The source IP is spoofed as of Destination IP. So the machine send huge request to it-

self and this conflict cannot be resolved at last victim gets crashed or rebooted.Spoofed

IP Address that is same as Victim is used by attacker so that request is send to itself

and all the resources gets consumed.

Snort rule for detecting Land Attack is:

Alert tcp any any → anyany(msg : Landattackdetected; flags : S; sameip; sid :

5000000; rev : 1; )

Performance Matrix for Land Attack

Packet
Size(bytes)

CPU Utiliza-
tion(%)

RAM Us-
age(Mb)

Network Us-
age(Mb/S)

10 65 350 2.9
100 71 368 3.1
500 73 371 3.5
1000 75 380 3.7

2.5 DoS attack detection algorithm

There are several type of DoS attack as mentioned above. Based on the motives and

techniques used severity varies. Different techniques are used to detect the severities

of this variations of attack.
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2.5.1 Fuzzy Algorithm

In this algorithm , trapezoidal shape is used including four parameters a , b, c and

d. This algorithm is used to calculate the probability of attacks [23].

if (data > a) && (data < b ) then

prob =data - a/(b-a);

else

if data ≥ b and data ≤ c then

prob = 1;

end if

else

if data ≥ c and data ≤ d then

prob =d - data/(d-c);

end if

else

prob = 0;

end if

2.5.2 IBRL Algorithm

This proposed model monitoring system collects real time traces of traffic to monitor.

According to the IBRL algorithm, the throughput on the Serial Interface1 of edge

router (S1/0) is checked such that if it is greater than both the throughput of Serial

Interface2 (S1/1) and Serial Interface3 (S1/2) of the edge router, the link utilization

of the Serial Interface1 (S1/0) is also checked. If the link utilization exceeds 95% of

the bandwidth capacity the rate limit rules are applied in Serial Interface1 (S1/0).

This procedure is repeated for all other interfaces simultaneously[22].

The severities of dos attack varies and with it some of the scripts can even harm

or freeze the system or can bring down the server.

Since it is found that TCP SYN Flood is more severe than other attacks. There
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Figure 2.1: IBRL Algorithm [22].

are various Algorithm to detect TCP SYN Flood attack.

2.6 Intrusion Detection System in cloud

2.6.1 Intrusion Detection System

Introduction

As cloud has been vulnerable to security attacks due to its open and distributed na-

ture , a strong defense mechanism is always required to protect from such mechanisms.

Use of firewall or antivirus single handedly will not eradicate all the vulnerabilities. A

strong defense is required to handle such security loop holes for that intrusion detec-
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tion system can be deployed at different network locations based on its requirement.

Intrusion detection system is a hardware or a software application used to monitor

and detect malicious behaviour of traffic.Every year CERT Reports increasing amount

of attacks.

Past research

Multithreaded IDS have been proposed for the distributed system. It is mainly used

to detect masquerade attacks, host and network based attacks [18].

Jabez suggested an approach to use the outlier detection for the network intrusion

detection system [9]. The paper focused on little variation of attacks ,low false alarm

rates.

Narwane proposed knowledge and behavior based approach to detect anomalies.

Behavior of system is observed and slight change in behavior will trigger the alarm

and if changed behavior remain unnoticed then network packet is been compared with

database of vulnerabilities which will raise an alert [17].

Bamakan demonstrated two methods name multiple critical linear programming

and swarm particle optimization to improve performance by decreasing false alarm

rate [10].

An another approach is network based signature which is palced at each node to

detect SIP Flooding attack [20]. Modi has even proposed hybrid technique to detect

major attacks and should be located at server [3].

Hybrid technique of two approach covariance matrix based and entropy based

system has been proposed [22].

Chia-Mei, Guan, Yu-Zhi, and Ya-Hui (2012) investigated the problem of sequence

of in Cloud. An attacker can maliciously combine multiple security vulnerabili-

ties and by adapting persistent attack approach of sequence network may harm the

cloud.Thus, they proposed Hidden Markov model to detect such attacks by examining

the attack plan at different stages and analyzed logs to identify attack sequences.

S.H.C Haris et al. suggest that IP Header and TCP header payload are used for
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detection of TCP SYN Flood. Port, flag, IP address, Protocol behavior and so on are

some of the key features used for attack detection. The focus of this paper is limited

to detect attack in the local area network in File Transfer Protocol and has lower

detection rate. The packet captured using tcpdump are filtered using packet filtering

algorithm and thus would raise alarm based on deviation from normal behavior[25].

Y. Ohsita et al. suggest to consider arrival time variations. This proposal is

limited to detect normal TCP SYN Packets as lower rate traffic cannot be detected

as it follows normal distribution model. By normal model distribution, the mechanism

can detect attack accurately [26].

H. Wang et.al suggest that the detection system should be kept at the edge of

routers or firewalls or proxy at the front end. It analyze the TCP SYN FIN pairs

and the change in the sequences. Various alerts are generated based on the events

and source of flooding can be identified. Thus the limitation of it is that system

is more prone to flooding attacks but it does remove the overhead. Along with

detecting attacks by generating alarms even the source location can be found using

this technique[27].

M.Durairaj et al. proposed ThreV algorithm for detecting MAC spoof DoS attack

as MAC address can easily be spoofed. The paper focuses on existing Infrastructure.

Hybrid Mechanism is proposed which is amalgamation of four algorithms such as

ThreV, Alternative Numbering Mechanism, Traffic Pattern Filtering and Letter en-

velop protocol. The Basic Identity Check tables is compared with MAC address of

all users in WLAN and based on that Intruders can be checked. The benefit of this

technique is that it is deployed with minimum packet loss, reduced control overhead

with reduced in packet drop and delay[28].

Maciej Korczynski et.al suggest that scheme that relies on sampling rate. To

validate connection, TCP Packets are examined to check for ACK Segments coming

from server. This method is effective when the rate of incoming packets is been

controlled and then further compared with other detection methods. The ACK flag

is mainly examined with set on means that connection is legitimate. Although this
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method is very effective by decreasing false positive rate but some information is lost

while sampling data[29].

D.M.Divakaran et.al suggest to use exponential back off property of TCP segments

to determine high intensity of attack. Linear Predictive analyze network traffic and

various other types of DoS attack. Even the intensity of network can be detected

using LP Detection Method. The low and high intensity SYN flooding attacks can be

detected. There will be detection delay in source identification of TCP SYN flood[30].

S.H.C Haris et al. suggest that use of payload and unusable area in Hyper Text

Transfer Protocol. ToS, IP Header, Unusable area are considered for detecting TCP

SYN. To detect the TCP SYN attack it is necessary to recognize normal payload

characters else would be time consuming. The need arises to make detection faster

and effective[31].

Parasa Harika et al. suggest to count and record SYN packets whose three way

handshake is completed. Even all packets that are opposite to SYN packets are

recorded. The Proposed Technique is combination of packet filtering and syn flood

monitoring [32].

D.D.Rani et al. suggest to check open ports and its active connections in Server.

Using Wireshark and IP table rule DoS attack is analyzed. Once DoS attack is

detected its prevention can be done using shell scripts to block such network traffic.

The experiment for detection is limited to client server program [33].

D.S.Rana et al used Wireshark to detect TCP SYN flood attack. The attack has

been generated by Shell Script using random number function so that the request

comes from Random IP address. Use of Inbuilt functions in Linux such as netstat is

done. Around 2000 to 7000 packets are captured at network interface [34].

V.A.Siris et.al evaluated adaptive threshold algorithm and cumulative sum algo-

rithm for change point detection. Adaptive threshold algorithm checks for network

traffic and compares SYN packets with the threshold value. When the number of

SYN Packets exceed number of FIN Packets the change has been noted using cusum

algorithm. For low intensity attack there is degradation in performance. It is efficient
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for detecting high intensity attacks without being more complex [35].

V.L.L.Thing et.al proposed use for bloomed filter. The outgoing SYN packets

values must be equal to incoming SYN ACK values. The technique is more reliable in

detecting SYN-SYN ACK detection mechanism rather than SYN-FIN/RST detection

mechanism. SYN-FIN/RST fails to detect Bot Buddy attack[36].

2.6.2 Intrusion Detection Techniques

Different techniques used for detection are as follows:

Figure 2.2: Taxonomy of IDS Techniques [6]

This above techniques are combined or used individually for detection of known as

well as unknown attacks. This techniques may even require to train the network from

past attacks. IDS and IPS have always behaved as support system for the network.

However , they may not be even completely reliable. So some additional features are
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always required to secure the network.

2.6.3 Limitation of IDS

Limitations of IDS are as follows:

• They are not scalable for large or distributed network.

• Traffic audit data changes with time interval making it difficult differentiate

normal traffic from anomaly[5].

• They cannot hide security vulnerabilities in network protocols.

• Its significantly error prone i.e. more number of false positive[17].

• Monitoring user behavior is difficult [17].

• Human intervention is always required.

• Timer increases double check points are kept so it degrades the performance[22].

• Difficult to detect unknown and novel attacks, requires huge execution time and

is less accurate[9].

• It cannot be complete reliable solution against security threats.

• Encrypted packets are not processed which can cause intrusions in network.

• Complexity increases as both techniques are combined[3].
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Paper title Abstract Technicalities Conclusion Future work
Security
in Cloud
Computing:
opportunities
and chal-
lenges 2015
[6]

Cloud com-
puting models,
types of cloud
and its char-
acteristics.
Issues at Com-
municational
(DoS,man-
in-middle
,masquerade
, eavesdropping
, cryptographic
algorithms),
architec-
tural(virtual
network ,se-
curity miscon-
figurations,
virtualization
issues,VM im-
age sharing,
Migration) and
contractual and
legal issues

Data visibil-
ity and other
operations
due to mul-
titenancy.
On demand
self service
may lead
to unautho-
rized access
to manage-
ment inter-
face,operational
dependency
among
clouds.

Threats should
be well under-
stood and deal
accordingly

Communication
level chal-
lenges can be
eliminated.
Different
techniques
can be ap-
plied along
with cryp-
tographic
algorithms
and key
management.

Understanding
DDoS attack
and its effect
on cloud com-
puting[14]

Unable all the
resources, find-
ing of bugs
or issues in
software im-
plementation,
deplete all
bandwidth or
resources

Different
types of
DoS attacks:
Bandwidth
Depletion at-
tack ,flood at-
tacks,amplification
at-
tacks,Resource
Depletion At-
tack ,IP
address at-
tack

Prevention Sys-
tem: Ingress and
egress filtering,,
Route based dis-
tributed packet
filtering,Secure
Overlay Service.
Detection
Techniques:
Anomaly detec-
tion,NOMAD,
packet sampling
and filtering
with congestion ,
DWARD , MUL-
TOPS,misuse
detection

NA.
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IDS:
Anomaly
detection
using Outlier
detection
approach
2015

For encounter-
ing larger data
sets , statisti-
cal approaches
and rule based
expert systems
were not accu-
rate. Expert
Systems based
on rules will de-
tect the known
intrusion in high
rate and will
not identify
intrusion. Mon-
itor the current
status of user

Detect mas-
querade
attacks ,ma-
licious use
,leakage ,ser-
vice denial ,
unauthorized
users break
in, identi-
fies zom-
bies based
on server
connec-
tion,genetic
algorithm
uses fitness
function
for esti-
mating the
rules.Based
on Fuzzy
clustering
and ANN
approach.

Proposed Sys-
tem identifies all
types of attacks
such as probe
, DoS,U2R
and R2L. de-
pends on outlier
values.IDS per-
formance can be
improved.

Distance
computa-
tion function
used between
trained model
and testing
data.

A New
Intrusion
Detection
Approach
using PSO
based Mul-
tiple criteria
Linear Pro-
gramming[15]

Multiple cri-
teria linear
programming is
a classification
method based
on mathematical
programming
which has been
showed a po-
tential ability
to solve real-life
data mining
problems,High
classification ac-
curacy and low
false alarm rate
are two main
characteristics.

Computational
Intelligence
methods
such artificial
immune sys-
tems,artificial
neural net-
work,swarm
intelligence
and soft
computing
showed better
performance.

Better perfor-
mance based on
accuracy and
running time
was examined
by KDD cup

Multi class
classifica-
tion can be
applied on
KDD cup 99
to examine
performance
on different
attacks.
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Stealthy De-
nial of Ser-
vice strategy
in cloud com-
puting [16]

Effects pay by
use module ,
service degra-
dation is also
considered as
vulnerability,
Malicious ac-
tivities are in a
stealthy fashion
to elude security
mechanism by
orchestring and
timing attack

Vulnerability
metric for
maximum
performance
degradation
.evaluating
vulnerability
of open and
closed hash

Implementing
a stealthy be-
haviour by
slowly increas-
ing polymorphic
behaviour, ex-
ploiting cloud
facility

Detect at-
tacks at
application
level. detect
spidas attack
in cloud.

Comparison
of Network
Intrusion
detection sys-
tem in cloud
computing
environment
[23]

Famous NIDS
such as Tcp-
dump, snort,
Network Flight
Recorder are
contrasted. It
identifies pack-
ets based on the
signature.

Use of
network
monitoring
tools such as
Snort,Network
Flight
Recorder and
TCPDUMP.

Comparison of
network moni-
toring tools is
done

NA.

CIDS a
Framework
for intrusion
detection in
cloud system
[24]

Network based
IDS based on
signature and
target. Either
Knowledge base
or behavior base
technique is
used to detect
attack.

Description of
components
of alerts
summarizer
to cloud
administrator

Use of CIDS to
monitor the sys-
tem for detect-
ing the intru-
sions

Apply three
proposed de-
tection model
by making it
more secure.
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Intrusion
detection in
cloud [18]

Some known
IDS are Snort,
F-Secure
Linux Security,
Samhain. Vul-
nerable to cross
site scripting,
buffer overflow,
gaining access to
hardware layer
thus compro-
mising VM .
Remote control
is combination
of VM control ,
monitoring and
configuration.
Use of User-
Mode-Linux for
implementation
of features.IDS
faces chal-
lenges:1) no
standardized
o/p. 2) com-
munication and
deployment
scheme should
be flexible.
Sorting, filtering
and tagging are
some of the ap-
proaches event
correlation.

architecture
of deploying
intrusion
detection
system in
cloud

IDS deployed
at each layer of
cloud to gather
alerts from
each layer and
correlate them

Correlation
of alerts such
as filtering
,sorting and
tagging at
each layers
and deploying
IDS through
different
techniques

A feature
selection
algorithm
to intrusion
detection
based on
cloud model
and multi
objective par-
ticle swarm
optimization
[19]

Use of EFSA-
CP algorithm,
best fitness
value is used
for convergence.
Algorithm ex-
tracts important
features which
leads to increase
in speed and
safety analysis.

use of EFSA-
CP algorithm

Use of fea-
ture selection
algorithm to
accurately de-
termine the
dimensions of
data

Comparing
performance
of detection
on differ-
ent types of
attacks.
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CIDD : A
cloud Intru-
sion detection
dataset for
cloud com-
puting and
masquerade
attacks [20]

Knowledge and
behavior based
audit data col-
lected from unix
and windows
users. Log
analyzer and
correlator sys-
tem to extract
and correlate
user data.Some
basic informa-
tion like login
time , session
duration and
commands are
issued. Events
that are covered
under logged
falls in: account
management ,
process track-
ing ,logon
and system
events,object
access. Different
data set are used
to detect mas-
querade attacks:
SEA,Greenberg,purdue,RUU.
LACS Parses
binary log files.

Use of Data
set to collect
knowledge
and behavior
based from
windows and
unix based
user.

Analyzing of bi-
nary log files and
correlating them

Developing
the correla-
tor and log
analyzer to
parse and an-
alyze log files
and network
packets.

Table I: literature survey table
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Proposed System

4.1 Working

Initially DoS attack script would be kept running in the network , so that attack

can be continously monitored. Script would be kept running in the background to

monitor the network , uptime , load and even the used RAM. This will help to detect

any other variation of DoS attacks. Even in the background this scripts would be

kept running.Web application deployed on server would be the victim .

The request would be containing malicious packet that are sent to the web ap-

plication. Intrusion Detection System would be deployed before the web application.

All the incoming request are inspected at IDS and based on the signature rules they

are traced. This packets undergoes through the fuzzy model where the expert rules

are predefined and based on the expert rules severity of attack is determined. This

would prevent request to enter the web application and would be blocked or delayed

based on results.

4.2 Proposed solution

The accuracy of the algorithm is 95% if expert rules are accurate enough to detect

the attack severity. It is necessary to focus on the rules as this rules will decide the

34
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severity of the attack. The fuzzy model consists of expert rules.

Again the challenge here is the expert rules based on past experience. Rule based

detection is done. All possible rules are added to the model so that severity can be

defined and detected accordingly.

Figure 4.1: Proposed model

4.3 Proposed Flow

All the incoming requests arriving at network are analysed in terms of its CPU Usage ,

Memory Utilization , Number of Incoming Request , Number of Open Ports and So on.

This system’s performance has been monitored using ganglia. Further, Various types

of DoS attacks has been detected using snort. Events that are generated by Snort
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are logged into barnyard2. BASE facilitates by providing the graphical detection of

network traffic along with identification of unique IP’s. Based on Rule based detection

, attacker can be identified in network. Redundant IPs, IPs with maximum number of

connections and so on are identified. These detected IPs are saved in black list. The

attack can be further prevented by limiting incoming request and updating blacklist

files.

Figure 4.2: Flow Diagram of proposed model

4.4 Implementation

The Experiment has used six host machines deployed in cloud. Host A, B, C, D

are attackers with OS Ubuntu 12.04.5 LTS. Host E is IDS which consists of Snort
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and Rule base detection techniques with OS Kali 2.0 Sana. Host F is client with OS

Ubuntu 12.04.5 LTS deployed with ganglia to monitor the performance. Some of the

tools used are Snort 2.9.7.6, DAQ 2.0.6, barnyard2 2-1.13, base 1.4.5, LOIC 1.0.8,

hyenae 0-1.1, ufonet 0.6, Airmon-ng, Airodump-ng, Driftnet.

The attack is performed on Host F through use of different attack scripts, tools

such LOIC, ufonet, hyeane. All the incoming request of Host F is been analyzed and

monitored by Host E. Different Rules are configured based on Various Attacks. Both

Host E and F are configured with ganglia so that performance can be analyzed.

System implementation is performed with following platform and architecture :

Ubuntu 14.04 , kali linux 2.0 operating system is used. =

Name Version Purpose
Ubuntu operating sys-
tem

14.04

kali linux operating
system

2.0

snort 2.9.7.6 open source NIDS
daq 2.0.6 Makes abstract calls to capture

packet libraries
barnyard2 2-1.13 open source interpreter for unified

output
base 1.4.5 front end to analyse and query

alerts
perl 5.22.2 Programming language
wireshark 1.12.5 Packet Sniffing tool
Tshark 1.12.5 Command line Packet Sniffing

tool
TCPDUMP 4 TCP Traffic Intercepting tool
Airodump-ng 4 dump all wireless connection de-

tail
Brupsute 1.6 To Intercept Session of users
Driftnet - To Sniff Images from Captured

Packets

Table I: Tools used
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Figure 4.3: Zombie Attack using Ufonet

• Configuring web application on one of ubuntu.

• Scripts are written for Manually and auto monitoring of network.

• scripts for monitoring ping request , server is down , server monitoring log.

• ping of death attack performed along with its detection by snort rules.

4.5 Results Analysis
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Figure 4.4: Updation of Log files of TCPSYN flood attack in database

Figure 4.5: Detection of Land attack through Snort
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Figure 4.6: Detection of UDP SYN Flood attack
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Figure 4.7: Detection of TCPSYN flood attack through Snort
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Figure 4.8: Graphical Representation of Detection of TCPSYN flood attack
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Figure 4.9: Graphical Representation of Detection of ICMPSYN flood attack
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Figure 4.10: Detection of ICMP Attack using Wireshark
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Figure 4.11: System information
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Figure 4.12: Updating local database
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Figure 4.13: Alerts generated by snort

Figure 4.14: System Information
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Figure 4.15: TCP SYN Detection Using Apache
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Figure 4.16: TCP SYN Detection Using Wireshark
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flood.png

Figure 4.17: TCP SYN Detection Using Rule Based System
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Figure 4.18: CPU Metrics Using Ganglia
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Figure 4.19: Comparison of CPU Utilization among attacks
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Figure 4.20: Comparison of RAM and Network usage among attacks
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Conclusion and Future Scope

5.1 Conclusion

Knowledge base approaches generally go for expert rules for detection of attack .

This expert rules determine the severity of attack . Since this rules are dependent

on human intervention efficiency is completely dependent on it. This rules database

is updated and based on that its efficiency is increased. Since manual updation is

required its efficiency is obviously less than that of artificial intelligence techniques.

We have proposed an Intrusion detection system for DoS attack in cloud so that

there can be minimization of cyber-attacks. To conclude we have tried to reduce

impact of dos attack by detecting it at initial state with improved accuracy so that

accordingly actions can be taken. With this increasing number of cyber threats, it is

necessary to detect such threats and accordingly actions shall be taken.

we have focused on identifying sources that facilitated with numerous character-

istics but were exploited by Intruder. Since DDoS is major threat to cloud its detec-

tion is very challenging. An Hybrid Technique which is combination of Rule based

Detection and Snort has been used for identifying the attacks. After Performance

Comparison of Various types of DDoS attacks, it is concluded that TCP SYN Attack

is more severe compared to other attacks . A hybrid technique is used for detection
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of attacks. The Rule based detection techniques works efficiently in cloud. With the

several comparisons it is found that TCP SYN is more severe compared to various

other DDoS attacks. This Rule based detection consists of IP detection,reducing

redundant IPs and blacklisting them.

5.2 Future Work and scope

Automation of Monitoring and scanning the network by monitoring cpu usage , mem-

ory usage , log files. Most important of all its prevention by limiting the rate and

blocking ip with maximum number of request.Even variations of attacks can be de-

tected by updating Black list.

As I’ve mentioned earlier in proposed system that it is used to detect the dos attack

and its severity.It can be extended by combing with different techniques for detection

and alert generation. Even , Intrusion Response System and Intrusion Prevention Sys-

tem can be implemented making cloud more secure. After implementing the existing

system one can enhance the security in cloud not just by being reliable on routers

, switches , firewall and anti-virus. Graph based algorithm is yet to implement for

large datasets of attacks and its severity along with its impact on network.
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