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Abstract

As the clinical usage, security of the CT Scanner is of very much of concern.Our goal
is to make CT console more secure in order to protect Information System.Following are

some projects carried out in order to harden CT Console.

e We are making the CT Scanner compliant with the DOD (department of defense,
US) and DISA compliant to ship the CT Scan machine to US. The concern is
to to harden the operating system (windows 7) to meet the compliance. And at
the end, providing solution as a deliverable to the manufacture team to meet such

compliance.

e SignTool facilitate the user to sign the binaries using digital certificates and before

signing scan for malware using Antivirus.

e Hardening the operating system in order to reduce the attack area by disabling
functionality that is not required and keeping the minimum functionality that is

required and make the system safe.
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Chapter 1

Introduction

1.1 Background

X-ray computed tomography (X-ray CT) is a technology that uses computer-processed X-
rays to produce tomographic images (virtual ’slices’) of specific areas of a scanned object,
allowing the user to see inside the object without cutting. Digital geometry processing is
used to generate a three-dimensional image of the inside of the object from a large series
of two-dimensional Radiographic images taken around a single axis of rotation. Medical
imaging is the most common application of X-ray CT. Its cross-sectional images are
used for diagnostic and therapeutic purposes in various medical disciplines. The software
driving the CT Scan machine is called the SYSTEM. The System is connected to two
different networks at the same time. One to the hospital network and the other to the
PHILIPS Remote System (PRS). The SYSTEM has two major parts: CIRS and Gantry.
Gantry is used to take raw x-ray images and the gantry is used to convert those images
to the computer readable form.

The DoD Information Assurance Certification and Accreditation Process (DIACAP)
is a United States Department of Defense (DoD) process that means to ensure that com-
panies and organizations apply risk management to information systems (IS). DIACAP
defines a DoD-wide formal and standard set of activities, general tasks and a management
structure process for the Certification and Accreditation of a DoD IS that maintains the

information assurance (IA) posture throughout the system’s life cycle.



Chapter 2

Literature Survey

2.1 Motivation

Information security and privacy in the Healthcare sector is an issue of growing impor-
tance. The adoption of digital patient records, increased regulation, provider consolida-
tion, and the increasing need for information between patients, providers, and payers,
all point towards the need for better information security. We critically survey the re-
search literature on information security and privacy in Healthcare, published in both
information systems, non-information systems disciplines including health Informatics,
public health, law, medicine, and popular trade publications and reports. In this paper,
we provide a holistic view of the recent research and suggest new areas of interest to the

information systems community.

2.2 Problem Statement

As the clinical usage, security of the CT Scanner is of very much of concern.Our goal is
to make CT console more secure in order to protect Information System.Following are

some projects carried out in order to harden CT Console.

e We are making the CT Scanner compliant with the DOD (department of defense,
US) and DISA compliant to ship the CT Scan machine to US. The concern is
to to harden the operating system (windows 7) to meet the compliance. And at
the end, providing solution as a deliverable to the manufacture team to meet such

compliance.

e To sign a binary required to run on trusted environment, user need to sign through



command execution with Certificate installed. This manual process take time and
it doesnot support audit logs. SignTool facilitate the user to sign the binaries using
digital certificates and before signing scan for malware using Antivirus.The signing

activity will be logged in a XML database.

e Hardening the operating system in order to reduce the attack area by disabling
functionality that is not required and keeping the minimum functionality that is

required and make the system safe..

2.3 Significance

e The project is for a very important and sensitive industry i.e., HealthCare. The
product supplied or provided to HealthCare should be reliable, sustainable and
most importantly secure from inner/outer networks, viruses and other malicious
processes and methods. The security perspective of the project is always the point
of concern since any discrepancy in the patient information or any of the confidential

information may lead to a very specific disaster.

e The binaries signed by Sign tool indicate that the files are from trusted path and

malware free.

e Windows hardening improves system performance and minimize network based
attacks and prevent system access when some unauthorized user is interfacing with

the system, either physically, or over a network at the machine.

2.4 Challenges

e Meeting 100 % security compliance for DIACAP.

e Maintaining Inter-operability of the SYSTEM and the compliance.

2.5 Constraints and Trade-off

2.5.1 Constraints

e User must have knowledge of the hardware components and Implementation and

architecture.



e To work with the sub-system functionalities, the architecture and implementation
of the sub-systems should be known. But in this short time, I cannot get the
complete implementation of a very big project. So working with a black-box (no

insight to the implemented code) is a very big constraint.
e User must have knowledge of programming languages.

e Minimum system requirements must be met to use the product.

2.5.2 Trade-off

e Cost Vs Feature Trade Off: Selenium does not support Internet Explorer on par

with other testing tools but we are using it as it is open source.

e Effort Vs Time Trade Off: Ids for many UI elements were not provided for testing.

2.5.3 Test Cases Generation

The DIACAP component is tested with various manual testing methods including log
viewers, event viewer and manual verification. For each finding solution, the correspond-
ing log or group policy is checked to verify whether the setting is implemented. After
implementation, the system is checked for any deviation from core functionality or any

misbehaviour.



Chapter 3

About CT

3.1 Gantry

Figure 3.1: Gantry




3.2 Console

W T - BB .

Figure 3.2: CT Console Dual Monitor



Chapter 4

Technical Requirements

4.1 Hardware Requirement

e RAM : 12 GB.

e HDD processing Speed :7200 rpm or 9000 rpm

4.2 Software Requirement

e VBScript

o C#

e Nessus Tool
e Nmap

e Oracle Virtual Box



Chapter 5

Implementation

5.1 Phase 1

The component is coded in C# using .NET and ICACLS tool from Microsoft. Security

Editor Auditor Policy from Microsoft are also used for various configuration settings.

Figure 5.1: Security Technical Implementation Guide

~ 4rule Title: Physical security of the Automated Information System (AIS) does net meet DISA

s [requizements.

1006 - Users with Adminstrative Privieoe ISTIG ID: 1.001 Rule ID: SV-249%6rl_rule WVuln ID: V=1070 ¥
1.007 - Mambers of the Badp Cperators Group Severity: CAT II Class: Unclass

1,008 - Shared User Accounts o
1.010 - Access Restrictions o Logs B

1.013 - System Recovery Badkps Discussion:

1,016 - Secrity Configuration Tooks Insdequate physicsl protaction can undermine all other security precautions utilized to protect the
[2.001 - Incorrect AL for event ogs system. Thiz can jecpardize the confidentiality, availability, and integrity of the system. Physical
2.005 - Unsupparted Servie Pocks security of the AIS is the firat line protection of amy system.
i b |[2:905 - system e A5
2.007 -Fie Audtig Configuiaton Documentable: No
Prafic (rone) = | [2.008 - TS Requrement
] View ALSTIG Data 2,009 - Srong Pozsiword Fitering Responsibility:

2.015 - Fle share ACLs.
2.019 - Security-Related Software Patches
+] [Keymord, + ] [1:021- Software Certicate Instalaton Fies
12.023 - Winlagan Regatry Permissions
| [2-115 - onfigure Automatic péates
Add Filter :xims SV:M:’:"Q,W“M [Note: Servers will be located in rooms, or locked cabinets, that are accessible only to authorized
3,006 - Remvele media devices, systems personnel. Autherized user access should be verified at tws points (i.e. butlding access and
I Remove Fiter ] 07+ server room). User workstations containing sensitive data should be in sccess controlled aress.

[ Femovesirhms ] [3010-Regsi ey oy
[Fix Text:

3.011 -Legal Nobee Disploy

System Administrator

ICheck Content:
Interview the SA to detezmine if equipment is located in an access contzolled area.

3.013 - Caching of logon credentials Relocate equipment te a controlled access area.
3,014 - Legal Bannr Disog Box Tt

3.015 - Halt on Audt Faiure IR Controls:PECF-1

3.018 - Anomymous shares are not restricted jocT: ccI-000366

3.015 - Restrict Ancmymous SAM Enumeration MIST SP 800-53 i CM-E b

3.027 - Printer Share Permissions ¥IST 5P 800-53A :: CM-6.1 (iv)

3,028 - icresutt Srong Pasoword Flering rIST SP 800-53 Rewision 4 11 CM-6 B
3.029 - Secure Print Criver Installation

3,030 - Aromymaus Access to the Regstry

3.031 - LanMan Authentication Level

3,032 - Corl -+ v

3.034 - Unencrypted Password is Sent to SME Server,
3.040 - Disable Automatic Logon

3.042 - Signing of Secure Charnel Traffic
3.043 - Encryption of Secre Channe! Traffic

3.044 - Computer Account Password Reset

1,045 - SMB Clent Packet Signing (f server agress)
3,046 - SMB Server Packet Signing (f chent agrees)
3.047 - Smart Card Remaval Option

3,048 - Recovery Conscle - SET Command

3,045 - Recovery Console - Automatic Logon

3,052 - Format and Ejeet Removable Meds
3,054 - Password Expraten Warmng
3,055 - Gobal System Objects Permission Srength

These are the stigs which is given by DIACAP for assessment which is to be fixed

Below mentioned are few Scenarios of the above STIGs:

e Scenarios 1- Setting lock screen after wake up: Using Registry class from .NET

framework and SetValue function, the value for the value is set to integer 1. It will



enforce every user to be prompted to enter the credentials on resume from sleep
when plugged-in.
Figure 5.2: Lock Screen Registry
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ndex", RegistryValueKind.DWord) ;

e Scenarios 2- Interactive login: This will make sure the only the administrators
and Users are able to logon to the system locally. Since the many other groups or
users may exist on the system, that will not be provided with the local access to
the system. This will restrict all other groups and users from logging in locally.
Fig 7.2 is the inf(configuration template) file snippet with SelnteractiveLogonRight

privilege right set to Administrators and Users groups only.

Figure 5.3: Interactive Logon inf File

[Unicode]

Unicode=yes

[Privilege Rights]

SelnteractivelogonRight = Administrators, Users
[Version]

signature="%CHICAGO%"

Revision=1

[Profile Description]

Description=kV 26472%

Fig 7.3 shows how the template is implemented to the system with the help of

security editor(secedit) which will include following steps:

— Importing a cfg(inf) file into a database(sdb) file.

— Configuring the SDB file to the system using /configure switch.

e Scenarios 3- Access control:Fig 7.4 shows the creation and configuration of a

cmd.exe thread and running a Icacls command

10



Figure 5.4: Interactive Logon Configure

Process p= new Process|():
p.StartInfo.UseShellExecute=falze;
p.5tartInfo.CreateNoWindow= false;
p.5tartInfo.Filelame="cmd.exe"

p.5tartInfo.Arguments = "/C gecedit /import /gfg
A"C:\\Users\\geh\\Desktop\\deployment\\inf\\privilege
rights\\interactivelogon.inf \" /db
C:\\Windows\\security\\database\\fake.gdh":

Figure 5.5: Access Control ICACLs

Process p= new Process();
.StartInfo.UseS5hellExecute=false;
.StartInfo.CreateNoWindow= false;
.StartInfo.FileName="gmd.exe":
.StarctInfo.Arguments = "/C igacls
:\\Windows\\System32\\Drivers\\gtg\\hosts /grant:
Users: (F) Administrators: (R,W) \"NT
ServiceM\gyentlaog\™: (F) SYSTEM: (F)":
p.5tartc ()

o T B o L & L &

5.2 Unit Testing

Unit testing of the individual finding is done manually with the help of various tools such

as log viewer, event viewer, firewall, group policy editor, Audit policy viewer and registry

editor.

This Examples describe the procedure carried out for Unit Testing for above Sce-

narios

Scenarios 1 (5.2.1)

5.2.1 Setting lock screen after wake up:

For this finding, following steps are followed to make sure fixing it will not impact the

system functionalities

e Merge the ACSettinglndex registry with the current registry state.

11



Lock out from the system and check for the logon screen.

After waking from screensaver, check for the logon screen.

After waking from sleep, check for the logon screen.

Check for any background process at the time of sleep or Screensaver.
Scenarios 2 (5.2.2)

5.2.2 Interactive logon:

For the second finding, above steps are followed to make sure it will not impact the system

functionalities.

e After configuring the created database, check if any user, other than Administrators

or Users group, is able to logon.
e Check if this setting affects the remote logon for the same users.

e Check if any user is added to the ACL and also added to some other group, will its

logon is prevented,

e Check the system event logs for any logon events for Users and Administrators

group.
Scenarios 3 (5.2.3)

5.2.3 Access Control:

For the third finding, above steps are followed to make sure it will not impact the system

functionalities.
e After running the specific command, check for the ACL of the file C:\ Windows\ Drivers\etc\ hosts.

e Check the file system object audits for any access to the particular file. If there is

any access, then the fix may affect the system.

e Check the ACL of the specified file for any special permissions to any user or

process for some specific operations.

12



5.3 Integration Testing

Figure 5.6: Integration Testing

Registry.5etValue ("HEEY LOCAL MACHINEA\Softwarell
Policies\\Microzoft\\Power\\PowerSettings'\\0eT73&b
db-100d-47dé6—a2d5-f7d2daas1£514\"

e TACSettingIndex™, 1,RegistryValueEind.DWord):

Process p= new Process():
p.StartiInfo.UseShellExecute=fals=se;
p.StartInfo.CreateNoWindow= false;
p.5tartInfo.FileName="cmd.exe":

p.S5tartInfo.Arguments = "/C jcacls
C:\\Windows\\System32\\Drivers\\gtg\\hosts
fgrant:r Users: (F) Administrators: (R, W) \"NT

Servicel\\gyentlog\": (F) SYSTEM: (F)":
p.S5tart ()

p.5tartInfo.Arguments = "/C gecedis /import

/ety
AT A Tsersi A geh\\Desktop\\deployment\\inf\\privi

lege rightsiilgcallviogon.inf \" /db
C:\\Windows\\security\\database\\low.3dh":
p.S5tartc ()

p.WaitforExit () :

After implementing above code, all of the settings and configurations are checked
manually for being implemented. The logs are checked for any error message or any

warning.

13



5.4 Results

The fix to the first ACSettingIndex registry does not fix the problem. The impacts are

following;:
e No logon screen appears after waking up from sleep.
e No logon screen appears after waking up from screensaver.

Now checking Manually all the fix :

14



Figure 5.7: Lock Screen Registry setup

File Edit View Favorites Help
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| Power
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a- . PowerSettings
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File Checklist Options Help

Figure 5.8: Interactive Logon Setting

Rule Title: Unauthorized accounts will mot have the "Allow log on locally” user right. ~
lly STIG ID: WINUR-000005 Rule ID: SV-35927r2 rule Vuln ID: V-26472
Severity: CAT II Class: Unclass
v
Discussion: ~
Inappropriate granting of user rights can provide system, administrative, and other high level capabilities.
[Accounts with the "Allow log on locally” right cam log on interactively to a system.
< >
Documentable: No
Profile (nane) v
[[] view All STIG Data [Responsibility:
System Administrator
+ |[Keyword Check Content:
Znalyze the system using the Security Configuration and Znalysis snap-in.
Expand the Security Configuration and Znalysis tree view.
‘ Add Filter [Navigate to Local Policies —> User Rights Assignment.
Remove Filter If any accounts or groups other than the following are granted the "Allow log on locally” user right, this is a
| Remove Al Fiters £inding:
+ Keyword: 26472 [Administrators
[Users
Systems dedicated to managing Active Directory (AD admin platforms), must only alleow Administrators, removing the
Users group.
Fix Text:
Configure the policy value for Computer Configuration -> Windows Settings -> Security Settings -> Local Policies -3
User Rights Assignment -> "Allow log om locally” to only include the following accounts or groups:
[Administrators
[Users
Systems dedicated to managing Active Directory (AD admin platforms), must only allow Administrators, removing the
Users group.
IA Controls:ECLP-1
cCI: CC1-00021 hd

1Rules Shownl| Displaying Rule: 0

Clipboard

Home Share View
® = 4 i+ Computer ) Local Disk (C)
Name

T Favorites

B Deskiop
8 Downloads
“El Recent places

T Libraries
[ Documents

& Music

[ Pictures

[BE Videos
& Homegroup
8 Computer

il Local Disk (C)

New Volume ()

Network

[ Imhosts.sam

Figure 5.9: Access Control Result

b Windows b System32 » Drivers » etc v ¢ | Searchetc e

[ hosts Name Ci\Windows\System32\Drivers\etc\hosts
networks

o Owner: SYSTEM @ Change

| protocol

[] services Permissions | Auditing | Effective Access

Securty | Details

Permission entries:

Special pemissions

Object name:  C:\Wiindows \System32:Divershete hosts YT | (iicer] L= o
8 Allow  SVSTEM Full control CAWindows'System32\Driversietch
Group or user names: 82, Allow  Administrators (flaxor\Administrators) Full control C:\Windows\System32\Driversietc\
8 Allow  Users (flaxor\Users) Read & execute CAWindows'System32\Driversietch
8, 5YSTEM Allow  ALL APPLICATION PACKAGES Read & execute C:\Windows!System32\Driversietch
83, Administrators fiaxor\Administrators)
82, Users flaxor Users)
To change pemissions. click Edt [ B |
Pemissions for ALL
APPLICATION PACKAGES Aow  Deny
Full control & Change View
Modfy
Read 4 oxecie v Disable jnheritance
Read v
Wite:

Apply

dlick Advanced

For special pemmissions or advanced seftings,

Leam ahout access cortrol and pemissions

o

Sitems  1item selected 824 bytes  State: 33 Shared
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Chapter 6

Result

6.1 QOutput

Under results the number of passed, failed and executed test cases are shown and also
the test cases which fail will have the information of the why they failed. They also have

the information of the test start time, test end time, type of browser and testing type.

6.2 Result Analysis

The result from the log files, event logs and configuration templates are analyzed for the

final documentation. Comments and process is documented for future reference.
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Chapter 7

Tool Development

7.1 Sign Tool

7.1.1 Purpose of Tool

To sign a binary required to run on trusted environment, user need to sign through
command execution with a certificate installed. This manual process takes time and it

doesnt support audit logs.

7.1.2 How it Works

The Sign Tool facilitates the user to sign the binaries using digital signing certificates.
User authentication for signing is done using certificate and all binaries to be signed are
scanned for Malware using Antivirus. The signing activity will be logged in a database

for the audit purpose

7.1.3 Limitation

Tool should be digitally signed to make it work.

7.1.4 Technology
C#
7.1.5 Further Addition

e XML database for storing the logs of signed document.

e Included Sign report which display user all the details of signed files according to

18



selected range of date.

Included more digital certificates as it can be used by all programs in general.
Removed the dependency of tool on IST validation dongle and SQL database.
Unit testing of each and every module.

Documentation.
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7.1.6 Layout

4 Menu
Sign Sign Binaries
Sign Report
Sign Type ©® Execute ©) Update
Select Certificates —— >
Select File(s) path
This tool do not support "datafiles’ and 'scripts’ [Tl Include Sub Folders
User Name
Sign ] [ Cancel
File Path Status Sign Type  Sign Time Certificate Name
Figure 7.1: Layout of Sign Tool
B Sign Teol
4 Menu )
Sign Sign Report
Sign Report
From Date 12/1/2015 ToDate |5/9/2016 f
File Path Status Sign Type  Sign Time Signed By Certificate Name
DA\New folder (2)\FileUplo| Sign Failed EXECUTE 1/16/2016 2:58:06 AM -
D:ANew folder (2)\mailme. | Sign Failed EXECUTE 1/16/2016 2:58:06 AM
DA\New folder (2)\New Tes|Sign Failed EXECUTE 1/16/2016 2:58:07 AM 3
D:\New folder (2)\FileUplo| Sign Failed EXECUTE 1/16/2016 3:00:01 AM =
D:\New folder (2)\mailme. | Sign Failed EXECUTE 1/16/2016 3:00:02 AM
D:\New folder (2)\New Te:|Sign Failed EXECUTE 1/16/2016 3:00:02 AM

D\New folder (2)\FileUplo| Signed Successfully | EXECUTE 1/17/2016 1:30:03 PM

D:\New folder (2)\mailme. | Sign Failed EXECUTE 1/17/2016 1:30:03 PM

DA\New folder (2)\New Tes|Sign Failed EXECUTE | 1/17/2016 1:30:04 PM

D:\New folder (2)\FileUplo| Signed Successfully | EXECUTE | 1/18/2016 10:26:21 AM

DA\ANew folder (2)\mailme. | Sign Failed EXECUTE | 1/18/2016 10:26:21 AM

D:\New folder (2)\New Tey| Sign Failed EXECUTE 1/18/2016 10:26:21 AM

D\New folder (2)\FileUplo| Signed Successfully | EXECUTE | 1/18/2016 10:38:58 AM

D:\New folder (2)\mailme. | Sign Failed EXECUTE 1/18/2016 10:38:59 AM
Di\New folder (2)\New Te:|Sign Failed EXECUTE 1/18/2016 10:38:59 AM
D:ANew folder (9WFilellnla | Sianed Successfully | IPDATE 1/18/2016 10:42:44 AM -

Figure 7.2: Layout of Sign Tool
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7.2 FileUpdater Tool

7.2.1 Purpose of Tool

To copy/update multiple binaries manually is time consuming and it doesnot verify the
status that whether file has been copied or not . This tool allows the user to update the
system and facilitates to copy multiple files collectively and provide following notifications

to the user :
1. file has been copied successfully
2. check whether destination have enough memory to store files
3. to check whether destination directory exist
4. audit logs for future reference

7.2.2 Limitation

This tool is designed for signing only .msi , .dll , .exe files only.

7.2.3 Technology
C#

21



7.2.4 Layout

FileCopyTool

Source

Destination

Browse

i

Select

Patch/Copy | | Abort |

Figure 7.3: Layout of FileUpdater Tool
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Chapter 8

Lync Access from Console

8.0.1 Project Objective

Unified communication is a tool which allows users to communicate from anywhere with

an Internet Connectivity.

8.0.2 Project Description

- Most of the Hospitals have more than one scanner and more than one radiologists and
technicians who operates scanner and performs the studies. In most cases, Technicians are
the ones who setup and performs the studies / scans and sends the final resulted images to
radiologist for review and diagnostics. There are cases where technicians need to consults
the radiologists to review and approve the study details and other information related to
studies. There is a need to have a communication mechanism established in the hospital
network where technicians and radiologists discuss the clinical parameters related to study
and have Instant Messaging, share, audio and video connectivity. Unified communication
is a tool which allows users to communicate from anywhere with an Internet Connectivity.
- This project is to integrate the Unified Communication with in the CT ( Computed
Tomography ) systems, This is complex as the OS (Operating System) in the CT Host

machine is hardened and all the firewall configuration is closed.

8.0.3 Limitation

This POC is only for establishing the communication within the Hospital Network.
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8.0.4 Outcome

e Integrate the Unified Communication in the CT ( Computed Tomography ) systems.
e Analyze the existing OS hardening and firewall settings deployed on the CT Host
machine , Come up with the strategy to deploy Unified Communication on the CT

host system and document the detailed changes to OS, Firewall configuration and

any other settings on the system.
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mh Microsoft Lync (Lync)

File  Tools Help

Lync

SIgn In

Sign-in address:

123 @xyz.co m|

Delete my sign-in info

Sign in as:
| M Available v |

Sign In

2 Microsoft Corporation. All rights reserved.

Figure 8.1: Lync
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Chapter 9

Windows 10 Hardening

9.1 Objective

Hardening the operating system in order to reduce the attack area by disabling function-
ality that is not required and keeping the minimum functionality that is required and

make the system safe.

9.2 Project Description

Worked on securing the system from external as well as internal vulnerabilities and to

improve the performance of the system.

e Compared all the existing hardened windows 7 group policy and registries with the

windows 10.

e Prepared brief document which tells about all changes between Windows 7 and

Windows 10 registry entry.

e Implemented configuration file for enabling all the changes for all type of user

separately like Field Service engineer, Technician.

9.3 Technology

C#, VBScript, Batch Script

9.4 Implementation

e Following are the dummy snapshot of implementation
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L

3993

3994 T[HKEY_;URRENT_USER\Software\Microsoft\MediaPlayer\Preferences\EroxySettings]

3995

3986 [ [HKEY CURRENT USER\Software\Microsoft\MediaPlayer\Preferences\ProxySettings\HTTP]
3997 "ProxyStyle"=dword:00000001

3998 "ProxyName

3999 "ProxyPort"=dword: 00000050

4000 "ProxyBypass"=dword: (00000000

4001 "ProxyExclude"=""
4002 -
4003 [J[HKEY_CURRENT USER\Software\Microsoft\MediaPlayer\Preferences\ProxySettings\MMS]
4004 "ProxyStyle"=dword:00000000

4005 "ProxyName"=""

4006 "ProxyPort"=dword:00000&db

4007 "ProxyBypass"=dword: (00000000

4008 "ProxyExclude"=""

4009 -
4010 [ [HREY CURRENT USER\Software\Microsoft\MediaPlayer\FPreferences\ProxySettings\RTSP]
4011 "ProxyStyle"=dword:00000000

4012 "ProxyName"
4013 "ProxyPort"=dword:0000022a
4014 "ProxyBypass"=dword: (00000000
4015 "ProxyExclude"=""

4016 -
4017 [HKEY CURRENT_USER\Software\Microsoft\MediaPlayer\Preferences\VideoSettings]
4018

4019

4020 T[HRE!;;URRENT_USER\Software\Microsoft\Windows\CurrentVersion\Pclicies\System]

4021 "DisableLockWorkstation™=dword: 00000001

4022

4023 [HKEY LOCAL_MACHINE\SOFTWARE\Microsoft\Windows NT\CurrentVersion\Winlogon]
4024 "IgnoreShiftOverride i

Figure 9.1: Registry Update

; Bdded per Jargd Blouse to allow active X on the local machine without warnings
[HKEY CURRENT USER\Software\Microsoft\Internet Explorer\Main\FeatureControl\FEATURE LOCALMACHINE LOCKDOWN]
"iexplore.exe"=dword: 00000000

"1201"=dword: 00000000

T[HKEY_CURRENT_USER\SoEtware\bdicrosoft\windows\currentVersion\Internet settings\Zones\0]

T [HKEY CURRENT USER\Software\Microsoft\Windows\CurrentvVersion\Internet Settings\Zones\1]
"Flags"=dword:000000db

T [HKEY_CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Policies\Explorer]
"NoDriveTypeRAutoRun"=dword:000000£f

"CDRAutoRun"=dword: 00000000

"NoSimpleStartMenu"=dword: 00000000

T [HKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Policies\System]
"DisableChangePassword"=dword: 00000001

S [HKEY_CURRENT USER\Software\Microsoft\Windows\CurrentVersion\Group Policy Objects\LocallMachine\SOFTWARE\Policies\Microsoft\Windows NT\Terminal
Services]
" fhenyTSConnections"=dword: 00000001
1 [EKEY_CURRENT_USER\Software\Microsoft\Windows\CurrentVersion\Explorer\StuckRects2]
"Settings"=hex:28,00,00,00, ff, ff, ff, £f, 01,00, 00,00,03,00,00,00,3c,00,00,00,1e,\
00,00,00, fe, £f, ££, ££, 4, 03,00, 00,02, 05,00,00, 02, 04,00, 00
3 [HKEY_CURRENT USER\Software\Microsoft\Internet Explorer\Desktop\Generall
"TileWallpaper @
"WallpaperStyle”

1 [HKEY_CURRENT USER\AppEvents\EventLabels\ActivatingDocument]

Figure 9.2: Registry Update
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"PRBUInternetPattern”=dword: 00000001
"PRBUNonWild"=dword:0000000¢
"PRBUSpecified"=dword:0000001f
"PRBUHOSt"="*philips.com"

"PRBUPort "go"

"PRBUUr1"

philips.com"

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Ratings\PICSRules\.Default\0\PRPolicy\1]
"PRPPolicyAttribute"=dword: 00000002

[HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Ratings\PICSRules\.Default\0\PRPolicy\1\PRPPolicySub]
"PRNumURLExpressions"=dword: 00000001

"PRBUPOrt"="80"
"PRBUHost"="*.philips.com"
"PRBUSpecified"=dword:0000001f
"PRBUNonWild"=dword:0000000c
"PRBUInternetPattern"=dword: 00000001
"PRBUUrl"="*localhost*"

[HKEY LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Ratings\PICSRules\.Default\0\PRPolicy\10]
"PRPPolicyAttribute"=dword: 00000002

[HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Ratings\PICSRules\.Default\0\PRPolicy\10\PRPPolicySub]
"PRNumURLExpressions"=dword: 00000001

[HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Ratings\PICSRules\.Default\0\FRPolicy\10\PRPFolicySub\0]
"PRBUInternetPattern”=dword: 00000001
"PRBUNonWild"=dword:0000000c

{ [HKEY_LOCAL MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\Ratings\PICSRules\.Default\0\PRPolicy\1\PRPPolicySub\0]
I "PRBUSpecified"=dword:0000001f

Figure 9.3: Registry Update
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Chapter 10

Conclusion and Future Work

10.1 Conclusion

e DOD compliance increased to 90%, it enables sales for Philips CT to DoD.

e SignTool helped in signing multiple files at once while previously individual file has

to be selected and signed.
e FileUpdater helped in updating a frozen system with new set of files collectively.
e Lync Access from console will allow user to communicate through internet.

e Windows 10 hardening reduce the attack area by disabling functionality that is
not required and keeping the minimum functionality that is required and make the

system safe.

10.2 Future Work

e The same component can be used for other versions of the CT Scan machine.

Modulating the code further in order to incorporate further changes very easily.

Validating the tool before deploying it.

Additional Functionality will be added in the tools.

The component, will be modified to be used as a security benchmark for all systems

which do not require often maintenance.
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e Also this component can also be modified to be used for other products which use

NET framework and supports vast number of platforms.
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