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Abstract

The Project ”Security and Legal Compliance of Oracle’s Cloud based Product” is
about making the product ready according to Oracle’s security policies. RCOM is deliv-
ered as a cloud service, which provides retailers with faster and easier deployments in
a highly scalable, reliable, and secure environment. Security and Legal Compliance of
RCOM is about making the product secure from the known web threats and making the
product ready according to EUGDPR.The first chapter talks about the Oracle Retail
and Omnichannel structure.The second chapter shows the literature survey carried out
during the whole project work.Third chapter is about the product,it’s objective to serve
the customers. In the fourth chapter the Technical and Functional overview of the prod-
uct is discussed.Fifth chapter shows the basic aspects taken care in order to secure the
product.The sixth chapter covers the approach used in order to comply with EUGDPR
policy.Where the Right to Access and Right to Forget were implemented into the product.
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Chapter 1

Introduction

1.1 Retail World

Retail is tied in with having the correct item, at the opportune time, at the correct area,
in right amount, and cost. Bringing together, Consolidating and expanding a lot of data
accessible are a portion of the key difficulties in retail. Retailers need to relate things,
areas, and providers, track buy orders, screen bargain pay, oversee recharging settings,
and settle on valuing choices and total exchange data into the stock record at detailing
levels.

In the retail world, the purchaser merchandise are sold and benefits are given to the
clients to win more benefit. The client requests are fulfilled subsequent to recognizing
them. Oracle Retail furnishes retailers with an entire, open, and coordinated suite of
business applications, server, and capacity arrangements built to cooperate to enhance
each part of their business. The client pays the dealer once the merchandise are traded
or the administration is given. After installation, the client can pick one or a mix of
installment techniques like credit/charge/money/blessing coupons. After this procedure,
the client enters his points of interest, which is put away for review purposes, dedication
plans, rebates or even simplicity of exchange next time.This data is exchanged between
many other integrated system for their verification or authorization and is also stored in
the database.

Thus, it is very important to secure the system so that this information is not mis-
handled and as per Oracle’s Data privacy policy, every customer gets the right to know

and delete all of his/her Personally Identifiable Information (PII) data stored with the



retailers.

1.2 Omni-channel Scenario

Omni-channel is a multichannel approach to sales which provides all the customers with
a seamless shopping experience whether the customer is doing online shopping from a

desktop or mobile device, by telephone or in a bricks and mortar store. That is,

e Order online/mobile/call center

Ship from Distribution Center(DC)

— Ship from store

Pickup in-store with store inventory
— Pickup in-store with DC inventory

Return to store

e Order in-store A

— Ship from DC

Ship from DC, pickup in store A
— Ship from store B

— Ship from store B, pickup in store A

Pickup from store B

Buy Anywhere, Pick-up Anywhere, Return Anywhere

K- I Fulfillment
i Sales & Returns Optians
o Any Store
o 2 DC to Consumer
On the Phone s
In Store: 52
Collectin Store Order & Ship

Ship to Warehouse
Return to Store

ship to Customer Pick-up
Pick-up in Another Store

Figure 1.1: Omni-Channel Scenario

Thus, as shown in Figure Omni-Channel Scenario has a concept of “buy anywhere,

pickup anywhere and return anywhere”.



Chapter 2

Literature Survey

This chapter would include the survey done in order to understand the security require-
ments of the product in a better way.

It was observed that while designing a product most of the security aspects are not
taken into consideration which can result into making the product vulnerable to various
attacks.Most common attacks have been taken into consideration and have been tried to
avoid by performing various mitigation and various filters.

It is always better to have early security verification than to wait for penetration test-
ing. These security verification should be performed very often and the newly introduced
security policies should taken into consideration.

Also,Data privacy is a major issue of concern.Personal data is used for an individuals
identity which in some also has the chances of being misused.Just like other laws in
countries a law for data privacy is introduced which would cover the rights of the citizens
of a nation to ask for the data privacy and also remove it from records whenever they

wish to.[!]



Chapter 3

Oracle Retail Customer and Order

Management system

3.1 Introduction

Oracle Retail Customer and Order Management system is planned as an independent

endeavor application. To empower venture client and request administration, RCOM has

been architected on a J2EE Java engineering, which encourages a successful reconciliation

of client and request administration framework capacities into outer applications and

accommodates the administration of basic business rationale over the endeavor.

Attract/ B Process / Manage / Maintain Pick / Pack /
Capture <«— merees Ship
Web Orders/Call
—> Center Orders Inventory Adjust/PO receipts «—
Real-time Order Shipment Confirmations A
<« Status/History
Order Fulfillment/Return —
New Customer/ Authorization
—> Customer
Update Physical Inventory Counts «—
_) .
Commerce Promotion Customer and Warehouse
<« Order Management
Item Availability Management system

Figure 3.1: Retail Flow

RCOM has been expected to have more prominent flexibility to arrange into the

endeavor retail condition.. RCOM use the retail venture by uncovering stock, valuing,



advancement, client, and production network data. This combination from RCOM into
the endeavor prompts enhanced fill-rates for client request, faster shipments of client
arranges, and expanded stock turns. By offering a solitary and complete view of the client,
RCOM gives retailers a reliable technique for creating,manging and viewing customer
interactions for the greater part of a customer’s channels and brands.

The application is composed and worked as a far reaching business-to-buyer endeavor
arrange administration arrangement and gives incorporated business forms into the retail

condition, such as into marketing and distribution center administration applications.

\ Custom
Marketing Customer Payment Carrier user
vendor vendor vendor vendor interface
F v (such as
the
Tax — | internet)
4 L
calculation
vendor
Security
COM vendor
ATP J
calculation
'  module
Sales audit b
system (such I 1
e RS Warehouse
management system
l (such as RWMS)
or
Merchandising Direct-ship vendor
system (such as
RMS)

Figure 3.2: RCOM Components

3.2 Motivation

In today’s retail culture of higher and higher consumer expectations, retailers are

faced mainly with four key challengesLarge I'T footprint required to run their on-



line retail business Retailers spend excessive time and resources managing their on
premise commerce implementations. Unable to facilitate Omni-Channel scenarios
Customers today demand to be able to “order anywhere” and “receive anywhere,”
which means retailers must be able to “fulfill from anywhere” in order to meet
their customer demand and also customer expect to be able to choose where they
will receive their products. Disconnected user experiences across all touchpoints A
commerce platform today must provide a consistent, personalized, and optimized,
experience across desktop, tablets, and mobile devices. Lack of customer and order
visibility Customers need to be identified regardless of how they are interacting
with the brand — online, in-store, or via the call center. Order information needs to
be must be available, accurate, and complete at all touchpoints — online, in-store,

and via the call center.

Thus there was need for a platform which incorporates all these requirements.

3.3 Objectives

e Deliver a Cloud Service OROCP is delivered as a cloud service, which provides
retailers with faster and easier deployments in a highly scalable, reliable, and secure
environment. OROCP requires a low upfront investment and a rapid return on
investment and enables retail teams to focus on innovation and managing their
business as opposed to managing their IT infrastructure. Return on Investment

(ROI) and focus on innovation.

e Support Omni-Channel scenarios To support Omni-Channel scenarios starting in
the browse process, moving all the way through the checkout flow, and then con-

tinues its support throughout the order lifecycle.

e Provide a consistent, personalized experience across touchpoints To provide a con-
sistent, yet personalized experience across all touchpoints. OROCP ships with a
fully responsive reference application or “Starter Store”, consumer-facing native
app. OROCP enables retailers to create and tailor content, and promotional “Ex-

periences” based on consumer demographics, behavior, and device type.

e Provide a single view of customers and orders Order history provides information

for all online, in-store, and call center orders My account customer information



changes will be reflected online, in-store, and in the call center. Loyalty points and
awards can be viewed, earned, and used online, in-store, and in the call center.
Out-of-the-box integrations with other Oracle Retail Cloud Services enable a single

view of both customers and orders.

e Provide user an easy way to access their PII data Detail of any PII data of user
saved by the application must be made available to the user when they request for

it. Therefore, there is a need to create a user friendly approach to process this.

3.4 Internationalization

Support for worldwide nations and regions is added to RCOM. RCOM has a logic to
decide whether a URL is right for the present region. Even if it isn’t, it will divert the
client to the right space. RCOM guarantees that the intricate rationale of deciding the
present region is executed as it were once per ask. Once the district is resolved, RCOM
stores the region in various distinctive areas with the goal that those areas can be utilized

to recover the region:

e in an attribute for request in a cookie

e in an attribute for pipeline session

The cookie remains set for different requests in a similar session, so future sessions for
browsing will know which region was already chosen by the client. The pipeline session
will stay set until the pipeline session pruner erases it, so future perusing sessions could
conceivably know which district was beforehand chosen by the client. At the point when
the technique to discover district is conjured, it searches for the flow region in the following

areas, in the order given. Once it finds a locale, it stops looking in the other areas:

e in an attribute for request
e preview session

e cookie

geolocation for server side
e URL domain

e pipeline session



3.5 Site Manager

As name indicates this manages the site. The addition or formatting of following men-

tioned below are done through site manager

e Asset Types and Formats: There are numerous content asset types in the Site Man-
ager like Ensemble asset (Ensemble formats are various ways to display information
about an ensemble on the website), Ensemble collection (A collection of ensembles
that have been set up as a group), Image asset (Image formats are various ways to

display an image).

e Awards: Item awards relate to discounts on product and ensembles. The cart and
address subtotals are dependent on the aggregated price total of all items. As a
result, neither the shopping cart subtotal nor address subtotal can trigger an item

price change.

e Email Tokens: Based on the information known about users, tokens will be used
to populate personal information in the available email templates. There are two

types of tokens:

— Personalized tokens: These are based on things known about the user, such as

their name or address.

— Smart tokens: These represent general items (such as products in the Shopping
Cart) but are dynamic and look to the users Shopping Cart, Wish List, or past
orders for information. Any information that is in the pipeline session can be
referenced via an email token, using the column name of the data structure to

form the email token.

e Roles and Privileges: The users a are assigned different roles, depending on these
roles the users are permitted to view or modify certain assets. Usually admin users

are given all the privileges.

e Site Parameters: Site parameters are key/value pairs that are used to configure
many different areas of OROCP. Site parameters and their values are all available

through the Site Manager.



e User Group Conditions: User are placed into different group based on their profile

based on which promotions, discounts are sent to the users.



Chapter 4

Technical and Functional Overview

4.1 Functionalities

Functionalities of the product are,

e Focused on Order Processing and Exception Management
Managing flow of orders for the direct channel
Capturing store orders for processing

Managing business rules, fraud, and payment processing exceptions

e Supporting Customers After the ‘Buy’ Button
Customer service focus for add/edit/modify/cancel

Clear processing flow which can be communicated to your customer

4.2 Technology Used

The technologies used in the product,

e Java 8 JDK

e Web Services
SOAP Web Service
REST Web Service

e Data Access Layer
Oracle 12¢

JDBC access layer

10



4.3 Architecture

The high-level architecture of Oracle Retail and its components

e Oracle Retail Platform:
Oracle Retail Platform provides services to all Oracle Retail applications. It con-
tains the, UI framework, and Manager/Technician frameworks. Oracle Retail Plat-

form is not retail-specific.

e Commercial Services:
Commerce Services implement business logic. Commerce Services define data and

behavior for retail applications.

e Oracle Retail Applications:
All Oracle Retail applications leverage the frameworks and services provided by

Oracle Retail Platform and Commerce Services.

e External Interfaces:
Using frameworks and services, the applications are able to interface with other
applications and resources
Advantages of the Oracle Retail architecture include its object-oriented design and
scalability. The system is designed to support existing systems and customer ex-
tensions. Oracle Retail Platform frameworks support integration by adhering to
retail and technology standards. The multi-tier design of the architecture allows

the application to support numerous types of infrastructure.

4.4 Database Data Model

RCOM groups schemas together into four databases: control, content, event, and report-
ing. In implementation, these databases can be entirely separate and may even exist on

different database servers, or they can be included in just one database.

e Database: Control Description: Tables that manage administrative user accounts,
groups, roles, and the privileges available within the site management tools. Au-

diting data is also stored here.

e Database: Content Description: Tables required to represent a site’s virtual catalog,

categorizations, ensembles, products, and sky-level product variants.

11



e Database: Event Description: Tracks all of the “events” that are generated by
registered users, users with known email addresses, and anonymous users. Logically
part of the “user” package, but schema supports physical distinction in order to

provide the flexibility to track events in an alternative data store.

e Database: Reporting Description: Tables that contain the data presented in the
Site Manager (Reporting) when reports are generated. These tables are populated
by scripts that transform the data in the control and content databases and places

the data here.

12



Chapter 5

Product Security

5.1 Security Aspects

During the product development it is always taken care to look at it from the security
perspective,hence protect it from vulnerabilities.In order to do so we develop utilities to

analyse the product from security perspective.

ﬁ Web & Omni Customer Payment / DC Fulfillment
% Channel Service Exception
Ordering Processing

Order Management /
Order Broker

N

Merchandis

e Location Omni- Store

Fulfillment Processing

Figure 5.1: Retail Cycle

e Data Flow Aspect
This utility identifies potential vulnerabilities that include corrupted information
(client controlled info) put to possibly risky utilize. It checks the data flow between

the site and a function call which is dangerous .

For instance, the information stream analyzer distinguishes whether a client con-

trolled information string of unbounded length is being replicated into a statically

13



estimated support, and recognizes whether a client controlled string is being utilized

to develop SQL question content

Control Flow Aspect

This analyzer recognizes dangerous consequences of operations. By breaking down
control stream ways in a program, the control stream analyzer decides if an arrange-
ment of operations are executed in a specific request. For instance, the control
stream analyzer recognizes time of check/time of utilization issues and uninitial-
ized factors, and checks whether utilities, for example, XML readers, are designed

legitimately before being utilized.

Structural Aspect

This analyzer recognizes the flaw in the structure. By breaking down control stream
ways in a program, the analyzer decides if an arrangement of operations are executed
in a specific request. For instance, the analyzer recognizes time of check/time of
utilization issues and uninitialized factors, and checks whether utilities, for example,

XML readers, are designed legitimately before being utilized.

Semantic Aspect
This analyzer recognizes possibly unsafe employments of functions and APIs at the

intra-procedural level.

Configuration Aspect
It searches for errors and mistakes,mostly the one’s which might not follow the

policies.

Buffer Analysis Aspect
It detects the buffer overflow.

5.2 SQL Injection

A SQL infection comprises of injection of a SQL query by means of the information

from the customer to the application. A fruitful SQL injection can read delicate infor-

mation from the database, alter database information (Insert/Update/Delete), execute

organization operations on the database, (for example, shutdown the DBMS), recoup

the substance of a given document display on the DBMS record framework and at times

14



issue summons to the working framework. SQL injection attacks are a kind of attacks, in
which SQL command are infused into information plane in order to affect the predefined
SQL commands.[?]

Execution

Input validation is performed to guarantee just appropriately shaped information
is entering the work process in a data framework, keeping malicious information from
persevering in the database and activating glitch of different downstream parts. Input
validation ought to occur as right on time as conceivable in the information stream,
ideally when the information is gotten from the outer party.

A weak validation of input could lead to affecting the data flow of the application.An
attack on the data flow could affect the Availability,Confidentiality and Integrity of the
application.An attacker can provide a malicious input as a result the application can
crash or some excess information can be fetched from the database.

Rather than preparing a black-list of unwanted inputs, a white-list is prepared about the
acceptable inputs because there are high chances of some data to be missed in the black-
list.An input that doesn’t comply with the defined inputs list would be rejected.During
the validation of input data some of the factors taken into consideration are the type of
data,length of data, syntax.Also these security checking are done on both, the server-side

as well as the client-side in order to avoid any loop hole

5.3 Cross-site scripting

Cross Site Scripting happens when dynamicallly created site pages show client input,
for example, login data, that isn’t appropriately approved, enabling an intruder to insert
malicious script into the produced page and after that execute the content on the machine
of any client that perspectives the site. This type of user interactive vulnerabilities require
the client to trigger the execution of the malicious contents by means of an activity, for
example, clicking a connection or moving the mouse pointer over the content.[!] In case
of success, Cross Site Scripting vulnerabilities can be misused to control or take treats,
trade off secret data, or execute vindictive code on end client frameworks. Proposals
incorporate actualizing secure programming systems that guarantee legitimate filtration

of user provided information, and encoding alluser provided information to counteract

15



embedded contents being sent to end user in a format that can be executed.[?]
Implication

XSS can by large be subdivided into two classifications: stored and reflected attack.
The primary difference between the two is in the way of arrival of base at the server.
Stored attacks are only that in some way stored in the server. The victim will recover
and execute the malicious code in their program when a demand is made for the stored
data. Reflected attack, then again, originate from elsewhere. This happens when user
contribution from a web customer is instantly included by means of server side contents
in a powerfully created website page. By means of some social designing, a victim can be
attacked by the attacker, for example, through a malevolent connection or ”fixed” shape,
to submit data which will be changed to incorporate assault code and afterward sent to
the real server. Injected code is then reflected back to the user’s program which executes
it since it originated from a trusted source of server. The implication of every sort of
attack is similar.

The main problems associated with successful Cross Site Scripting attacks are:

e Account hijacking-An attacker can seize the client’s session before the session lapses
and do some activities with the benefits of the client who got to the URL, for

example, issuing database questions and survey the outcomes.

e Malicious script execution-Many times users being unaware execute a script, or any

Flash content which an attacker might have inserted into the site.

e Worm propagation-XSS can behave like a virus in some AJAX applications. The
XSS payload can self-rulingly inject itself into pages, and effectively reinject a simi-
lar host with more XSS, which can all be finished with no hard refresh. In this way,
XSS can send numerous requests utilizing complex HT'TP strategies to propagate

itself undetectably to the client.

e Information theft-Users can be directed to the attackers choice of site throught

redirecting.

e Denial of Service-Most of the time the users are denied from the requested service

asked by them in order to defame the service owner.

16



e Browser Redirection-Many times it happens that the user is redirected to the mal-
icoius site unknowngly but the user thinks he is on the correct site as the URL
remains the same. This is because not the entire page but just the frame is redi-

rected.

e Manipulation of user settings-There are chances where the attacker changes the

settings of user for notorious tasks.

Execution:

The attack string can be kept an eye on in order to know what the response should
be. Like, if 7 (javascript:alert ("XSS’)” is given as an attack string, it will also appear as
the response. This shows that web application is HT'TP request parameters values and
without removing the response using it as a response.

The fix required here was, HI'ML Tag Injection attacks can be kept away from via vali-
dating all information, and legitimately encoding output. While approving client input,
confirm that it coordinates the strictest meaning of substantial information possible. For
instance, if a specific parameter should be a number, endeavor to change over it to a
numeric information compose in programming dialect. While reflecting qualities into
JavaScript or another configuration, make a point to utilize a kind of encoding that is
suitable. Encoding information for HTML isn’t adequate when it is reflected within a
content or template. For instance, while reflecting information in a JavaScript string, we
made a point to encode all non alphanumeric characters utilizing hex () encoding. In the
event that you have JavaScript on your page that gets to risky data (like location.href)
and composes it to the page (either with document.write, or by adjusting a DOM com-
ponent), we made a point to encode information for HTML before composing it to the
page.

There is no in-built function in JavaScript to do this, however numerous systems do.
Approving client information ought to be done when it is gotten. Encoding information

for show ought to be finished

5.4 Exposure of POST parameters in GET

Implication: RCOM, the GET and POST parameters are collapsed into a single data
structure and served in the same manner. This is a security flaw as it leaves the exposure

of sensitive data such as credit card numbers, email address in the GET URL. On the

17



off chance that a page acknowledges POST parameters as GET parameters, an attacker
would have the capacity to impact change on sites through Cross-Site Request Forgery
or use this plan defect with different vulnerabilities to assault the framework facilitating
the web application.

Execution:

Utilizing any web tool peruse to the connection. Once got to add each POST parameter
to the GET parameters rundown and re-ask for the page. On the off chance that a
similar page shows up while asking for FullUrl with a HTTP GET ask for with all
POST parameters in the URL, at that point this page is defenseless against this outline
defect.

The Command framework for RCOM is designed in such a way that the same URL could
be served by both GET and POST requests with the process behind being transparent
to the user of the system. During analysis it was found that changing the existing
framework to differentiate between GET and POST requests would require extensive re-
factoring and was not desirable. All sensitive data handling URLs in RCOM had one
of these patterns "user” or ”card” or "payment” embedded as a part of the URL. The
solution then provided was to write a filter which intercepts the doGet() method and if
the URLs have the above mentioned pattern, a new Exception is thrown and error is

logged stating that the method called cannot be served by GET but rather POST.
5.5 Identity Cloud Service Security
Process flow:

e User clicks on 'Can’t sign in?’

e This will direct him to the user data request confirmation page which consists of

form to enter the username.
e User submits his/her email address

e This username is mapped to the email id in the database,which sends a password

changing link to the user

e User clicks the link through user data request instruction mail to access his data.

18



e The server takes UID from the link and user email from the database to generate a
new token and then compares new token to the original token saved in the database

for authentication.
e Only after successful authentication user is eligible to change the password.

e This link is set to expire within few minutes of time in order to avoid reuse of the

link.

Can't sign - Ask -, Map username Generate token
in Username with email

Email for successful || User authenticated to
password change change password

Token
Validation

Authentication fails,
either link has expired or
email doesn’t match

Figure 5.2: Process

[ Signln: Oracle Retail Or X all=|@| = J

< C | ® localhost7001jenasys/Serenadel ogin.jsp o %) i

SIGN IN TO

ORACLE’

Figure 5.3: Older Ul
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@ localhost: 7001 jenasys Serenadel oginjsp

bgyanend

m Canlt sign in?

ORACLE’

Figure 5.4: New Ul

§# Identity Cloud Senvice

C | & Secure | hitps//orob-tenant0Lidentity.cadevd.oc3gadev.com/ui/v /forgotpwd |3

Forgot your password?

Enter User Name associated with this account.

Figure 5.5: Ask for username
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orob-tenant01

Hello Bhavya Gyanenedra Choudhary,

On Tuesday, December 5, 2017, at 8:33:49 AM CST, you requested fo reset your password. You must reset your
password on the Password Reset page.

Password Reset

Details

If the Password Reset page link doesn't work, please copy and paste the following URL into the address bar of
your browser:

hitps //orob-tenant01 identity c9dev0 ocOgadev.com/uivi
{resetpwd ?token=d5LIXmccqgkin84Dt3TIMUNNIIMZASI%2BMvKUNRDUL t8%3D

Important: This link will expire on Wednesday, December 6, 2017 8:33:49 AM CST. Also, if you don't recognize
this message, contact your system administrator at admin@oracle.com

About Oracle Cloud | Legal Notices and Terms of Use | Privacy Statement

Figure 5.6: Email to change password

Set a new password for your user account

B
User Name

Password Criteria:

®
New Password

. @ The password must have at least 8 characters.
Confirm New Password  ==s=+=====

@ The password cannot exceed 40 characters.

@ The password cannot contain the First Name of the user.
@ The passwerd cannot contain the Last Name of the user.
@ The password cannot contain the user name.
@ The password must have at least 1 lowercase characters,
@ The password must have at least 1 uppercase characters.
@ The password must have at least 1 numeric characters.
@ Cannot repeat the Current Password

@ The password cannot contain the whitespaces.

Figure 5.7: Reset Password Validation
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Congratulations!

Your password has been successfully set

Click here to continue

Figure 5.8: Reset Password successful

orob-tenant01

Hello Bhavya Gyanenedra Choudhary,

Your password for orob-tenant01 account has been reset
Details

Important: If you don't recognize this message or if you haven't received any password communication, contact
your system administrator at admin@oracle.com

About Oracle Cloud | Legal Notices and Terms of Use | Privacy Statement

This is a system generated message. Do not reply to this message. You are receiving this e-mail as a result of your current relationship with Oracle Cloud.
General marketing opt-out preferences have been over-ridden to ensure that you receive this e-mail.

Figure 5.9: Email Change of Password Successful
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Chapter 6

Legal Compliance

6.1 Overview

The main Legal Compliance of RCOM is based on the European Union General Data
Privacy Regulations (EUGDPR). EUGDPR is a series of laws that affect all products
that may contain personal information about residents of the EU. It is important to note
that these regulations affect products regardless of where they are hosted, so OROCP is
also subjected to these regulations if they are intended to hold the Personally Identifiable
Information of EU citizens. The following terms are used to describe the actors involved

in the handling and processing of PII data within the scope of the RGBU:

e Data Subject - The person whom the PII describes. In most cases within the
RGBU (Retail Global Business Unit), this refers to a shopper, whether it is in the
store or online. In some cases, this may refer to an employee of the retailer, or a

corporate contact for a third party contractor to the retailer.

e Data Controller - The retailer. In a cloud environment, Oracle becomes the data

custodian, but the retailer still retains ownership and control of the data.

e Data Processor - Applications that work with PII, including RGBU applications

and any external applications with whom we share the data.

The data subject rights on which the work to be done are,

e Right to Access: Some portion of the extended privileges of information subjects

plot by the GDPR is the privilege for information subjects to acquire from the
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information controller affirmation in the matter of regardless of whether individ-
ual information concerning them is being processed, where and for what reason.
Further, the controller might give a duplicate of the individual information, free of
charge, in an electronic format. This change is a sensational move to information

straightforwardness and strengthening of information subjects.

e Right to be Forgotten: Also known as Data Erasure, the privilege to be over-
looked qualifies the information subject for have the information controller eradicate
his/her own information, stop facilitate spread of the information, and conceivably
have outsiders end preparing of the information. The condition for erasing the
information never again being applicable to unique purposes for preparing, or an

information subjects pulling back cons.

6.2 Right to Access

The main tasks performed in Right to Access are:

e Generate PII data xml file

e Backend job to delete token

6.2.1 User Data Request

In site manager UI create user data request page

Problem Statement
The shopper or employee will have the right to request access to any personal information
stored in client applications. They will contact the retailer to request this information
and provide any necessary information. A new screen must be added to Site Manager for
the retailer to submit this request on behalf of the customer.

Process Flow

e General public (data subject) user makes a phone call to data controller requesting

his/her data.

e If call center representative has admin roles and privileges, will access user data
request page in site manager, and will request for user name (email) from the data
subject and submits it into the user data request form. If he doesn’t have the

privilege to do this then he forwards it to the site admin.
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Calls

Oracle Retail Open Commerce .. % | +

requesting
" Access User Data
Data Subject data Call Cente-r . Request for email and
(Customer/Employee) [ Representative/ [ i enters in the form
Site Admin Manager
Data Subject gets Email sent Call Found ) Search for ‘
email with link to — R:preselnt:stive[Site —— Email >
access their data E— admin clicks request existence
Email sent
Motification
H Not
Found
Token generated and Invalid Request — User
stored in database detail not found
Figure 6.1: Process Flow

|=|@] =

u
€ ) & https://localhost8443/admin,

ORACLE’

Product Catalog

= 1 Customers
Customers
Email Signup

Content Experiences Search

Customer Service

o

Reporting

w8 + A =[- =
demo_user ~

Users & Roles System Tools

Starter Store Site Customer Service

Change Site: Starter Store Site
Select Locale: English-United States w

User Data Request &

Find an Email Address

User Data Request

Search Orders

B stores

[ Mobils App Notifications.
Shipping Carriers

(=) Promotions.

Gift Card/Certificate Balance

Emall Address.

1 result found
Email Request Data

P e e——————— B

bhavya.gyanendra.choudhary @oracle.com

Figure 6.2: User Data Request Page in Site manager

e If the match for the email is found then call center representative/site admin clicks

on request data option. During this server takes the email address and generate a

token which is stored in database for validation and sends an email to the user with

the link containing the Unique Identification number (Uid).

e Once the mail is sent, the call center representative/site admin will get the email

sent to the user confirmation message displayed on the page.

e User view the email and click the link which takes them to user data request page

In starter st

ore UL
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6.2.2 Confirmation for the User Request

In starter store Ul create user data request page confirmation page

Problem statement
The data subject on request will receive an email with instruction to obtain their PII
data. A new screen must be added to Starter Store which contains a form for a user to

enter their email address and which does the validation of the link (user).

0on

Clicks on .
User/Employee gets link User Data Request Fr U el T Submit Server uses User
user data request " Confirmation pagein ———, the form Email and UID to
instruction mail Starter Store generate token
s ful
User Authenticated to peess Token
download his data Validation

Unsuccessful

Authentication failed
— either link expired
or email didn’t match

Figure 6.3: Process Flow

Process flow

e User clicks the link sent to him through user data request instruction mail to access

his data.

e This will direct him to the user data request confirmation page (Figure 13) which

consists of form to enter the user email.
e User submits his/her email address.

e RCOM server takes Uid from the link and user email from the form to generate a
new token and then compares new token to the original token saved in the database

for authentication.

e Only after successful authentication user is eligible to get his/her PII data.
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O s1arTER STORE

USER DATA REQUEST

My Stare: Select Store

NEW ARRIVALS AFPAREL ACCESSORIES HOME

ttpsylocalhost 844 3 /us user_data_request.s id=102acdd5-90b8-46fb-bebf- Tb2eBE3dd0ET

) wiescome, Customer S Ous

TOP SELLERS SALE

Opening shreeraksha shetty@oracke,com201805,10,14.27. 30zl

| =

= = required

= Enier Your Email Address

bhavya.gyanendra.choudhary@oracle.com

STAY CONNECTED

Currency:®8 §  Language: EN

6.3 Right to

Yau have chasen ta open:

= bh

which i= XML Document
from: hitps:/flocalhost8413

‘What should Firefor do with this file?

) Open with [omchm Handler (defaut)

048.05.10.14.27.30.cml

) ave File

Do this automatically for files e this from now on.

Ok

F

Copyright £2014 MICROS Systems, Inc.

[ Cancel |

= = 1Y) Store

o ialon Bessien t

Figure 6.4: Popup for XML file download

Forget

The main tasks performed in Right to Forget are:

e Block inactive user

e Anonymize PII data by email

e Don’t send anonymize data to management system

e Don’t send anonymize data to e-commerce website

6.3.1 User Data Removal Request

In site manager Ul create user data request page

Problem Statement

The shopper or employee will have the right to request removal of any personal informa-
tion stored in client applications. They will contact the retailer to request the removal
of all the personal data on the client applications.Before removal of the clients personal
data it is first checked that no orders are pending on the customer’s name. A new screen

must be added to Site Manager for the retailer to submit this request on behalf of the

customer.
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<?zml version="1.0" encoding="UTF-8" standzlone="trua"7>
- <usar_data>
- <Userlnfo>
- <Usar>
<user_name>bhavya.gyanendra.choudhary@oracle.com</user_nams=
<loyalty_number=1313154166433647 </loyalty_number:
<pipeline_session_id>189197cee4ba478d91ddc6c9a5bdecic</pipeline_session_id>
</Users
- <addresses>
- <Address>
<type=SHIPPING </type>
<Dafault=N=</Default=
<FirstNamertest</Firsthames
<lasthame>testl </l asthlamaz
<AddressLinel >valence</AddressLinei=
<City=Gaint Louis</City>
<State=MO=/Statex
<Ziplode>63120-4800</ZipCoda>
=PhoneNumbar=1(234) 567-2863</FhonaNumber>
</Address>
- =Address®
<type>SHIPPING </typa>
<Default>N</Default=
<FirstMame>one</Firstlama>
<LastName>one</LastName>
<AddressLinel>one</AddressLinel>
<AddressLine2 > one</AddressLine2 >
=City>one</City>
<State>CA</State>
<ZipCode>00001</ZipCode>
<PhoneMumber>1({234) 567-8901 < /FhonzNumber>
<Apartment>one</Apartment=>
</Address>
- «Address>
“type>PAYPAL_SHIP_ADDRESS</typax>
«FirstName>John</Firsthams=>
“LastMame>]</Lasthame>
<AddressLinel >san</Addresslinel=>
<City>5an jones</City>
<State=CA</State>
<ZipCode>00001</ZipCoda>
</Address>

Figure 6.5: XML file

Process Flow

e General public (data subject) user makes a phone call to data controller requesting

removal of his/her data.

o [f call center representative has admin roles and privileges, will access user data
removal request page in site manager, and will request for user name (email) from
the data subject and submits it into the user data request form. If he doesn’t have

the privilege to do this then he forwards it to the site admin.

o If the match for the email is found then it is first checked that there exists no

pending unfulfilled order on the customer’s name.

e [f there are no open orders then the call centre representative will click on anonymize

data button.

e Once the anonymize data button is clicked, the entry for that email id is searched
for in all the database and every information to it is permanently deleted from the

database.
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ORACLE"

Product Catalog

Content

- =Card>
2oc_numbers kkEFFEEFFEEF11112/cc_numbars
<co_type=VI</cc_type>
<cec_name>Nancy Swan</cc_name>

<subscription_id >9909000194231398 </subscription_id>

</Card>
- =Card>
“oc_numberskEEEEERIREEL] 11 </cc_numbar>
<co_type=VI</cc_type>
<ce_name>Nancy Swan</cc_name>

<subscription_id >9909000192716788</subscription_id>

</Card>
- <Card>
“oc_numberskEEEEERIREEL] 11 < cc_numbar>
<co_type=VI</cc_type>
<cc_name>Nancy Swan</cc_name>

<subscription_id >990900018895457 5+ /subscription_id>

</Card>
- =Card>
“oc_numberskkEEESEERRL L 4498 cc_numbers
<co_type=MC</cc_type>
<cc_name>Nancy Swan</cc_name>

<subscription_id >9909000188953742 < /subscription_id=

</Card=
- <Card>
<cc_numberskkEEEEkdkke5]00</cc_numbers
<cc_type>MC</cc_type>
<cc_name>Nancy Swan</cc_name>

<subscription_id >0000000201610021 < /subscription_id>

<fCard>
- =Card>
<co_numbers ks Esdakbikokt 5] 00</cc_numbar>
<cc_type>MC</cc_types
<cc_name>Nancy Swan</cc_name>

<subscription_id >9009000201616664</subscription_id=

<fCard>

</cards>
<fUserlnfo>
<usarRagistrationAccounts/=>

- <ExternalSystems>

<SystemName>RELATE</SystemName>
<UserExternalSystemlID> </UserExternalSystemID>
«/ExternalSystams>

- <ExternalSystems>

<SystemName>SERENADE </SystemMame >
<serExternalSystemID>=11809 </UserExternalSystemID >

< /ExternalSystams>

<fuser_data»

/flocalhost:B443 /admin

Experiences search

Figure 6.6: XML file
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| = actions...

Columns |Data| Constraints | Grants | Statistics | Triggers | Flashback | Dependencies | Details |Partitions | Indexes | sQL
)XW B st | Fter]
4} USER_EMALL_ID ‘%EMAE_A{DRESS |081 DREATE]..‘lé}U’DATE_UH. ‘{}EMAR_FORMAT|QM_SHE_E‘QHRH_M‘{}MST_M|Q mEss_LmE_1|{} mﬁs_Lu\E_zk} cry ‘{}STATEH} ZIP_CODE
1 7921 bhavy.g@gmail.com 10-MRY-18... lbhavya a bellandur marathalli ben... KA 560103
2 7920 customer@gmail.com 09-MAY-18... 1 {null) {null) {oull) (oull) (null) {null) (mull)
3 7912 JD_15234220661798none.com  11-RPR-18. 1sss Dex ADDR1 ADDR2 City State 11111
Database before deleting user details

Figure 6.9:

Columns. \rﬂa_ia‘ Constraints | Grants | Statistics | Triggers |Flashback | Dependendies | Details |Partitions | Indexes [ sQL
A HE XS B ot R <] actiors. .
{} USER_EMALL_ID |OEMA£L7AD{RES§ ‘031 CREATE.‘.‘QLPDATEDJL.‘ |05uﬂfmmn‘{} [!4.575HEJ]|$FRST7NN{|€}L&§T7NANE‘{} M7M71‘$M7M72‘Q oIy |$STATE|€} EJIDDEl
7921 JD_1525944131206Bnone.com 10-MAY-18... 10-MAY-18... (mull) 1g#e* D#* ADDRL ZDDR2 City State 11111
09-MAY-18... 09-MAY-18... (null) 1 (null) (null) {null) {null) {oull) (null) (null)
1gwsx D+ ADDRL ADDR2 City State 11111

b4 7920 customerfgmail.com
7912 JD_1523422066179@none.com 11-APR-18... 11-APR-1&... (null)

Figure 6.10: Database after deleting user details
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Chapter 7

Conclusion and Future Scope

7.1 Conclusion

At the end of the project work on the product it can be concluded that even the biggest
of brand names now adays lack the smallest of loopholes in their softwares which can be
exploited easily.Hence,timely scanning of the softwares at regular interval is required.Like
in my project work basic security flaws in the product where mended.Also,the implemen-

tation GDPR policy is a very good step towards securing the softwares in the world.

7.2 Future Work

As a part of GDPR, work on Right to Access and Right to Forget was done on the
product.Once it has been released some other rights which are a part of GDPR would

also be implemented.
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