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Abstract

Transmission Control Protocol (TCP) is widely used in data communications for
various types of applications. Application layer protocols like Hyper Text Transfer
Protocol (HTTP), File Transfer Protocol (FTP), use TCP as transport layer protocol
over heterogeneous networks. Links like wired, wireless (e.g., Wi-Fi, WLAN, WiMAX,
3G), and satellite constitute the heterogeneous networks which have varied Round
Trip Time (RTT) and a mixture of congestive losses and link losses due to Bit Error
Rate (BER). A variety of TCP variants exist that address the issues pertaining to
specific link characteristics or application environments. On a wireless link, BER is
normally in the range of 107¢ to 107!* which is very high as compared to that of
wired link (i.e., 107! to 107" ). RTT also varies from 1 ms to 1500 ms for different
link types. However, a protocol addressing the requirements of TCP for links with
variable RTT and BER is equally desirable. In the present research work, this issue
is addressed by designing a new TCP variant named as Tarang and a dynamic TCP
layer architecture named as ADYTIA. ADYTIA addresses the issue of single variant
usage for all networking scenarios and application environments.

Tarang is a new TCP protocol designed for the link with variable RTT and
BER. It improvises the start-up performance on high RTT link by using the concept
of normalized round trip time and a modified approach to increase the congestion
window (cwnd) in slow-start phase. When congestion occurs, instead of halving cwnd
as per the traditional Additive Increase Multiplicative Decrease (AIMD) approach,
Tarang uses the utilized link bandwidth to set the value of cwnd and slow-start
threshold (ssthresh). This way, Tarang can provide better throughput as compared to
the default TCP variant (Cubic in Linux and NewReno in Windows family operating
systems) and can replace the default TCP variant in various operating systems.

Tarang outperforms other existing TCP variants in most of the cases and also



vi

maintains fairness. However, always there is a scope for developing new protocols
giving better performance for specific cases. Furthermore, usually, fairness becomes
a bottleneck in utilizing a specific costly link more effectively and also when a high
priority application demands higher throughput. Existing TCP/IP implementations
force operating systems to fix and use single TCP variant for all applications and
links. This kind of rigid binding of TCP variant with host operating system results in
poor performance for various emerging applications and upcoming networking tech-
nologies. Hence, Adaptive and Dynamic TCP layer Interface Architecture (ADYTIA)
is proposed in this research work. It selects the best possible variant depending on
the application and its link characteristics. Depending on the changes in the link
characteristics (and link usage), ADYTIA dynamically changes the variant during
the lifetime of communication flow. ADYTIA allows easy plugging of newly designed
TCP variant and accordingly Tarang is plugged in ADYTTA. ADYTTA addresses fair-
ness within a homogeneous network by using single optimized variant based on the
information base that is created inherently. However, fairness is affected in complex
heterogeneous networks. To address this issue, ADYTIA is integrated with Perfor-

mance Enhancement Proxy (PEP) at gateways of complex heterogeneous networks.

The proposed work has been thoroughly tested on both simulation environment
and testbed setup. ADYTIA along with PEP has also been tested on live Internet.
Tarang was able to outperform other existing variants for variable RT'T and BER. In
a worst-case scenario with BER of 107¢ and RTT of 1500 ms (i.e., multi-hop satel-
lite link), Tarang improved performance by 20-30 times compared to other existing
variants. Based on the various experiments conducted with different combinations
of link parameters (i.e., RT'T, BER, Bandwidth), application types (e.g., FTP) and
TCP variants, ADYTIA’s ability to select best suitable variant results in improved
performance compared to other single variant usages. With FTP as an application
type and link with high bandwidth ( > 10 Mbps) and RTT (e.g. 600 ms ), ADYTIA
selects Hybla for a link without losses (e.g. BER 107!) and Tarang for a link with
losses (e.g. BER 107%). In this case, the selection of the specially crafted variant

results in 20% to 80% improvement in performance.

Briefly, this research work develops a new protocol Tarang (a TCP variant) for

a link with variable BER and RTT that addresses most of the issues of heterogeneous
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networks. Further, ADYTIA has been developed for the dynamic selection of TCP
variant based on the application and link types. It also allows the change of variant
based on the variation in link characteristics and the plugging of newly designed
TCP variants. Furthermore, ADYTIA has been integrated with PEP to address the
fairness and deployment issues. Hence, this research work allows an individual to
design a protocol or a TCP variant that is focused on futuristic applications and
links or a specific scenario. TCP variants’ selection based on applications and links
would motivate the research community to develop and deploy each newly designed

variant on operating systems.
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Chapter 1

Introduction

1.1 Background

Internet based accessibility and support have become pervasive in our daily life. The
growth of smart devices, wireless technologies and seamless access to the Internet has
allowed individuals to contribute towards the content generation of the Internet (Yang
et al.). Such communication paradigm has given birth to diversified applications and
unimaginable networking scenarios. Today, large data centers amalgamate to grid or
cloud via the Internet. The Internet is considered as a backbone for all types of cloud
based services. These developments lead to the deployment of varieties of networking
technologies and platforms. New applications across diversified platforms and links
have different expectations and parameters to be optimized. Hence, heterogeneity of
networking technologies, platforms, upcoming applications and variety of communica-
tion scenarios require an accurate and customized transport layer variant to have the

maximum utilization of the available link capacity (Carlo, Firrincieli, and Lacameraj)

Transmission Control Protocol (TCP) is the most widely deployed transport
layer protocol in one or the other form across all the platforms. Each TCP variant
for the specific platform is tuned to host system and designed to give an optimum
performance for the wired link. In heterogeneous networks, along with wired links,
there are different kinds of wireless links (Caini et al.). These wireless links could be
like Wi-Fi, WiMAX, 3G, 4G, and satellite link. Each link has different characteristics.
Types of links and their characteristics have been summarized in Table (Chen,
Farley, and Ye]), (Bhatt et al.), (Belshe), (Grigorik), (Chen et al.). As mentioned

1



2 CHAPTER 1. INTRODUCTION

in (Wang et al.), (Caini and Firrincieli), and (Saverio et al.), TCP’s performance
gets degraded as Round Trip Time (RTT) of the connection is increased. Similarly,
increase in Bit Error Rate (BER) also degrade the performance of TCP flow. A

simple experiment has been performed in ns-2 (Fall and Varadhan) to measure the

link utilization for different values of RTT and BER.

Table 1.1: Characteristics of each type of link

Link Type

Bandwidth

BER

RTT

Wired link

10, 100, 1000 Mbps

10712 to 1071

10 ms to 200 ms

Optical Fiber

1, 10 Gbps

10712 to 1071

10 ms to 200 ms

Wi-Fi link 11, 54, 100 Mbps 1078 to 10~ | 60 ms to 80 ms
WiMAX 15.4 Mbps 1078 to 10~ | 60 ms to 100 ms
2G 100-400 Kbps 1078 to 1071 | 300 ms to 1000 ms
3G 0.5-5.0 Mbps 1078 to 10~ | 100 ms to 500 ms
4G 1-50 Mbps 1078 to 10~ | <100 ms

GEO Satellite link | 10, 100, 1000 Mbps | 107% to 10~* | 500 ms per hop

Simulation topology consists of sender and receiver with varying link charac-
teristics has been shown in Figure [I.1l TCP NewReno (i.e., default variant in win-
dow flavor operating system) (Allman, Paxson, and Stevens||Floyd and Henderson))
was used as the TCP variant on sender node. The throughput of NewReno for the
link with varying RTT has been shown in Table [I.2] In this experiment, the link
was configured as error free link. Results show that as RTT increases, throughput
gets degraded. In heterogeneous networks, RTT varies significantly which affect the
throughput of the TCP variant.

In another experiment, RTT was assumed to be 200 ms, and BER varied from
negligible to very high. As BER increases, throughput gets degraded as depicted in
Table In heterogeneous networks, each link has different BER, and it varies with
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time. Application layer protocols across the heterogeneous platforms have different
expectations from the transport layer protocol. Each application layer protocol would
be trying to optimize different parameters and tolerate various ranges of BER and
RTT. The need and tolerance level of some of the well-known applications have been
summarized in Table (Chen, Farley, and Ye). Many popular TCP variants de-
signed for different types of links and platforms have been shown in Table (Yang
et al.)).

Link Characteristics
(Bandwidth 1 Gbps Variable Delay)

._

Sender Recerver

Figure 1.1: Simulation topology

Table 1.2: Throughput for different values of RTT

RTT (ms) 100 200 400 600 1000 1500

Throughput (Mbps) | 950.35 | 919.4 | 853.66 | 784.11 | 409.39 | 0.056

Table 1.3: Throughput for different values of BER

BER 0 1072 107 { 107 | 107® | 10°® | 1077 | 1076

Throughput (Mbps) | 919 | 919 | 919 | 594.21 | 68.22 | 25.39 | 0.99 | 0.36

TCP variant NewReno (Henderson et al.) is most popular and used on win-
dows family operating systems as a default variant (Yang et al). It was designed
for links with low to moderate RTT and negligible BER. Approaches like large value
of initial window in slow-start phase (Allman, Floyd, and Partridge) and other vari-
ants (Padmanabhan and Katz), (Leung and Yeung),(Sally et al.), (Scharf, Hauger,

and Kogel) were designed to overcome issue of slow-start phase for high Bandwidth
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Delay Product (BDP) links. TCP variants like TCP-Vegas (Brakmo and Peterson)),
Westwood (Saverio et al.), Westwood+ (Grieco and Mascolo)), TCP-Peach (Akyildiz,
Morabito, and Palazzo), and Peach+ (Akyildiz, Zhang, and Fang) used bandwidth

estimation technique to overcome the issue of link errors indirectly. Hybla (Caini and

Firrincieli) was designed for high RTT links (e.g., satellite link), but in the presence

of high BER, Hybla cannot utilize the link bandwidth effectively.

Table 1.4: Application types and expectations

Adaptability to vari-

Bandwidth Loss Tol-
Application Type ations in bandwidth,

Required erance

delay and loss

Web browsing medium to high | none moderate
Email low very low high
Live Interactive Voice low very low limited
Live Interactive Video medium low moderate
Stored Streaming Video medium to high | low high
Stored Interactive Video | medium to high | low moderate
Remote Backup high none high
Data Transfer medium to high | none low

Variants like Cubic (Ha, Rhee, and Xu)), HighSpeed (Sally), Scalable (Kelly),
Yeah (Baiocchi, Castellani, and Vacircal), Illinois (Liu, Basar, and Srikant|), and TCP

Fast (Wei et al.) were designed for the high BDP links but, performance was degraded

in the presence of link losses. GridTCP (Bhatt et al.) was designed to overcome the

issue of high RTT and BER. It was able to outperform other existing variants but,
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Table 1.5: Few TCP variants and platforms

Designed
TCP
Platform | for.  ]ink | Characteristics
Variant
type
Excellent performance with low to high
NewReno /
Microsoft . RTT link. However, in presence of high
Compound Wired
Window BER, high RTT, its performance is de-
TCP
graded
Linux ker- Able to utilize the link fully in most of the
. Wired,
Cubic nel 2.6.19 cases, but performs poorly in presence of
high RTT
onwards high BER
Good performance even in presence of
Westwood | Linux Wireless link losses. However, it performs poorly
in presence of high RTT
It equalize the performance of flows with
Hybla Linus Satellite high RTT to that of competing low RTT

flow. However, its performance is de-

graded in presence of high BER

it had few operational issues like, an end-user was needed to specify the number of

connections to be used and also required modifications on sender and receiver both.

All these variants have been presented in Chapter 2. Furthermore, each variant has

been designed for a particular type of link. However, the heterogeneity of network

technologies and platforms, unique characteristics of each link, and different expecta-

tions of each application suggests the need for some dynamic mechanism (Johansson)).

This type of mechanism must consider the application layer protocols and network

link characteristics to use the most suitable TCP variant to maximize the link utiliza-

tion and improvise the performance. Thus, data communication has to happen with

the most suitable variant for the link and application in use and must be independent
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of the platform. Further, as referred from (Sarkar and Gutie ‘rrez), simulations’ re-
sults are not the reflection of the real system parameters and may lead to a different
conclusion. Based on these justifications, the problem statement of this research work

has been presented below.

1.2 Problem Statement

Heterogeneity of networking technologies and platforms, emerging new applications
and its expectations, and complex communication scenarios require dynamic mech-
anisms to cope with challenges in the heterogeneous networks. Following key issues

were observed:

e Need of customized TCP variant: Existing TCP variants have been de-
signed to perform well with the specific type of link only. However, in hetero-

geneous networks, existing variants have the performance issues for links with

variable BER and RTT.

e Single TCP variant for all types of links and applications: All modern
operating systems support usage of default and single TCP variant at a time
for all applications (i.e., uses TCP variant) and networking technologies. This
kind of approach results in performance bottleneck due to the heterogeneity of

platforms, applications, and networking technologies.

e Simulations and testbed experiments: It is important to verify the simu-
lation results on the testbed. A newly designed mechanism tested on simulator
needs to be modified for the testbed experiments that require lots of efforts in

system tuning and setup because of code rework and real system parameters.

e Deployment challenges: A newly designed mechanism needs to be ported to
each platform. Acceptance of the end-user for modifications in the operating
system kernel is challenging and also it requires code rework for each platform.
Hence, deployment of the mechanism has to be independent concerning the

end-user platform.
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Figure 1.2: Heterogeneity of networking technologies, operating systems, devices,

applications, and ADYTIA’s approach
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1.3 Scope & Objectives

This research work is aimed at proposing the solutions that address the issues as
discussed in Section 1.2, carry out the comparative analysis of the proposed solutions
with the existing approaches, and analyze the results obtained in a simulation envi-
ronment, testbed setup, and on live Internet with different network dynamics using
open source platform. The major objectives of the proposed research work have been

presented as under:

e To design a TCP variant for a link with variable BER and RTT. The throughput
should not be affected by variations in BER and RTT.

e To design an architecture that allows the usage of specific TCP variant based
on link and application type. Thus, link utilization can be maximized. In het-
erogeneous networks, each link has different characteristics. For example, TCP
NewReno was designed with an assumption that if any loss happens, it must
be because of the congestion but, that is not always true for the wireless links.
Each application also has different expectations from the transport layer. Appli-
cations like FTP always tries to optimize the throughput and has less tolerance
for any loss whereas real time interactive video kind of application (e.g., Skype)
requires minimum delay without retransmission of the lost frames. The combi-
nation of diversified applications and different networking technologies requires
a specific protocol to optimize the performance. Time varying link parameters

also require the protocol mechanism to be changed at runtime.

e To deploy the architecture without modifying end-user’s operating system. It
makes the acceptance and deployment very easy. Hence, there is a need to
integrate the proposed approach on intermediate nodes (e.g., may be on ISP

sides) along with Performance Enhancing Proxies (PEP).

e To allow plugging of newly designed TCP variant in the proposed architecture
without any modifications in the architecture. This feature facilitates the use of
futuristic TCP variants to enhance the link utilization for upcoming technologies

in specific scenarios.
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e Implementation in ns-2 and analysis of the results obtained. Confirmation of
the benefits of the proposed approach when compared with existing TCP/IP

implementations through experiments on the testbed and live Internet.

In order to realize the above objectives, it was essential to use the state of the art
approach to design the protocol and mechanism. Hence, a strategy has been used
that facilitates the use of the kernel level implementations in the simulations based
experiments also. It reduced the code rework and allowed the experimental analysis

on simulation mode as well as the testbed with real operating systems.

1.4 Research Contributions

The present section covers highlights of the research contributions made:

e Designed a new TCP variant named Tarang for a link with variable BER and
RTT. Tarang has outperformed the existing variants, including Hybla, West-
wood, Cubic, and NewReno. In a worst-case scenario with BER of 107% and
RTT of 1500 ms (i.e., a multi-hop satellite link), Tarang has improved the per-
formance by 20-30 times compared to other existing variants. Further, Tarang
was able to achieve fairness in heterogeneous networks compared to existing

variants. Tarang has been described in Chapter 3.

e Adaptive and DYnamic TCP Interface Architecture (ADYTIA) has been de-
signed to allow the usage of TCP variant based on link and application type.
ADYTIA’s ability to select best suitable variant results in improvised perfor-
mance compared to existing mechanism of default and single variant usage at
a time. The selection of the specially crafted variant results in 20% to 80%
improvement in performance. ADYTIA has been explained in Chapter 4. It
also allows the change of variant at run time for the link with time varying

characteristics.

e ADYTTA allows the plugging of futuristic TCP variants. Tarang has been
plugged into ADYTIA to verify this feature.

e ADYTIA accommodates the changes in networking technologies, application

types, and with the use of suitable TCP variant, it allows each flow to have



10 CHAPTER 1. INTRODUCTION

maximum possible link utilization. Further, ADYTIA allows development of
underlying technologies, applications, and TCP variants, independent of the
considerations of matching of these three technological paradigms, and perfor-

mance bottleneck. ADYTIA’s approach has been depicted in Figure [I.2]

e ADYTIA has been integrated with Performance Enhancement Proxy (PEP) to
address the fairness and deployment issues that are elaborated in Chapter 5.
Integration of ADYTIA and PEP eases the deployment without the need for

modifying end-user’s kernel.

e Tarang and ADYTIA have been tested in the simulation environment. Then,
ADYTTIA has also been tested on the testbed with kernel level implementation

and has also been tested on live Internet.

1.5 Organization of the Thesis

This report has been structured as follows:

Chapter 2 (Literature Survey & Research Challenges): This chapter introduces
challenges in heterogeneous networks and categorizes the existing mechanisms for the
issues that have been identified in the problem statement. Approaches like adaptive
selection, TCP-kentridge (Xiuchao|) and configurable transport layer solutions (Wong,
Hiltunen, Schlichting, et al.) have been analyzed to clarify the status of the existing
works related to the problem statement. It has also looked at the current Internet
architecture, heterogeneity of the platforms and network technologies and highlights
the importance of the research work. Issues discussed in the problem statement have
been highlighted by the mathematical formulation. Existing and supported TCP
variants in the open source platform have been compared using simulation results
to investigate the problem statement in depth. It has been proved by experiments
that the existing variants’ (i.e., including Hybla, Westwood, NewReno, and Cubic)
throughput was negligible compared to available link capacity, on links with variable-
BER and RTT. Mathematical analysis has proved the advantage of split approach
compared to end-to-end solutions. Further, testbed experiments for split approach
have been performed to complement the mathematical analysis. Towards the end,

challenges at transport layer with the current architecture have been discussed which
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showed the path to go for the proposed contributions presented in the report.

Chapter 3 (Tarang- A Protocol for the link with variable BER and RTT): This
chapter deals with a new protocol named Tarang, designed for a link with variable
RTT and BER. The comparison of the existing protocols including Cubic, and Tarang
has been carried out using ns-2 and results have been discussed. Tarang has been
tested on variety of simulation scenarios with varying network dynamics. Tarang was
able to outperform all existing variants including Cubic (i.e., default variant of Linux)
and NewReno (i.e., default variant of Microsoft Windows). In a worst-case scenario
with BER of 107% and RTT of 1500 ms (i.e., a multi-hop satellite link), Tarang
has improved the performance by 20-30 times compared to other existing variants.
Tarang showed the fairness in heterogeneous networks whereas existing variants have
exhibited critical fairness issues. Although, Tarang could replace the default variant
like Cubic, there could be a variant in future which may perform better than Tarang,
in a specific scenario. Thus, there was a need to have TCP variant usage based on

link and application type which has been addressed in the next chapter.

Chapter 4 (Adaptive and DYnamic TCP Interface Architecture): This chapter
introduces Adaptive and Dynamic TCP layer Interface Architecture named “ADY-
TIA” with the required modifications in the TCP/IP stack implementations. The
proposed architecture consists of mainly four components: i) Connection Classifica-
tion Module (CCM). ii) Application Classification Module (ACM). iii) Information
Base. iv) Adaptive Module. The algorithm used by all the modules of ADYTIA
has been discussed in this chapter. Next, it has listed out the challenges and imple-
mentation strategies for simulations and testbed experiments. Later, the topology
and evaluation metrics used to evaluate the performance of ADYTIA have been pre-
sented, and an exhaustive simulation results analysis has been presented to highlight
the strength of the proposed architecture. ADYTIA allows plugging of futuristic TCP
variants. Hence, Tarang has been plugged in ADYTIA without requiring any code
rework or recompilation of the kernel. ADYTIA’s approach to select the specially
crafted variant has resulted in 20% to 80% improvement in performance compared
to other existing variants. However, ADYTTA has to be installed on each end-user.
Finally, the chapter concludes with implementing feasibility options and has proposed

a way ahead for ease the deployment by integrating ADYTIA with PEP.
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Chapter 5 (Integrating ADYTIA with PEP): This chapter starts with the con-
cept of Performance Enhancement Proxy (PEP) to make the implementation feasible
in the current Internet architecture. The details of the selected platform and im-
plementation strategy has been discussed. Next, the testbed experiment topology
with the discussion on router configuration, link configuration, and tools used for the
experimental setup has been presented. Finally, the result analysis of ADYTIA with
PEP on the testbed and deployment strategy has been presented. Results of exist-
ing TCP/IP implementations and ADYTIA on live Internet have been compared to
highlight the strength and need of the proposed approach on all platforms. ADYTIA
along with PEP on live Internet improved the performance by 162 % compared to
Cubic (i.e., default variant of Linux). This improvement is very significant and paves
the way for the research work to consider other modern operating systems. Next
chapter concludes the research work with scope for work in future.

Chapter 6 (Conclusions and Future Work): This chapter concludes the research
work with the highlights of the results achieved. The future directions and final
remarks for the path ahead have also been presented.

The Appendix-A to E cover the details of the configuration file of each ma-
chine/router of the testbed experiments, tools that have been used for parameter
setting and other tools that have been used for traffic generation and analysis and
important commands which have been used in testbed experiments.

Towards the end, the thesis has separate sections for Indexes and Works Cited.



Chapter 2

Literature Survey & Research

Challenges

TCP is a traditional transport layer protocol used for communications on the Internet
for many decades. TCP has been designed to outperform in terms of link utilization
for wired networking technologies. Application layer protocols’ performance depends
on the TCP, and it has performed better for many standard application layer pro-
tocols (e.g., HTTP, FTP). The diversity in today’s Internet based accessibility of
services, the growth of smart devices, upcoming networking technologies and com-
plex communication scenarios make the job of transport layer protocol in TCP/IP
model, a challenge. This chapter elaborates on the different challenges for TCP’s

performance in heterogeneous networks.

This chapter has been organized as follows: Section 2.1 briefly explains the het-
erogeneous networks, challenges and clarifies the need of this research work. Section
2.2 discusses existing TCP variants with merits and issues. Section 2.3 presents the
comparative analysis, simulation results and performance issues of the existing TCP
variants. Section 2.4 identifies issues in heterogeneous networks mathematically and
strongly advocates the need for some dynamic mechanism. Section 2.5 presents the
testbed results of PEP to highlight the advantages of choosing this approach. Finally,

Section 2.6 summarizes the transport layer challenges in heterogeneous networks.

13
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2.1 Heterogeneous Networks

The existing Internet architecture comprises of different kinds of heterogeneous net-
works that are perceived by numerous technologies, which in turn results in many va-
rieties of the path and link features (e.g., delay, bandwidth, etc.) (Barakat, Altman,
and Dabbous|). These varieties of links/underlying technologies can be like ethernet,
optical-fiber, Wi-Fi, WiMAX, 2G, 3G, 4G, LTE-Advanced, 5G, and satellite link. In
all these networking technologies, link capacity can be either lack in low-speed band-
width links or there may be over provisioning of bandwidth in high-speed links and
significant variations in latency. Latency varies for local interconnects, 10 to 200 ms
to specific wireless and satellite links for 100 to 1000 ms. Thus, consequently, both,
the available bandwidth and end-to-end delay on the Internet may vary immensely,
and it is highly probable that the range of parameters increases further in future.

Furthermore, both, the available bandwidth for a specific flow and end-to-end
delay have no stability. On the IP layer, battling traffic, traffic management in routers,
and dynamic routing can lead to abrupt changes in trades of the end-to-end path.
Link layer mechanisms can bring more dynamics which changes to new links due to
portability, topology alteration, link-layer error correction and vigorous bandwidth
provisioning scheme (Pirovano and Garcia)), (Atxutegi et all), (Zhang et al.). Thus,
path characteristics are subjected to massive alteration in short time span.

A large variety of hosts with different resources (e.g., Memory, CPU, Power,
etc.), like desktop machines, laptops, smart devices, are attached to the existing
Internet (Xiuchao). All these hosts have different operating systems (e.g., Windows,
Linux, Android, etc.) and varieties of applications (e.g., HTTP, FTP, Multimedia
streaming, Gaming, etc.) run on these hosts. Heterogeneity of the present Internet
has been shown in Figure 2.1} Such a heterogeneous network yields many challenges

for the transport layer protocols as discussed in the following subsection.

2.1.1 Challenges

Following key challenges were identified in the heterogeneous networks:

e Fixed TCP Variant: A host needs to communicate with another host on

the Internet (e.g., a client-server model, peer-to-peer communication) through
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Figure 2.1: Heterogeneous network (A typical scenario)

different kinds of networks depending on the location of the peer host machine.
It means different connections using a single TCP implementation of the host
machine (depending on operating system) and communication takes place via
different types of links. Each type of link has the varying bandwidth, RTT,
and BER which affects the performance of TCP. As explained in (Caini and

Firrincieli| |Jitendra et al.), TCP’s performance has been degraded with higher

15
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values of RTT and variations in RTT affect the throughput of TCP variant
significantly. Hence, fixed TCP variant of the host machine cannot utilize the

available link capacity for time varying link characteristics and different types

of links.

Additive Increase and Multiplicative Decrease (AIMD): ATMD mecha-
nism of standard TCP (i.e., NewReno) cannot exploit the high bandwidth of the
present networking technologies. Link with high RTT and/or high bandwidth
creates the high BDP pipe which cannot be filled fully by standard TCP (Sally)).
Thus, there is a need to have different kinds of congestion control algorithms

for varying link characteristics in heterogeneous networks.

TCP Congestion Assumption: Originally, TCP was designed for the wired
link in which link losses were negligible, and link capacity was low to moderate.
Hence, if any losses were there, the assumption was that loss must be due to
congestion which in turn triggers the slowdown of the sender machine’s data
sending rate. In heterogeneous networks, there could be the presence of many
wireless links; hence TCP’s design principle cannot be applicable. It means
losses could be due to the link characteristics which necessitate the mechanism

to differentiate the reason of a loss (Saverio et al.).

Congestion Signal: Switching devices on the Internet (e.g., router) may have
different types of queue management strategies with varying queue sizes. Hence,
each switching device keeps sending the different types of signal to indicate

congestion to the sender machine(Papadimitriou et al.).

Emerging Applications: TCP is responsible for providing services to appli-
cation layer protocols, which may have different expectations. For example,
FTP tries to maximize the throughput whereas the goal of TELNET is to min-
imize the response time. In heterogeneous networks like the Internet, there
are numerous applications with different expectations from the transport layer
protocols (Chen, Farley, and Ye). Seamless connectivity and increasing band-
width of the Internet result in varieties of applications (e.g., Facebook, Skype,

online gaming, etc.). These emerging applications lead to a wide variety of
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communication scenarios, which requires a particular transport layer protocol
to maximize the utilization of network resources and to ensure a better user

experience (Yin et al.)).

e Upcoming Communication Technologies: The widespread use of wireless
technologies (e.g., Wi-Fi, WIMAX, 3G, 4G) lead to many challenges compared
to traditional wired networks. For example, transport layer protocol has to
differentiate the cause of the packet loss like congestion, link error or handover
(Tian, Xu, and Ansari/|Peng, Wu, and Leung). Thus, there is a need to measure

the network link characteristics continuously to observe such reasons.

e New Platforms: In the present scenario, each electronic gadget designed to
have the capability to get connected with the Internet(Liu and Lee)). Each newly
designed gadget has different capabilities in terms of processing power, memory,
size, power, and operating system with a different kind of TCP variant. Hence,
it is challenging for the specific TCP variant of such a variety of devices and

platforms to give a better user experience.

2.2 Existing TCP Variants

Originally, TCP was designed for the wired link (i.e., low delay, moderate bandwidth
and negligible BER)(Tian, Xu, and Ansari). Congestion control and flow control
have been carried out by an algorithm on the sender machine using two variables,
namely congestion window (cwnd) and slow-start threshold (ssthresh). Based on the
mechanism of an algorithm, there exists a TCP variant. The utilization of available
link capacity depends on the rate of increment of cwnd. The objective of each TCP
variant was to probe the available link capacity for the ongoing communication flow
and to adjust the value of cwnd to exploit link capacity fully (i.e., fair sharing among
competitive flow) without causing congestion in the network. This section briefly
covers the existing approaches designed for different kinds of networking technologies
and platforms. TCP has facilitated the development of many variants. These variants

can be broadly categorized into three different types, presented below (Wang et al.):

e End-to-End Solutions:

This refers to the solutions that require only the changes in congestion control
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algorithm of the sender machine. In order to use any approach of this category,

it is mandatory to modify the sender machine’s operating system source code.

e End to End Solutions with the support of Network Infrastructure:
The variants belonging to this category of solution require changes on the sender
side and or receiver side, as well as, it requires support from all intermediate net-
working components to implement the solution. Because of these requirements,

it is difficult to deploy such kind of solution in the present Internet architecture.

e Non End-to-End Solution:
This category of the TCP variants does not require any changes to be made
on end host machine (i.e., sender, receiver). Hence, deployment of such kind of
solution is very easy and acceptable at large. This kind of solution has been
called Performance Enhancement Proxy, generally known as PEP. PEP can
be configured on the gateway (where most of the connections are terminated,
i.e., on ISP side). Initially, these categories of the TCP variants have been
challenged by security measures at the transport layer, but with use of security
measures at the application layer, it has been considered as a good candidate

to resolve the challenges in heterogeneous networks.

2.2.1 TCP Taheo, Reno, NewReno

TCP Taheo was the first variant and can detect the losses using timeout mechanism.
The losses can be recovered by retransmission of the segments. Reno was designed
to overcome the issue of waiting for a timer to go off to detect the loss. Reno can
detect the losses by three duplicate acknowledgments and retransmit the lost segment
without waiting for the timer to go off. Reno could not increase the cwnd in case of
multiple losses in a window (Fall and Floyd). NewReno was designed to overcome
the issue of Reno and recover the multiple losses without reducing cwnd multiple
times (Henderson et al). Same as Reno, NewReno enters into the fast-retransmission
state when the sender receives multiple duplicate acknowledgments. Modification in
NewReno was that NewReno does not leave fast recovery state until all the packets
which were outstanding at the time it entered into the fast recovery has been ac-

knowledged.
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Drawbacks: NewReno organizes from the certainty that it takes one RTT to detect
each packet lost in the network. After receiving an acknowledgment for the first re-
transmitted segment, a sender can conclude which other segments were lost in the

network.

2.2.2 Selective Acknowledgment (SACK)

The main idea of the SACK (Floyd et al.) scheme was to provide the sender with
more detailed information about the state of a receiver. SACK mechanism allows a
receiver to send SACK information as a part of the TCP header options, which is
complementary to the existing TCP acknowledgment mechanism. The option fields
used to indicate starting and ending sequence of non-contiguous blocks of arrived
data at the receiver. The receiver has been shown in Figure has just received a
packet number eight and the information sent in SACK will be: first block 8761 to
10221, second block 5841 to 7301, and third block 1461 to 4381.

1 1461 4381 5841 7301 g7el 10221

Figure 2.2: Receiver’s window in case of multiple losses

The receiver sends SACK information in the TCP header options when duplicate
acknowledgments have been transmitted in response to the arrival of out-of-order
segments. SACK is a supportive mechanism and follows the other algorithms like
TCP NewReno. SACK can be used with other TCP variants also.

Drawbacks: SACK was not able to distinguish between losses due to congestion or

link errors.
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2.2.3 TCP HighSpeed

As mentioned in (Sally]), TCP HighSpeed has been designed for high bandwidth links
that function with the large value of cwnd, in the initial stage. Unlike NewReno,
increase and decrease factor were not constant in TCP HighSpeed. As a result, the
available bandwidth may be exploited. TCP HighSpeed used modified response func-
tion. Three parameters namely Low_Window, High_Window, and High_P, were used
to define a response function.

Drawbacks: In TCP HighSpeed the achievable congestion window could be utterly
large so that sender can send the large burst of packets on receiving one acknowl-
edgment. Thus, if there was a congestion or packet reordering on the reverse path
and then sender received an acknowledgment that acknowledging thousands of fresh

packets, a burst could also result.

2.2.4 Scalable TCP

Scalable TCP (Kelly)) was designed to be additionally utilized and act indistinguish-
able to TCP NewReno when small sender window size was enough to use the low-
speed links. Scalable TCP was designed for high-speed links. Scalable TCP used
Multiplicative Increase and Multiplicative Decrease (MIMD) approach for the con-
gestion control. Scalable TCP could perform well under high BDP links and can
utilize network link capacity. If Scalable TCP was competing with regular TCP (e.g.,
NewReno), then Scalable TCP utilized a major fraction of the available bandwidth.
Therefore, scalable TCP was unfair with standard TCP flows. Scalable TCP updates
the congestion window per acknowledgment in an RTT as per the following rule:
Increase: cwnd = cwnd + 0.01(cwnd)

On detecting the loss it decreases the congestion window as follows:

Decrease: cwnd = cwnd - 0.125(cwnd)

Suppose a TCP connection has 250 ms RTT, 1500 bytes of segment size, 1 Gbps
of the link, and if congestion occurs, then scalable TCP recovers congestion window
to the original (i.e., size of cwnd when congestion occur) within 4 seconds, while TCP
NewReno takes approximately 43 minutes.

Drawbacks: Scalable TCP has fairness issue with NewReno in heterogeneous net-

works.
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2.2.5 TCP Westwood and Westwood-+}

TCP Westwood was designed for the wireless channel (Saverio et al.). It was mod-
ified version of TCP Reno. TCP Westwood introduced a modification of the Fast
Recovery algorithm called Faster Recovery. The key idea was to continuously mea-
sure bandwidth used by the connection at the sender via monitoring arrival rate of
acknowledgments. This measured bandwidth has been used to set the value of cwnd
and ssthresh after the congestion episode. TCP Westwood used the following algo-

rithms to set the values of cwnd and ssthresh after detection of congestion.

Algorithm 1 When 3 duplicate acknowledgments (DUPACKSs) received
1: if 3 DUPACKSs are received then

2: ssthresh = (BWE s« RTT,:,)/seg-size

3: if cwin > ssthresh then
4: cwin = ssthresh

5: end if

6: end if

7. Enter into Congestion Avoidance (CA) phase

Algorithm 2 After TCP timer expires

1: if timer expires then
2: ssthresh = (BWE « RT'T,,;n)/seg_size
3: if ssthresh < 2 then

4: ssthresh=2
5: end if

6: cwin=1

7: end if

8: Enter into Slow Start (SS) phase

In above algorithms, RT'T),;, was the smallest RT'T sample observed over the
duration of the connection, seg size was the length of a TCP segment in bits, and
BWE was the estimation of utilized bandwidth. TCP Westwood+ (Mascolo et al.)

used a modified algorithm to estimate the bandwidth. Linux kernel has implementa-
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tions of Westwood+.

Drawbacks: TCP Westwood performed poorly in the presence of high RTT.

2.2.6 TCP Hybla

TCP Hybla was designed for the high RTT link like satellite (Caini and Firrincieli).
TCP Hybla equalizes the performance of connections with different RTTs. The goal
of TCP Hybla was to reduce the effect of longer RTT on cwnd increase rate. It

calculates the normalized round trip time p as:
p=RTT/RTTO (2.1)

RTTO was round trip time of reference connection (i.e. low RTT connection) to which
TCP Hybla tries to equalize the data sending rate. TCP Hybla’s cwnd update rules

are:

Wi =wl+20-1,58

9 (2.2)
H P
=W + WA CA

In above equation, W was cwnd when i'* acknowledgment has been received. When

TCP Hybla operated in SS phase and received an acknowledgment then cwnd has

been increased by 2° —1. In CA phase, it increases cwnd by p?/WH after receiving

acknowledgments for all the transmitted segments.

Drawbacks: TCP Hybla performed poorly for the link with relatively high loss rate
in presence of high RTT.

2.2.7 TCP Binary Increase Congestion Control

TCP Binary Increase Congestion Control (BIC) was designed for high BDP links
(Xu, Harfoush, and Rhee). BIC used a binary search algorithm to find the optimum
value of cwnd. Previous dynamics of cwnd have been used to decide the target value
of cwnd and this algorithm made the cwnd growth rate faster when it was far from
the target value. In the case of congestion (or loss event), BIC could reduce cwnd
with different backoff value, whereas in NewReno that backoff value has been fixed
to 0.5. BIC was the default TCP variant in Linux kernel 2.6.18.

Drawbacks: TCP BIC has fairness issue with the competing flows.
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2.2.8 TCP Cubic

TCP Cubic (Ha, Rhee, and Xu) was designed for high-speed network links and it
was an improvement on TCP BIC. TCP Cubic was designed to be fair and friendly
compared to other competing TCP flows. In Cubic the increase rate of cwnd has
been governed by cubic function in terms of the elapsed time since the last loss
event happened. The idea to introduce Cubic was to make the growth rate of cwnd

independent of RTT. Cubic used the following equation to update the value of cwnd:

Weusic = O(t — K)3 + Winaz (23)

In above equation, C is a scaling factor, t is the elapsed time since the last instance
of window reduction and W,,,., is cwnd before the last reduction. In above equation,
K=y Wmaxg and  is constant reduction factor at the time of congestion event.
Drawbacks: TCP Cubic’s performance has been degraded in presence of both, high
RTT and high loss rate.

2.2.9 TCP Illinois

Efficiency, stability, and fairness were objectives of TCP-Illinois on high-speed net-
works (Liu, Bagar, and Srikant). TCP-Illinois was loss and delay based congestion
control algorithm. Hence, it used lost segment as a signal to determine the direction
of cwnd change (i.e. cwnd has been increased or decreased) and queuing delay as
a signal to update the value of cwnd (i.e. the value by which cwnd has been incre-
mented or decremented).

Drawbacks: For higher values of BDP, its performance has been degraded and network

responsiveness could be sluggish.

2.2.10 TCP Vegas

TCP Vegas was a delay based congestion control algorithm. TCP Vegas used expected
throughput and actual throughput with other parameters derived from the set of
experiments to decide growth and depletion of cwnd (Brakmo and Peterson)). Vegas
has been considered as a proactive approach for congestion control mechanism. TCP
Vegas depends on the correct estimation of RTT.

Drawbacks: Fairness may be an issue with competing connections.
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2.2.11 TCP Veno

TCP Veno observed the network congestion level by RTT variations and used this
information to conclude the reason for losses (e.g congestion or random bit errors)(Fu
and Liew)). Veno adjusts ssthresh according to the estimation of network congestion
level rather than a fixed drop factor of 0.5. Moreover, it used the modified increase
algorithm of NewReno so that the connection can stay longer in an operating region
in which network bandwidth was fully utilized.

Drawbacks: TCP Veno could not perform well on links with high BER, as it reduces

cwnd on each loss by some value.

2.2.12 TCP YeAH

TCP YeAH was designed for high BDP links and operated using two different modes,
namely, fast and slow as described in (Baiocchi, Castellani, and Vacirca). In fast
mode, YeAH inflate cwnd according to an aggressive rule, while in slow mode it acts
like NewReno. Estimation of number of packets in bottleneck queue has been used
to decide the mode in which TCP YeAH operates.

Drawbacks: TCP YeAH could not perform well in high BER environments.

2.2.13 TCP Low Priority

TCP Low Priority (LP) (Kuzmanovic and Knightly) was sender side modification
that achieves two-class service classification without any support from the network
infrastructure. TCP NewReno has been a dominant protocol for best effort traffic,
TCP LP was designed to realize a low priority service compared to the existing best
effort service. TCP LP’s main objective was to utilize the bandwidth left unused by
competing TCP flows in a transparent fashion.

Drawbacks: TCP LP could not perform well in high BER environments.

2.2.14 TCP Adaptive-Selection Concept

The increasing level of heterogeneity of existing networks poses new challenges to TCP
NewReno. Different TCP flows with very different characteristics like bandwidth,
RTT and loss rate will have to compete in a fair way in the same network. This

heterogeneity makes a choice difficult among many TCP variants, as each variant
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focuses on the single impairment that results in poor link utilization for different
network environments. TCP Adaptive-Selection concept (Caini et al.) has given a
very simple algorithm based on bandwidth and RTT and explained an advantage of
having different transport layer flavor for different kinds of links.

Drawbacks: It used very simple and rigid algorithm to select a variant. To change

the variant for a specific link, it was compulsory to modify the algorithm itself.

2.2.15 TCP Kentridge

TCP Kentridge was a framework designed for the heterogeneous networks with the
capability of intelligently changing TCP flavor (Xiuchao). TCP Kentridge consists
of four components, Knowledge Base, Intelligent Agent, DC-TCP and Network Pipe
Classification for its implementation. This framework has been implemented in Free
BSD, and transport layer flavors need to be changed manually for testing. Hence, the
framework has been partially implemented and not deployed on real networks.

Drawbacks: It was just an approach without details of the modules and dynamism.

2.2.16 Configurable and Extensible Transport Protocol (CTP)

CTP has been composed of micro protocols according to the need of an application
(Wong, Hiltunen, Schlichting, et al.). Each micro protocol set represents the basic
function of TCP and UDP protocols. This kind of protocol could be used in an
application where the reliability of TCP has been needed without retransmission, for
example, multimedia transfer application. CTP has been developed using Cactus, a
system for developing a highly configurable protocol for networked and distributed
system. In this system, each micro protocol was the collection of event and implements
one function or attribute of transport layer protocol. Various attributes of transport
layer protocol were reliability, ordering, performance and timeliness. The collection
of micro protocols creates a composite protocol. At runtime, the composite protocol
has been used to process the packet.

Drawbacks: Implementation and deployment were the biggest challenges.

2.2.17 GridFTP

GridFTP was a protocol, developed within the context of the Globus Toolkit, that

supports the efficient transfer of large amounts of data on Grids (Allcock et al.). The
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use of security services of Globus to assure the authentication of grid applications was
a major contribution of GridF'TP protocol. Other peculiar features of GridFTP were:
manual setting of the TCP buffer size, use of multiple parallel streams, third-party
transfer option, and partial file transfer option.

Drawbacks: It was required to start multiple streams that put overhead on the sender

machine of maintaining multiple sockets.

2.2.18 GridTCP

As mentioned in (Bhatt et al.), GridTCP was based on the concept of GridFTP.
GridTCP creates multiple TCP streams for desired connection to multiply the avail-
able window size. Thus, GridTCP may be viewed as a group of TCP streams acting
as a single TCP connection. In GridTCP, whenever an error occurs during trans-
mission, the only TCP connection on which an error occurred has been affected, and
only the window size of affected connection has been halved. Splitting a single TCP
connection into multiple TCP connections provide larger window size and hence, min-
imizes the performance degradation due to errors and delay.

Drawbacks: An end-user need to specify the number of connections to be used and

also requires modifications on sender and receiver both.

2.2.19 Sync-TCP

Sync-TCP (Wu et al.) was a delay-based congestion control algorithm designed for
high-speed networks. In Sync-TCP, competing flows could detect the same congestion
signal through queue delay. In combination with synchronized congestion signal,
Sync-TCP used a queue-delay-based congestion window decrease rule and a RTT-
independent congestion window increase rule. These rules were designed to drive the
network to operate around knee and to distribute the residual bandwidth fairly even
when the number of competing flows varied and their RTTs differ significantly.

Drawbacks: It performed poorly for links with high BER.

2.2.20 Performance Enhancement Proxy (PEP)

PEPs were network agent designed for improving TCP performance over the satel-
lite link. They could be operated on any protocol layer, but basically, they improve

performance by making optimizations at the transport and application layer as men-
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tioned in (Carlo.Caini, Firrincieli, and Lacameral). The advantage of PEP was that
they were operated as end system without changing TCP configuration. PEP splits
connection into two parts and breaks end-to-end semantics. Breaking end-to-end
semantics means that the reliability of transmissions has been achieved on a hop-
by-hop basis as the sender node was unable to infer data delivery information from
its actual destination. PEP removed the problem of long delay and high BER from
the satellite link. PEP could use the proprietary protocols on the link with peculiar

characteristics.

2.3 Comparative Analysis

This section presents the comparison of the most relevant approaches, in brief, re-
lated to the research work presented in the thesis. It also covers simulation based

experiments and comparison of existing TCP variants.

2.3.1 Related Approaches

In Section 2.1, major challenges in heterogeneous networks were discussed, to realize
the importance of dynamic selection of TCP variants in real scenarios. A compara-
tive analysis of three TCP variants, namely, TCP-Adaptive-Selection-Concept, TCP-
Kentridge, and CTP have been presented in Table These three approaches are

highly related to the domain of the research works presented in this thesis.

2.3.2 Experimental Study of TCP Variants

TCP variants discussed in Section 2.2 have been evaluated and compared by means
of simulation based experiments using ns-2 (Issariyakul and Hossain). The objective
of simulation based experiment was to understand the effect of link characteristics on
different TCP variants. Simulation topology used for the TCP variants’ performance
analysis has been shown in Figure 2.3 Simulation topology has been selected based
on the existing literature work (Floyd |Ha et al.) and it has been used by several

researchers to do the performance analysis.
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Table 2.1: Comparison of related approaches

Existing Mechanism Used Research Gaps
Approach
TCP -Based on the estimated bandwidth and -To add a new TCP variant,
Adaptive- RTT, it triggers the usage of the fixed rewriting of the code and
Selection TCP variant namely Reno, Hybla and recompilation of the kernel is
Concept HighSpeed. must.
-Objective of this approach is just to -Algorithm used for the selection
highlight the primary mechanism to of the TCP variant is very simple
change the variant. and rigid.
-It allows the usage of multiple TCP -Results analysis is at primary
variants for each connection. stage and deployment issues are
not considered.
Kentridge -It focuses on the usage of multiple TCP -It does not allow the plugging of
variants for each connection. new variants.
-Partially implemented in Free BSD. -Selection of the variant is
Require to change the TCP variant manual without any intelligence.
manually for the testing.
CTP -It uses the micro protocol concept for -It does not consider the link

each functionalities of the transport layer
protocol.

-As per the need of the application, it
organizes the set of micro protocols to
create a customized transport layer

variant. It is developed using Cactus.

characteristics.
-It does not allow the plugging of
new variants. Deployment of

such a solution is a big challenge.
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Figure 2.3: Simulation topology for TCP variants’ performance comparison

TCP variants’ performance for the link with RTT of 600 ms and Packet Error
Rate (PER) of 0% has been shown in Figure All variants except Hybla, Cubic,
Scalable, and Yeah need a long time to probe and utilize the available bandwidth.
The reason for such a start-up behavior was that the long RTT of the connection
(i.e. 600 ms) slows down cwnd dynamics. TCP Hybla has been designed to cope
with long RTTs and it shows the fastest acceleration and the highest throughput. A
good start-up performance has also been provided by Cubic due to its nonlinear cwnd
growth function. Other variants, like Scalable, and YeAH gave good link utilization
when considering long transfer time (more than 60 seconds). Scalable has achieved
throughput very close to the best case. However, both Scalable and YeAH performed
poorly compared to Hybla in the presence of long RTT and for short transfer lengths,
still the throughput of both these variants was better than the other variants.
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Figure 2.4: Throughput of GEO satellite link without congestion
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Figure 2.5: Throughput with varying RTT in presence of background traffic

The throughput on the satellite link (for varying RTT) in the presence of 5
background connections (RTT=25 ms) has been shown in Figure and simulation
has been carried out for 180 seconds. The throughput of satellite link with RTT of 25
ms represents a significant case of equal RTT for all connections. At RTT of 25 ms,
all variants exhibited high throughput (i.e., near to fair share of 1.66 Mbps) except
Scalable and Yeah. Scalable and Yeah operated above 3 Mbps due to its aggressive
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design and showed the fairness issue. The throughput of all variants except Hybla
reduced significantly (i.e., under 0.3 Mbps) for satellite link with RTT of 300 ms
(i.e., connection with a GEO satellite downlink and a wired up-link). TCP Hybla
maintained throughput close to the maximum fair share (i.e., 1.66 Mbps). The same
conclusion holds true for the throughput with RT'T of 600 ms ( i.e., bidirectional GEO
link), with a further degradation to under 0.2 Mbps for all TCP variants except Hybla.
TCP Hybla achieved link utilization of about 1 Mbps. These results highlighted the
issue of RT'T unfairness in the absence of specific countermeasures. Hybla has been
designed to overcome the issue of high RTT and other variants have no mechanisms
to deal with high RTT link. Thus, all the variants except Hybla have performance
issues on the link with high RTT.
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Figure 2.6: Throughput with varying PER without background traffic

The throughput on the satellite link (i.e., a link with RTT= 600 ms) without
background traffic for different values of PER has been shown in Figure 2.6 PER
value of 0.1% significantly affected the throughput of all variants except Cubic and
Hybla. Westwood has been designed to perform well in the presence of high PER, but
it could not give good performance in the presence of both, high RTT and high PER.
Variants like NewReno, HighSpeed, LP were able to exploit 10% of the bottleneck
bandwidth. Throughput has been reduced significantly for a very high PER value
(i.e., 10% PER) for all TCP variants. The reason for such degradation in throughput
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was the slow reopening of cwnd caused by the very long RTT, after loss recovery

phases. Performance of Hybla and Cubic have also been degraded for PER values of
5% and 10%.
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Figure 2.7: Throughput with varying RTT, PER 1% with background traffic
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Figure 2.8: Throughput with varying RTT, PER 5% with background traffic

A satellite link with PER of 1% and different values of RTT has been configured,
and correspond throughput has been shown in Figure 2.7] Five background connec-
tions were running in parallel with RTT of 25 ms, and NewReno was used as a TCP

variant. The results were close to those achieved in the presence of background traffic
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only, with a reduction due to the presence of link losses limited to about 15% for

most of the variants. Hence, it can be concluded that in the environment considered,

performance was essentially dominated by RTT unfairness problem whenever wired

cross traffic was present.
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Figure 2.9: Throughput with varying RTT, PER 10% with background traffic
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Figure 2.10: Adaptive concept simulation topology

Furthermore, a satellite link with PER of 5% with different values of RTT has
been configured, and throughput has been shown in Figure 2.8 In another experi-

Caini et al.
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ment, a satellite link with PER of 10% with different values of RTT has been con-
figured, and throughput has been shown in Figure 2.9 In these experiments, five
background connections were running in parallel with RTT of 25 ms, and NewReno
was used as a TCP variant. The results demonstrated that in the presence of high
RTT and high PER and with background traffic, all the variants were not able to
utilize the available link capacity. Hybla could utilize around 0.5 Mbps which was
very less compared to fair share fraction of 1.6 Mbps. Variants like Scalable and
Veno could operate around 1.5 Mbps for 5% PER and 25 ms RTT, but as RT'T gets

increased, the throughput of these variants also gets degraded.

Algorithm 3 Adaptive-selection concept
1: Default TCP variant is TCP Reno.

2: if RTT >= 200ms and Bandwidth >= 1Mbps then
3: TCP variant used is TCP Hybla

4: end if
5. if RTT <= 200ms and Bandwidth >= 100Mbps then
6: TCP variant used is TCP HighSpeed

7. end if
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Figure 2.11: Throughput of TCP adaptive concept with 1 % PER on satellite

Simulation topology used for the simulation of adaptive selection concept has

been shown in Figure The Content Provider (CP) was the sender machine
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running TCP adaptive concept and communicating with satellite receiver and wired
receiver. The algorithm used in this concept was very simple as described in Algorithm

When TCP adaptive concept algorithm was running on content provider and
cross traffic generator, the achieved throughput has been shown in Figure [2.11} PER
of satellite link was set to 1%. As per the algorithm, TCP Hybla was selected for
satellite link, TCP HighSpeed for the fast connection (i.e., content provider to wired
receiver) and TCP HighSpeed for cross generator traffic. Selection of variants as per

the algorithm helps the flow to exploit the available link capacity.
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Figure 2.12: Throughput of TCP adaptive concept on CP and reno on cross, with 1
% PER on satellite

When TCP adaptive concept algorithm was running on content provider and
Reno on cross traffic generator, the achieved throughput has been shown in Figure
[2.12] The results show that Reno on cross connection cannot exploit the link capacity
and TCP HighSpeed utilizes the major fraction of the link bandwidth. In another
experiment, PER of the satellite link was set to 0% while TCP adaptive concept
algorithm was running on content provider and cross traffic generator. Throughput
has been shown in Figure Compared to the results of Figure TCP Hybla
could achieve almost two times higher throughput, as there were no link losses on the

satellite link.
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Figure 2.13: Throughput of TCP adaptive concept on CP and reno on cross, with 0
% PER on satellite

In summary, each variant was designed to complement the specific link im-
pairments to optimize the throughput. The next section presents the mathematical
analysis of network dynamics that affect the throughput of TCP.

2.4 Mathematical Formulation

The mathematical formulation has been carried out to understand the effect of RTT

and PER on the increase rate of cwnd (Jitendra et al| Dordal). Another objective

was to understand the effect of sender window size on the throughput of the TCP
variant and benefit of using the split approach (PEP).

2.4.1 Effects of RTT and PER

In the analysis, it has been assumed that the congestion control algorithm was oper-
ated in the steady state and hence, the oscillation of cwnd remains between maximum
cwnd and half of the maximum. It has also been assumed that RTT was constant,

TCP retransmission timeout was not considered, and packet error probability was p.
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Figure 2.14: cwnd growth v/s RTT

As shown in Figure [2.14] the maximum value of cwnd is W and minimum value

of cwnd is W/2. Hence, total change in cwnd is W/2 and cycle duration is

_ (RIT)W (2.4)
2
Hence, Total data delivered is
W, 1 W,
_( Z (L 2.5
() +5(5) (2.5
3 1o
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2.4.2 Effects of Window Size
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Figure 2.15: Window size and utilization of the link capacity

As shown in Figure [2.15] if fixed window size of sender A is W4 and window size of
sender B is W, RTT,.1uq is the estimated RT'T at the specific instance and RT'T},01004

is the minimum RTT observed for the connection.

Queue_waiting time = RTT,ciuar — RT Thoi0ad
Throughput = %

Let « denote the fraction of the bandwidth that A—C' connection receives and let
B = 1—a, denote the fraction that B — C' connection gets. If () denotes the combined
utilization of both connections queue, then queue will have about a() packets from
A — C flow and about Q) packets from B — C' flow.

Queue Usage = WinSize — Throughput x RTT, 004

From Figure RTT,0100q for A — C' connection = 2(d4 + d)

RTT, 100 for B — C connection = 2(dg + d)

Hence, a@Q = W4 —2a(da + d) and fQ = Wg — 23(dp + d)

Wi = alQ + 2d4 + 2d] (2.8)

Wy = BQ + 2ds + 2d] (2.9)
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Case 1: Delay dy = dp
If we divide equation (2.8) by (2.9) then

% = % (2.10)

Thus, the bandwidth divides in exact accordance with the window size propor-
tions.

Case 2: Delay d4 > dp

In this case, greater fractions of A — C' packets are in transit, therefore, fewer
will be in queue at R, as a result, a would be smaller than .

From equations (2.7) and (2.10), it can be concluded that the performance of
the TCP variant largely depends on its RTT, window size, packet error rate and
RTT experienced by the competing flows. Hence, if we use single TCP variant for all
kinds of links, especially in heterogeneous networks, performance cannot be optimal.

Therefore, there is a need to have the solution, which needs to be dynamic to all

discussed parameters.

2.4.3 Split Approach

A {m , Drop probability p1 A Delay da, Drop probability pl
_ : \ — -
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Figure 2.16: End-to-End and split approach

As shown in Figure [2.16] throughput of path A — R and R — C' is given by

THP, = 255 O
2da /Py (2.11)
THPy o= M55 €

2d " \/p2

If drop probability of p; and ps are independent of each other, the drop proba-
bility of entire path ( A —C'") is

(p1+p2) — (p1 X p2)
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As long as at least p; or ps is small, (p; X p2) << (p1 + p2)
Hence, above equation can be written as

(p1+p2) — (p1 X p2) ~ (p1 + p2)
Hence, without the use of PEP, the throughput of the link A — C' is

MSS C

THP, ~ = .
AT da+ d) L+ P2

(2.12)

If either TH P5_r or T'H Pr_ is considerably larger than other, then effective
throughput

:mm{MSS ¢ MSS C }>{(MSS C } (2.13)

2da /p1 2d \/p2 2ds+d) \/p1 + 2

Hence, an improvement is mathematically assured. Thus, the use of split TCP
in presence of high RTT and high drop probability results in a significant performance

improvement compared to the traditional end-to-end approach (Jain and Ott)).

2.5 PEP’s Performance Analysis on a Testbed

In above section, mathematically it has been proved that the split approach performs
well for a link with high RTT and BER. Furthermore, an experimental analysis is
needed to understand the advantage of split approach. The physical setup of the
testbed for the performance analysis of PEP has been shown in Figure Various
networks parameters have been set at the Router 2 using netem (Hemminger et al.)).
PEPsal (Carlo.Caini, Firrincieli, and Lacamera) has been installed and configured on
Router 1. Iperf (https://iperf.fr/) has been used to send the data between the sender
and receiver. Each machine was running the Linux kernel 2.6.26 or higher. All these
machines were connected through 1 Gbps switch. RTT between Router 2 and receiver
was set to 600 ms to emulate the GEO satellite link. The objective of this experiment
was to confirm the benefits of the split approach as discussed in the previous section.
Hence, default parameters of the kernel were used without any performance tuning

of local kernel parameters.
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Figure 2.18: Throughput of TCP Hybla with and without PEP, RTT= 600 ms

Throughput comparison of TCP Hybla, and TCP Hybla with PEP, for different
values of BER from 1076 to 107! has been shown in Figure[2.18] The experiment was
conducted for the duration of 600 seconds. The results indicated that the performance
of TCP Hybla with PEP was 1.14 to 2 times better compared to TCP Hybla (i.e.,
without PEP).

Throughput comparison of TCP Cubic (i.e., default TCP variant in Linux kernel
2.6.19 onwards) and TCP Cubic with PEP has been shown in Figure The
experiment was conducted for the duration of 600 seconds, having satellite link of
600 ms RTT and BER has been changed from 107¢ to 107!, The results indicated
that the split approach gave higher performance compared to Cubic, as proved in

mathematical analysis. From the results, it could be concluded that compared to
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Cubic, Cubic with PEP gave 1.15 to 3.91 times better throughput.
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Figure 2.19: Throughput of TCP Cubic with and without PEP, RTT= 600 ms

2.6 Summary

As discussed in the above sections, present Internet is the classical example of the
heterogeneous networks. Heterogeneity of such networks has not been only limited to
the networking technologies but, it also consists of emerging applications, diversity
of platforms and devices, and implementation issues with compatibility as a major
concern. Each newly designed TCP variant can do better for the specific type of link
or networking technologies. For example, NewReno has been designed for lossless
links, TCP Hybla has been designed for high RTT links (e.g., satellite links), Cubic
has been designed for low to high RTT and lossless links, while TCP Westwood
has been designed for the links with high BER (e.g., Wi-Fi link). Every emerging
application needs to utilize the default and one of the TCP variant (i.e., at any given
instance) depending on the operating system (e.g., Linux kernel 2.6.19 uses Cubic)
of the sender’s machine.

Performance comparison of TCP variants : BIC, Cubic, HighSpeed, Hybla, Illi-
nois, LP, NewReno, Scalable, Veno, Westwood, and Yeah carried out on heterogeneous

networks. Results have been summarized below:

e In the presence of background traffic, on a link with RTT of 25 ms, Cubic was
able to achieve throughput of 2 Mbps (Fair sharing bandwidth was 1.66 Mbps
). On high RTT link (i.e. 300 ms and higher), in presence of background traffic
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on low RTT (e.g. 25 ms) links, Cubic has achieved throughput of less than 5%.
In this case, the major fraction of bottleneck bandwidth was utilized by Cubic

on low RTT flows.

e NewReno has been able to achieve fair sharing of bottleneck bandwidth when
all competing flows have low RTT (e.g., 25 ms RTT). However, its performance
was significantly low (1% only) on high RTT links (e.g., 300 ms and higher), in
the presence of background traffic flows on low RTT links. Thus, NewReno has

fairness issues on heterogeneous networks.

e On high RTT link (e.g., GEO satellite with 600 ms RTT), Hybla was able to
exploit more than 70% of the link bandwidth irrespective of the data transfer
durations whereas all other variants exploited less than 30%. Scalable and Yeah
were able to exploit more than 75% link bandwidth for data transfer durations

of 2 minutes and more. Thus, existing variants have start-up performance issues

on high BDP links.

e In the presence of five background traffic sources via 25 ms RTT links, through-
put achieved on links with varying RTT exhibited fairness issues for all vari-
ants. Hybla was able to operate around 1.2 Mbps (Fair share was 1.66 Mbps,
for 10Mbps bottleneck and 6 flows). However, in the presence of background
traffic, and link errors (i.e., higher values of PER), the throughput of Hybla was

significantly lower.

e In the absence of background traffic, with PER of 1% and higher, throughput
achieved on 600 ms RTT link was 10% of the bottleneck link capacity for all
variants. Hybla was able to exploit 30%. In the presence of background traffic
with PER of 5% and higher throughput degraded to 5% and below for all

variants.

e Further, experiments were carried out on simulation topology of “TCP adap-
tive selection concept”. It has applied a very simple algorithm that permits
use of three variants, namely HighSpeed, Reno, and Hybla. It has been proved
that change of variant for different types of links, resulting in significant perfor-

mance improvement compared to the usage of a single and fixed variant for all
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types of links. However, futuristic variants’ adaptiveness, application and link

classifications, and experimental analysis still need to be addressed.

In Section 2.4, mathematical analysis has been presented to understand the
parameters that affect the performance of TCP. These analyses suggest that the
performance of TCP was inversely proportional to RTT of the link and degrades
as the BER increases. Further, the window size was also an important parameter,
which affects the bottleneck link’s bandwidth sharing capacity among competitive
flows. Finally, it was proved that compared to the traditional end-to-end approach,
a split approach could always perform better. To confirm the advantage of the split
approach, a testbed setup was used, and performance analysis has confirmed that
the variant like Cubic (along with PEP) can improve the performance by 3.91 times.
Further, this split approach made the deployment easier and feasible in the present
Internet architecture.

Overall, it can be concluded that all existing TCP variants either specifically
tailored for the special kind of links or the concept like TCP adaptive selection raised
the issue of having some dynamic transport layer mechanism. In subsequent chapters,

these issues have been addressed.



Chapter 3

Tarang-A Protocol for the link
with variable BER and RTT

It was concluded in the previous chapter that all existing TCP variants (including
NewReno, Cubic, Westwood, Hybla) have performance and fairness issues for the
link with variable BER and RTT. Variants like HighSpeed, Scalable, Yeah, Illinois
and TCP Fast were designed for the high BDP links, but the performance degraded
in the presence of link losses. GridTCP was designed to overcome the issue of high
BER and RTT, but it had few operational issues. Hence, there was a need to design
a TCP variant which resolve the issues of: startup performance on high BDP links,
performance on high BER (e.g., 107%) links, fairness in heterogeneous networks, poor
performance on link with variable BER, RTT (e.g., Satellite link has very high RTT
and BER. In addition, the RTT and BER of satellite link varied significantly with time
due to environmental effects). In this chapter, the detailed performance comparison
of Hybla, Westwood, Cubic, NewReno along with newly designed Tarang- for the link
with variable BER and RTT, has been presented. Further, it has been proved that
the improvement in Tarang was significantly high for the link with variable BER and
RTT, and Tarang was able to achieve fairness in heterogeneous networks. Tarang has
been implemented and tested in ns-2 (http://www.isi.edu/nsnam/ns/)).

The remaining chapter has been organized as follows: Section 3.1 gives the
introduction and highlight the need for the new protocol. Section 3.2 describes the
related work for the link with high RTT and high BER. Section 3.3 presents Tarang’s

design and algorithm in details. Section 3.4 describes the simulation topologies and

45
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detailed comparison of TCP Hybla, TCP Westwood, Cubic, and Tarang. Finally,

Section 3.5 summarizes the chapter.

3.1 Introduction

TCP variants like Taheo, Reno, and NewReno give an optimized performance for
wired networks. These protocols follow AIMD approach in which cwnd is incremented
by one on receipt of an acknowledgment during Slow Start (SS) phase, and cwnd is
incremented by one per RTT during Congestion Avoidance (CA) phase. The rate
at which acknowledgments are received depends on RTT of the connection. Hence,
the higher the RTT, the lower cwnd increase rate. If the rate of increment of cwnd
is low, the link capacity cannot be utilized effectively. Compared to wired link, the
satellite link has very high RTT. Hence, the performance of TCP NewReno on a
satellite link is significantly poor. TCP NewReno assumes congestion by means of
packet loss. Packet loss is indicated either by three duplicate acknowledgments or
timeout. Further, packet loss results in the reduction of cwnd. In a wireless link
(e.g., satellite, Wi-Fi) a packet loss can also occur due to the link error. As a result,
standard TCP (i.e., NewReno, Cubic) cannot differentiate the reason of the loss and
reduces the cwnd in case of link error. Hence, such unnecessary reduction of cwnd
worsens the performance further. The next section elaborates related works for the

link with high RTT and high BER.

3.2 Related Work

TCP Westwood was proposed to solve the issue of loss discrimination on the wireless
link (Saverio et al.). It does so by continuous estimation of the bandwidth used by the
connection. If packet loss occurs, it sets ssthresh and cwnd according to the estimated
bandwidth. It solves the issue of packet error rate and improves the performance on
the wireless link. In the presence of high RTT, TCP Westwood performs poorly as
it was not designed for high RTT link. Hence, the performance of TCP Westwood
is significantly lower in the presence of high BER and High RTT link. TCP Vegas
was designed to overcome the congestion losses by means of bandwidth estimation.
Still, it has performance issues for high RTT links, as maximum cwnd increase rate

was same as NewReno. TCP Peach was designed with “sudden-start”, and “rapid-
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recovery” mechanisms which depend on the use of dummy segments to estimate the
available bandwidth. TCP Peach requires the support at IP layer of all intermediate

router to discard the dummy segments in the presence of congestion.

TCP Hybla was proposed to resolve the problem of high RTT for the satellite
link (Caini and Firrincieli). TCP Hybla tries to achieve the same data sending rate as
of reference wired connection. It does so by making cwnd increase rate independent
of RTT. TCP Hybla uses the normalized RTT to set ssthresh and cwnd after the
congestion episode. In this way, Hybla was able to increase cwnd very fast, even for
the high RTT link. Thus, TCP Hybla was able to utilize the available bandwidth for
the link with high RTT (e.g., satellite). The performance of TCP Hybla was lower in
the presence of high BER, as it was not designed to perform well in the presence of
high BER. Further, variants like TCP Scalable, Yeah, and Cubic were designed for
high BDP links, but performance was an issue in the presence of high RTT and BER.
GridTCP was designed for the link with high RT'T, BER, but it has the operational

issues like user needs to specify the number of connection to be used.

Thus, there was a need to design a TCP variant for the link with variable RTT
and BER.

3.3 Tarang’s Design and Algorithm

Tarang has been developed for the links with variable RT'T and BER. It uses the mod-
ified approach for the congestion window update in SS phase and after congestion in
CA phase, as detailed in the following subsections. Tarang uses bandwidth estimation
by CapProbe (Kapoor et al.) and Eligible Rate Estimation (ERR) technique similar
to TCP Westwood.

3.3.1 Congestion Window Update

Tarang’s cwnd update rule is the same as TCP Hybla in SS and CA phase. Standard
TCP (i.e., Reno, NewReno) in SS, initializes cwnd with one segment and increases
it by one on receiving an acknowledgment for the same. In CA phase, it increases
cwnd by one per RTT if all the segments are acknowledged. Tarang equalizes the
data sending rate of high RTT link (e.g., satellite link) with reference to low RTT
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link (e.g., wired connection). It calculates the normalized round trip time p as:
p=RTT/RTTO (3.1)

Where, RTTO is round trip time of reference wired connection to which Tarang

tries to equalize the data sending rate. Tarang’s cwnd update rules are:

wi =wH 420 —1,88

(3
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In above equation, W is cwnd when " acknowledgment has been received.
When Tarang operates in SS phase and receives an acknowledgment, then cwnd is
increased by 2¢ —1. In CA phase, it increases cwnd by p? /W after receiving ac-
knowledgments for all the transmitted segments. At the sender, instead of transmit-
ting packets immediately upon receipt of the acknowledgment, the sender can delay
transmitting packets to spread them out at the rate defined by the congestion control
algorithm which is given by the window size divided by the estimated RTT. Thus,
packet pacing was achieved by following a strategy at the sender. Alternatively, a
receiver could delay acknowledgments to spread them across RTT, so that when they

arrive at the sender, they will trigger spaced data packets. The goal of pacing was to

evenly spread the transmission of a window of packets across the entire duration of

RTT.
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Figure 3.1: NewReno’s cwnd increment with respect to time for various links with

different RTT
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A modified approach to increase cwnd in SS phase enabled Tarang to achieve
cwnd peak value at the same time for all links, irrespective of RTT variations. In
CA phase also, cwnd increased penalty for high RTT link has been avoided by the
modified equations. Thus, Tarang’s startup behavior for high RTT link has improved
and performance of Tarang has become independent of RTT (i.e., because the rate
of increase of cwnd is same for all link types irrespective of RTT variations). The
rate of increment of cwnd for links with different RTTs for NewReno and Tarang has

been shown in Figure .1 and Figure [3.2] respectively.
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Figure 3.2: Tarang’s cwnd increment with respect to time for various links with

different RTT

3.3.2 Bandwidth Estimation and Congestion Episode

TCP Hybla assumes the congestion to be caused in the network due to the loss of
segments. Segment loss has been detected by means of either three duplicate acknowl-
edgments or when the timer goes off. In a case of three duplicate acknowledgments,
it sets ssthresh to half of the current cwnd, and cwnd is updated to the one fourth of
the current cwnd. When the timer goes off, it sets ssthresh value to same as in case
of three duplicate acknowledgments, but cwnd is set to p. Thus, TCP Hybla assumes
that the loss is due to the congestion only and so it performs poorly on wireless link
(e.g., Wi-Fi, satellite) where losses can also happen due to the link characteristics.

Tarang was able to increase cwnd significantly even after the loss of segments due to
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the link error. This results in significant performance improvements in the presence
of link losses which is the usual scenario for the satellite links.

Tarang uses the indirect way to differentiate the reason for loss of the segment.
In case the loss has been due to the link characteristics, instead of decreasing, cwnd
needs to be increased. To achieve this objective, Tarang tries to estimate utilized
bandwidth. To estimate utilized bandwidth of the link, Tarang counts received seg-
ments by measuring the number of acknowledgments received. After that, it calculates
utilized bandwidth by dividing received bytes by the time period for which acknowl-
edgments were counted. After detecting a loss of segment (which can be triggered
by either three duplicate acknowledgments or time out), new ssthresh and cwnd have
been set as per the Algorithm [4] and Algorithm [5 Notations used in the algorithms
have been mentioned as under:
BWE: Utilized bottleneck bandwidth by a specific flow.
CC: Bottleneck Channel Capacity.
RTT,,n: Minimum value of RTT observed over the time.
seg size: It is the size of segments at transport layer.

packets_in_flight: Number of segments currently in flight.

Algorithm 4 Tarang’s algorithm after congestion episode (After 3 DUPACK re-

ceived)

1: if 3 DUPACK received then
2: if BWE < CC/2 then

3: Residual pipe capacity = (CC — BWE) « RT'Tmin/seg_size

4: ssthresh= MAX (Residual pipe capacity, 0.75* packets_in_flight)
5: cwnd= MAX (Residual pipe capacity, 0.75* packets_in_flight)

6: else

7 Minimum pipe capacity = (BW E x« RTTmin)/seg_size

8: ssthresh = MAX(Minimum pipe capacity, 0.75*packets_in_flight)
9: cwnd = MAX(Minimum pipe capacity, 0.75*packets_in_flight)
10: end if

11: end if

According to the Algorithm [4] after receiving three duplicate acknowledgments,
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if bandwidth used by connection was found to be less than half of the actual capacity
of the link, then ssthresh and cwnd were set according to the difference between the
actual capacity of the link and bandwidth used by the connection. This was the
major modification compared to TCP Westwood. TCP Westwood used the mini-
mum pipe capacity to set the value of ssthresh and cwnd after detecting the loss by
means of three duplicate acknowledgments. This resulted in significant performance

improvement.

Algorithm 5 Tarang’s algorithm after congestion episode (After timeout)

1: if Timeout then
2: if BWE < CC/2 then

3: Residual pipe capacity = (CC — BWE) x RTTmin/seg_size

4: ssthresh= MAX (Residual pipe capacity, 0.75* packets_in_flight)
5: cwnd = p

6: else

7 Minimum pipe capacity = (BW E « RTTmin)/seg_size

8: ssthresh = MAX(Minimum pipe capacity, 0.75*packets_in_flight)
9: cwnd = p

10: end if

11: end if

If bandwidth used by connection was greater than half of the actual capacity of
the link, then bandwidth used by connection was used to set the value of ssthresh
and cwnd. Hence, when used bandwidth was less, then the connection was aggressive.
When a timeout occurs, Tarang uses the Algorithm [5 as described above and cwnd

was set to p.

3.3.3 Events Detalils

After initialization of the variables, Tarang’s function tep_tarang_pkts_acked has been
invoked where, if the number of packets acknowledged is greater than 0, then it sets
the w — xrtt parameter. Then, it checks for the events which can be one of the four

as follows:

e CA_EVENT_FAST_ACK: For acknowledgments were received in sequence.
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e CA_LEVENT_COMPLETE_CWE: Called when recovery of cwnd finished.
e CA_LEVENT _FRTO: Called after timeout.

e CA_LEVENT SLOW_ACK: When acknowledgments were not received in se-

quence.

Algorithm 6 AckedCount

1: cumul_ack = current_ack_seqno — last_ack_seqno

2: if cumul_ack = 0 then

3: accounted_for= accounted_for + 1
4: cumul_ack = 1
5. end if

6: if cumul_ack > 1 then

7: if accounted_for >= cumul_ack then

8: accounted _for= accounted_for — cumul_ack
9: cumul_ack=1

10: else if accounted_for < cumul_ack then

11: cumul_ack= cumul_ack — accounted_for

12: accounted_for=0

13: end if

14: end if

15: last_ack_seqno = current_ack_seqno
16: acked = cumul_ack

17: Return acked

After cwnd recovery has been completed, it compares bandwidth estimated using
CapProbe method with that of bandwidth estimated with ERE and accordingly sets
ssthresh and cwnd values as elaborated in Algorithm [l After the timeout, Tarang
uses the Algorithm[5]to set the values of ssthresh and cwnd. If acknowledgments arrive
in sequence then after every acknowledgment, it calculates the Estimated Bandwidth
(BWE) parameter by calculating the delta as a difference between the current time
stamp and previous time stamp. Further, data sending rate has been measured as a

difference between current acknowledgment number that TCP has been waiting for
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and previous next byte that was waited. When acknowledgment received is not in
sequence, then event SLOW_ACK occurs, and it calls Algorithms [] to calculate the
cumul_ack. Algorithm [6] removes any discrepancy due to delayed or out of ordered
acknowledgments. Afterwards, the delta is measured as a difference between the

current time stamp and previous time stamp to calculate BWE.

3.4 Experiments and Results

To insert the Tarang’s code in ns-2, a new software module was written whereas ex-
isting modules of other variants were used for the performance comparison. Tarang’s
code was written for the ns-2-TCP-Linux patch (Wei and Caol). This patch provided
the facility to use congestion control modules of Linux kernel in ns-2. This patch
worked as a bridge between ns-2 and Linux congestion control module. Performance

evaluation was carried out using ns-2 for the simulation scenarios as described below.

In the first experiment, simulation topology that used was same as the one
used for the analysis of Hybla (Caini and Firrincieli) and comparative analysis was
performed between Hybla, Westwood, and Tarang as detailed in subsection 3.4.1.
Experiments allowed the performance evaluation for varying RTT in the presence of
congestion without link losses, in the presence of link losses without congestion, and
with both, congestion and link losses. It was observed that these experiments were
not sufficient for the satellite link characteristics. Hence, following experiments were
designed: i) single-hop satellite link with varying BER to simulate a satellite link in
varying weather conditions. In these experiments, BER of 0 and 1075 were considered
for benchmarking and extremely high error rate link (i.e., although it probably never
occurs practically on satellite link) respectively. ii) a satellite link with average BER
was considered with varying RTT including multi-hop satellite link. RTT values of
lesser than 500 ms were considered to show the effect of varying RTT even though
it never occurs practically on a satellite link. iii) experiments with varying file sizes
on single-hop satellite link with average, high and negligible (i.e., for benchmarking)
BER. iv) heterogeneous network using dumbbell topology for fairness with varying
BER and RTT. Results and discussion on these experiments have been presented in

subsection 3.4.2.
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3.4.1 Comparative Analysis between Hybla and Tarang

Simulation topology used was the same as specified in (Caini and Firrincieli) for the

performance comparison with the existing variants and it has been shown in Figure
3.3l The foreground TCP connections consisted of wired and wireless links (i.e., a
satellite link), and background traffic was generated on wired links. All the TCP
connections shared a bottleneck link (i.e., a link between R1-R2). The RTT of the
satellite link was varied from 25 ms (for the comparison with the wired link) to 600
ms (to simulate GEO satellite link). All wired links were assumed to be error free,
and satellite link PER varied in the range 0 to 5 % with uniformly distributed error

model. All the remaining parameters as specified in the Figure was benchmarked

as per the parameters covered in (Caini and Firrincieli) for the comparison purpose.
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Figure 3.3: Simulation topology for performance comparison of Tarang with existing

variants

For each TCP connection that originated from the sender or background source,
a persistent FTP application was used to transfer the data with the simulation time
of 600 seconds. The performance was evaluated in terms of throughput for variation
in RTT and PER in the range of 0 to 5%. Performance of Tarang was compared with

the following existing TCP variants:



3.4. EXPERIMENTS AND RESULTS 95

e TCP Hybla: Variant proposed for high RTT link to improve the performance
especially on the satellite link, it was used with SACK and packet spacing (Caini

and Firrincieli).

e TCP Westwood: TCP variant designed for the wireless link to increase the
performance in the presence of BER (Saverio et al.). It continuously measures
utilized bandwidth by a connection for the sender. TCP Westwood code was

used from Linux kernel which has implementations of Westwood+.

e TCP Vegas: Variant designed to prevent the losses due to congestion by

estimation of the available bandwidth (Brakmo and Peterson)).

e TCP NewReno: It was the modification of Reno that uses the concept of
partial acknowledgment to achieve better throughput in the presence of multiple

losses in a window (Henderson et al.).

3.4.1.1 Performance in presence of congestion

A TCP connection on satellite link with variable RTT and five TCP connections on
the wired link were simultaneously sending data to corresponding receivers. TCP con-
nection passing through the satellite link used different TCP variants for comparison
and all background traffic sources were using NewReno. To measure the performance
in the presence of congestion, the satellite link was assumed to be error free. Thus,
all the losses occurred because of the shared link that acted as the bottleneck for
all the TCP flows. In such a scenario, TCP NewReno had performance issues on
satellite link with high RTT and a major fraction of the bottleneck link bandwidth
was utilized by active TCP flows on wired links. To highlight this problem and to
measure the effectiveness of Tarang, Figure [3.4] shows the throughput achieved on
satellite link with respect to variations in RTT. Performance achieved on the wired
link has not been represented as the other parameters of that link were unchanged.
As shown in Figure [3.4 as RTT increases, the performance of NewReno on
satellite link degrades and this issue was mentioned in (Padhye et al.). TCP Vegas
performs little better compared to NewReno. TCP Hybla was able to achieve higher
throughput compared to NewReno and Vegas, but at higher values of RTT and

congestion losses, its performance degrades. As Tarang uses the estimated bandwidth
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to set the value of ssthresh and cwnd after the congestion, it was able to utilize the
available bottleneck link capacity. TCP flows that were running on the wired link
also suffer the congestion. Hence, NewReno on cross traffic sources cannot exploit
the bottleneck bandwidth fully and allow Tarang to utilize the major fraction of
the underutilized bandwidth of the bottleneck link. As shown in Figure [3.4] Tarang

operates between 2 to 3 Mbps whereas Hybla operates between 1 to 2 Mbps.
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Figure 3.4: Performance comparison of Tarang and existing variants in presence of

congestion

3.4.1.2 Performance in presence of link losses

In order to understand the effect of link errors on the performance of TCP variants,
it was necessary to keep the congestion issue separate. Thus, in Figure [3.3] only
TCP flow on satellite link was active, and any loss that happened was due to the
link error. PER was set to 1%. TCP NewReno does not have the mechanism to
distinguish reason of the packet loss (i.e., due to link error or congestion), and that
resulted in the unnecessary reduction of cwnd in case of link losses.

Performance of different variants on satellite link with varying RTT values and
1% PER has been shown in Figure[3.5] As expected, the performance of NewReno was
significantly low and become very poor as RTT increased. Performance of Vegas was
slightly better than NewReno but, significantly low with respect to bottleneck link
capacity (i.e., 10 Mbps). Initially, Westwood was able to operate around maximum

available capacity but, as RT'T increased and in the presence of 1% of PER, it was not
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able to sustain and was able to achieve the throughput of less than 0.5 Mbps at RT'T
of 600 ms. Hybla was able to maintain the throughput of 2 to 4 Mbps even at higher
value of RTT, as it uses the normalized RTT and modified equations to set the values
of ssthresh and cwnd. As Hybla does not have any mechanism to differentiate the
reason of the loss, it can exploit the maximum of 40% of the available link capacity in
the presence of link losses. Tarang uses the estimated bandwidth to set the values of
ssthresh and cwnd after congestion episode that allow it to exploit significantly high
bandwidth in presence of link losses compared to other variants including Hybla. As
shown in Figure |3.5] Tarang was able to maintain throughput around 6 Mbps and
even at RTT of 600 ms, it was able to achieve throughput of more than 5 Mbps.
Thus, Tarang was able to offer 100% higher performance compared to Hybla in the

worst-case simulation scenario considered in this experiment.
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Figure 3.5: Performance comparison of Tarang and existing variants in presence of

link losses (PER 1%)

3.4.1.3 Performance in presence of both congestion and link losses

As discussed in above sections, TCP variants like NewReno and Vegas were not able
to utilize available link bandwidth in the presence of high RTT or link losses. Thus, in
this section, the performance of Hybla, Westwood, and Tarang have been compared
in the presence of link losses and congestion on satellite link for different values of

RTT.

Throughput achieved on satellite link by Westwood, Hybla, and Tarang, for



58 CHAPTER 3. TARANG

PER of 0%, 1% and 5%, in the presence of congestion with varying RTT, has been
shown in Figure |3.6. Performance of Hybla was reasonably good in the presence of
both, congestion and link losses compared to TCP variants like NewReno and Vegas
which were unable to perform even in the presence impairments considered separately
(i.e., either link losses or congestion). At PER of 5% and RT'T of 600 ms, throughput
achieved by Westwood was less than 0.1 Mbps, and Hybla operates around 0.5 Mbps.
The reason for such a poor performance was that Westwood and Hybla do not have
any mechanism to cope with both, high RTT and segment losses at the same time.
At PER of 5% and in the presence of congestion with higher values of RTT, Tarang
was able to operate around 2 Mbps. These results demonstrated the capability of

Tarang to cope with impairments like high RTT, link and congestion losses.
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Figure 3.6: Performance comparison of Tarang and existing variants in presence of

congestion and link losses (PER of 0%, 1%, 5%)

3.4.2 Enhanced Topology Testing

Simulation scenario has been shown in Figure [3.7, which was used to evaluate the
performance of Tarang and its comparison with the existing variants Hybla and West-
wood. This simulation scenario allows the performance evaluation and comparison
with varying parameters like BER, RTT, and file-size to confirm the advantages of

the Tarang compared to existing variants.

As shown in Figure satellite link was configured to have 100 Mbps of uplink
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and downlink. RTT was set to 600 ms. The objective of these experiments was to
test how much link bandwidth can be exploited by the Tarang (especially for the link
with varying BER, RTT) and other variants, without considering the competitive
flows and fairness issues. In all simulations scenarios, segment size was set to 1500

bytes.
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Figure 3.7: Simulation topology for performance analysis of Tarang on satellite Link

3.4.2.1 Single-hop satellite link

Throughput comparison of Hybla, Westwood, and Tarang with respect to varying
BER of the satellite link has been shown in Figure [3.8. BER of 0 represents the
situation where there was no loss at all (i.e., although this situation may not occur
on GEO satellite link, but it has been considered for the comparison only). Hybla
starts as the standard TCP, but its ssthresh value was set as per the initial estimation
of the bandwidth which results in significant performance improvement in initial few
seconds. As Hybla’s SS and CA phases are driven by normalized round trip time, it

results in faster increments of the cwnd. Hence, it starts operating at 96 Mbps within
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100 seconds of the simulation time. The same result was quite apparent for Tarang
because it was the no loss scenario. Westwood starts with SS and it takes the longer
amount of time to increase the cwnd, as its increase rate depends on the flow of the
acknowledgments. As Westwood was not specifically designed for the high RTT link,

it takes the longer amount of time to operate at the peak of the available bandwidth.
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Figure 3.8: Performance comparison for single-hop satellite link with varying BER

As shown in Figure [3.8] the performance of Westwood remains below 50 Mbps
for BER of 1078 and RTT of 600 ms. The reason for such a performance was that
Westwood increases its cwnd based on the flow of acknowledgments, and set the
ssthresh and cwnd based on the utilized bandwidth after the event of an error. Hybla
also operates around 50 Mbps, but due to a loss, it reduces the cwnd as it is not using
any bandwidth estimation technique to set the cwnd and ssthresh after the event of
a loss. Hence, its throughput gets reduced after the error and again increases the
cwnd which increases the throughput. As obvious from Figure [3.8] in the presence of
errors, Tarang gives the same performance as the no loss scenario (i.e., 0 BER).

As Tarang uses the residual pipe capacity rather than minimum link capacity
(i.e., used in Westwood) to set the value of cwnd and ssthresh in case the utilized
bandwidth is less than half of the actual capacity, it is able to increase the sending
rate very fast. Compared to Hybla, Tarang was indirectly deciding that the loss was
due to the link error. Hence, it was also not reducing cwnd and resulted in the same
performance as the scenario of BER 0.

At BER of 1077, Westwood followed the standard approach in SS and CA phase,
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and it was using only utilized bandwidth to set the cwnd. Thus, in this scenario, as
BER was high, that triggered more losses and cwnd remains low which in turn keeps
utilized bandwidth low. Westwood sets the ssthresh and cwnd based on the utilized
bandwidth after the losses. As the value of cwnd decides the amount of data the
sender can send, which in turn decides the throughput. Hence, throughput of the
Westwood remains around 10 Mbps for 100 Mbps link at 600 seconds, which indicated
link utilization of 10% only. Hybla keeps reducing cwnd and ssthresh on the event of
loss and hence it can only utilize 12 Mbps out of 100 Mbps link.

Tarang was able to increase the cwnd and ssthresh even after the losses. It means
that Tarang was able to deduce that loss was not the indication of the congestion
but,the loss was due to the link error. Tarang uses the residual capacity of the link
to set the cwnd and ssthresh when data sending rate was low and used the utilized
bandwidth when data sending rate was high. In this way, Tarang was able to achieve
the throughput as high as the capacity of the link in the presence of high BER and
high RTT.

For BER of 1079 and 107°, Westwood was giving the throughput of less than
0.5 Mbps for the link of 100 Mbps. The reason for such a poor performance was that
due to long RTT, it cannot increase cwnd fast enough and due to high BER, after
losses, it sets ssthresh and cwnd as per the estimated utilized bandwidth which was
obviously very low. For the performance of Hybla the same reasons were applicable
as discussed for BER of 10~7. Hybla performed poorly compared to Tarang. The
reason for such a poor performance was that it does not have the sense to decide
the reason for the loss. Hence, it keeps reducing cwnd and ssthresh blindly in the

presence of link losses.

Tarang was able to operate at the peak of the link capacity even for BER of 1076
as shown in Figure 3.8 It reached the peak value at around 200 seconds whereas the
performance of Westwood is less than 0.1 Mbps and Hybla operates around 2 Mbps.
The performance of Tarang remains significantly higher compared to Westwood and
existing Hybla approach. Another observation from Figure [3.8] was that for BER of
10~?, Tarang starts operating around 90 Mbps after 200 seconds. The reason for such
behavior was that due to the initial losses and timeout, cwnd remains low compared

to BER of 1079 or less. Thus, lower value of cwnd resulted in lower data sending rate
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and in turns the throughput was low.
3.4.2.2 Multi-hop satellite link

In these experiments, RTT varied in range 100, 200, 300, 400, 500, 600, 1000, 1500 ms
for a link with BER of 107® (to simulate a link with varying RTT and average BER).
Lower values of RTT (i.e., 100 to 500 ms, although it never occurs in GEO multi-hop

satellite environment) were considered to show the performance with varying RTT.
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Figure 3.9: Performance comparison for varying RTT with BER of 108

As shown in Figure [3.9, Tarang achieved throughput of higher than 90 Mbps,
whereas throughput of Hybla and Westwood remained less than 50 Mbps at RTT of
600 ms and higher. Results show that performance of Tarang was not affected by the
change in RTT at BER of 10~8 while Hybla operates around 50 Mbps. Westwood’s

performance decreased as RTT was increased.
3.4.2.3 Various File sizes transmission on satellite link

Files of sizes in range 50KB, 50MB, 100MB, 500MB, 1GB, 2GB were transmitted for
a link with RTT of 600 ms and BER of 0 (i.e. negligible), 107® (i.e. average) and
1077 (i.e. high). As shown in Figure [3.10}(a), for negligible BER, the performance
of Hybla and Tarang were almost the same. Westwood’s performance was low as
the value of RTT was 600 ms. As file size was increased, performance improves as
expected in case of no loss scenario. Westwood operates at the peak of the bandwidth
for 2 GB file while Hybla and Tarang start operating near the peak of bandwidth for
the file size of 500 MB.

Performance for average and high BER with varying file sizes has been shown in
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Figurem(b). Tarang’s performance remains the same for average and higher values
of BER (i.e., higher than 90 Mbps) whereas the performance of Hybla and Westwood
remains below 50 Mbps for average BER. Performance of Hybla and Westwood remain

very low for higher values of BER.
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Figure 3.10: Performance comparison with varying File sizes and BER

As shown in Figure M(b), for the link with BER of 1078, Westwood was
able to achieve the throughput of 50 Mbps which proves that in the presence of high
RTT and high BER, it cannot utilize the available bandwidth fully. Hybla operated
at 53 Mbps for 100 MB file but for 500 MB file transmission, its throughput was
41 Mbps. The reason for reduced performance was that as data transmission size
increases, more errors would be there and in turn on each error, Hybla keeps reducing
cwnd. The same was true for 1 GB and 2 GB file transmission but, in this case Hybla

took more time to transmit and was able to increase cwnd significantly during the
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transmission time, which resulted in throughput of around 50 Mbps. Tarang gave the
same performance as in a case of a link with BER of 0 (i.e., negligible BER).

As shown in Figure [3.10}(b), for BER of 1077, Westwood can achieve maximum
throughput of 10 Mbps for 2 GB file and so transmission time was very high. Hybla
cannot perform well even for the file size of 100 MB and throughput was only 11
Mbps. Thus, for BER of 10~7 and file size of 1 GB and 2 GB, transmission time
was significantly high. The reason for such a poor performance was its inability to
withstand the high BER. For the file size of 500 MB or more, Tarang was able to
achieve the throughput of 90% and more. When more amounts of data are sent,
Tarang was able to exploit the available bandwidth even in the presence of significant
bit error rate (as high as 1077).

Hence, from the Figure [3.10] it is very clear that Hybla can perform well with
high RTT but, performs poorly as BER was increased and Westwood performs better
in the presence of losses but, performs poorly for the link with high RTT. Thus,
Tarang can be a very useful protocol for the links like satellite where RTT was also

very high and BER was moderate to very high and continuously varying.
3.4.2.4 Heterogeneous Networks- Dumbbell Topology

In this simulation scenario, three senders (S1, S2, S3) were communicating with
corresponding receivers ( D1, D2, D3) via a common bottleneck link of 1 Gbps. The
simulation was carried out using different variants like Cubic (i.e., default variant on
Linux), Hybla (i.e., designed for high RTT link like satellite), Westwood (i.e. designed
for high BER link like Wi-Fi), and Tarang on all three senders. All three senders
experienced different RTT (in range of 45 to 600 ms) and available link bandwidth
(varies from very low value to 1000 Mbps, due to common bottleneck, different RTT
and BER (varies from 107° to 107'")) to simulate heterogeneous network consisting
of wired link, wireless link, and satellite link. The topology used for the simulation
has been shown in Figure In this simulation topology, all senders communicated
through following types of links: i) High-speed, Loss Less (HLL) ii) High-speed With
Losses (HWL) and iii) High-speed, High RTT with variable Losses (HRL).

(a) High BER on HRL: S1-D1 is communicated via a link of 45 ms RTT and
negligible BER to simulate data communication on a wired link. S2-D2 is communi-

cated via a link with BER of 107 and RTT of 70 ms to simulate a Wi-Fi link. S3-D3
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is communicated via a link with varying BER of 107%, 10~7 and RTT of 600 ms to
simulate a satellite link (i.e., high BER can be due to bad weather).

(b) Average BER on HRL: S1-D1 and S2-D2 have communicated via links
as described above. S3-D3 has communicated via satellite link with varying BER of
1078, 107 respectively in each set of experiments. Varying values of BER indicate
the changes in weather conditions of the satellite link.

(c) Low BER on HRL: In all these experiments, S3-D3 has communicated via
satellite link with varying BER of 107!°, 107!, Low variation values of BER indicate

the clear weather conditions for the satellite link.
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Figure 3.11: Heterogeneous network- dumbbell topology

As shown in Figure [3.12] in all above experiments, varying conditions of a link
(e.g., a satellite link) affect the performance of the corresponding sender’s TCP vari-
ant, and other cross traffic sender’s TCP variant passing through a bottleneck link.
In all these experiments, three flows were competing through a bottleneck link to
maximize the link utilization for their respective flows. Cubic’s performance was very
poor on challenging links like HRL and HWL, and 90% of the bottleneck bandwidth
was utilized by a link with 45 ms RTT and negligible BER. Westwood was able to
exploit the bottleneck bandwidth for links HLL and HWL, as the design principle of

Westwood was matching with these links characteristics. The performance of Hybla
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for links with high BER was significantly low (i.e., links HWL and HRL). Tarang was
able to share the bottleneck bandwidth almost fairly in heterogeneous networks.
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Figure 3.12: Performance comparison for varying cross traffic characteristics

Westwood Tarang

Varying BER on HL.L,

Figure 3.13: Jain’s Fairness Index for varying cross traffic characteristics

To evaluate overall system fairness, Jain’s Fairness Index (JFI) has been used

which has been defined in Equation (Jain, Durresi, and Babic). In this equation,

b,, was the measured throughput of n'* flow and N was the total number of flows.

(>s,)°
JFI = N—be2 (3.3)

JFI comparison for different variants has been shown in Figure |3.13] Tarang’s

JFI was very near to one with very less fluctuations compared to other variants in-
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cluding Cubic. Hence, Tarnag outperformed other variants for various links compared

to existing variants including Cubic.

3.5 Summary

Tarang was able to offer the constant throughput with respect to varying link BER
and RTT. It also exhibited fairness in heterogeneous networks. Results achieved have

been summarized below:

e In an experiment, with PER of 1% and higher, varying RTT, and in the presence
of background traffic, Tarang achieved 400% higher throughput compared to
Westwood and Hybla.

e On a single-hop satellite link, with BER of 107% and higher, Tarang was able
to exploit more than 80% of the bottleneck bandwidth whereas Hybla and

Westwood could exploit only 2% and 0.5 % respectively.

e In a worst-case scenario with BER of 1079 and RTT of 1500 ms (i.e., a multi-
hop satellite link), Tarang improved the performance by 20-30 times compared

to other existing variants.

e In heterogeneous networks, Tarang exhibited the fairness by maintaining JFI
near to one whereas variants like Cubic, Hybla, and Westwood have the fairness

issues.

e Tarang was able to exploit the available bandwidth on the link with variable
BER, and RTT while background traffic was on low RTT, lossless links. Cubic
showed 90% link utilization on low RTT, lossless link and competing flows got

only 10% share of the bottleneck bandwidth.

Thus, Tarang outperformed in most of the cases, and it would be the default vari-
ant. Still, there may be a new variant in future, which may give better performance
for the specific cases compared to Tarang. Furthermore, usually, fairness becomes a
bottleneck in utilizing a specific costly link more effectively. Existing TCP/IP imple-
mentations force operating systems to fix and use single and fixed TCP variant for

all applications and links. This kind of rigid binding of TCP variant with host oper-
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ating system results in poor performance with emerging applications and upcoming
networking technologies.

Hence, there is a need to modify TCP/IP implementations of modern operating
systems to allow the usage of all existing and futuristic TCP variants for the effective
link utilization and better end-user experience that has been addressed in the next

chapter.



Chapter 4

Adaptive and Dynamic TCP
Interface Architecture (ADYTIA)

In the TCP/IP implementations (Comer), all existing and upcoming applications
based on TCP use the TCP variants depending on the operating system of the sender
machine (e.g., FTP uses Cubic on Linux kernel 2.6.19, while FTP uses NewReno
or Compound-TCP on Microsoft windows platform)(Yang et all). Each application
layer protocol has different kinds of expectations from the underlying transport layer
protocol. Standard TCP like NewReno was designed to fully utilize the available
link bandwidth for the wired networks. However, heterogeneous networks like the
Internet, consists of wireless links in addition to wired links. Further, as proved in
the previous chapter, Tarang outperformed the variants like Cubic and NewReno, but
still, there could be scenarios where futuristic TCP variant may perform better. Each
operating system has the different TCP variants to be used as a default variant and
it has been fixed for all associated applications and underlying network technologies.
Default and single TCP variant cannot utilize the full capacity of the available link for
different combinations of application types and network links (Barakat, Altman, and
Dabbous||Papadimitriou et al.|Pirovano and Garcia/Yin et al.). In present chapter, an
Adaptive and Dynamic TCP Interface Architecture has been proposed to resolve the
issue of default and fixed TCP variant usage for different applications and network
technologies. This modified TCP/IP implementations use the application types and
network link characteristics to select the best possible TCP variant to maximize the

link utilization. The proposed modifications were implemented in Linux kernel and

69
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tested on ns-2.

This chapter has been structured as follows: Section 4.1 explains the related
work in brief and the need for the required mechanism. Section 4.2 introduces the
design of proposed modifications with all the components in details. It also presents
the implementation strategies. Section 4.3 explains the experiments and analyses the
results obtained. Finally, Section 4.4 summarizes the chapter with directions for the

way forward.

4.1 Related Work

As elaborated in Chapter 2, the following challenges affect the performance of the
transport layer protocols (i.e., especially TCP based): i) Each host has different
variants of TCP based on the operating system ii) Each application that depends
on TCP and originated from a host uses fixed TCP variant based on the operating
system iii) Communication flow between each pair of communicating devices on the
Internet needs to pass through different networking technologies which have a lot of
variations in their characteristics (i.e. bandwidth, RTT, BER, queue types, mobility,
etc.).

Above all, as shown by mathematical analysis in Chapter 2, the following param-
eters affect the performance of the TCP significantly: i) RTT ii) Sender window size
iii) Link error rate (i.e. BER). These parameters have a strong impact on the varia-
tion of ssthersh and cwnd, that is responsible for effective utilization of the link. In
heterogeneous networks, TCP implementations have to face many challenges because
of the different link characteristics and network dynamics. Following are the param-
eters that affect the TCP’s performance significantly, due to underlying technologies

and link’s dynamics.

e Bottleneck Link Available Bandwidth: It is the link along the path from
sender to receiver with minimum available capacity (i.e., bandwidth). Due
to the cross and bursty traffic, and increase and decrease in the number of
communication flows through the bottleneck link, the available link capacity
(i.e., Bottleneck link bandwidth divided among the number of communication
flows) keep changing for each flow. This is the value that each TCP variant

tries to estimate and tries to operate at that estimated value. The goal of each
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TCP variant is to utilize the maximum available link capacity. The variant like
NewReno (Henderson et al.) probe the link capacity using AIMD algorithm,
while variant like TCP Westwood (Saverio et al.) uses the estimated bandwidth.
The values of cwnd and ssthresh are set based on different approaches by each

TCP variant to maximize the link utilization (Abdeljaouad et al.)).

e RTT: The RTT comprises of two-way propagation delay (i.e., sender to receiver
and vice versa), queue delay and processing delay on each node (Sunl). RTT
decides the speed of the flow of acknowledgments. RTT may change due to
the heavy traffic on any intermediate node, retransmission at data link layer,
or change in the topology and route. Smoothed average of RTT and jitter
(i.e., variance in RTT) are used to set the value of rto (i.e., retransmission
time out) that decides the waiting time before retransmission. Hence, RTT is
the parameter which decides, how fast the value of cwnd can be increased and

decreased.

e BDP: The value of BDP is Link — Capacity = RT'T, which determines the
minimum value of cwnd in order to utilize the link fully. Thus, the variations in

BDP for different kinds of links affect the performance significantly (Lakshman
and Madhowy).

e BER or PER: It is the number of bits in error divided by the total number of
transferred bits during a studied time interval. Some tools allow only to specify
the PER (Packet Error Rate), in that case, PER =1 — (1 — BER)¥, where K
is the segment size in bits. BER affects the performance of TCP significantly
as loss of segment is always treated as a sign of congestion by the TCP flow

(Lakshman and Madhow)).

e Asymmetric Link: There are links or paths between sender and receiver with
different link characteristics, or there could be less available link capacity in
one direction (i.e., may be due to cross traffic or configured intentionally to
optimize the resources). Such an asymmetric nature may affect the rate at
which acknowledgments are received that decides the rate at which sender can

send the data (Armitage)).
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Variations in the values of above parameters and different combinations of the above
parameters result in the different kinds of links on which TCP needs to operate. TCP
variants discussed in Chapter 2 have been tailored to perform well on specific kind
of link. Different kinds of links and specific TCP variants designed to give optimum
performance have been summarized in Table (Caini, Firrincieli, and Lacamera,

Akyildiz, Morabito, and Palazzo |West and Vaidya /Abdeljaouad et al.)).

4.1.1 TCP Implementations in present Operating Systems

The operating system has implemented the TCP/IP as a part of the kernel for ef-
fectiveness and robustness. Each operating system has followed a different approach
for the implementations. TCP’s congestion and flow control algorithms have been
implemented as a part of the TCP/IP. In this subsection, implementations of TCP
variants have been presented for Microsoft windows and Linux operating systems in

brief.

4.1.1.1 Windows Operating System

TCP NewReno has been implemented as a standard TCP algorithm. In addition to
this, Compound TCP has been implemented (e.g., in Windows Vista) as a part of
the operating system. The expert user can change the TCP variant with external
commands. All communication flows originating from the sender machine uses the
default variant or as per the last command executed by the expert user. Hence, a
machine with windows operating system can either use NewReno or Compound TCP

as a way to do congestion control and flow control.
4.1.1.2 Linux

In Linux, congestion control has been completely modularized for maintenance, exten-
sion and for providing customized settings. Each TCP variant has been implemented
using a framework similar to the backplane-slots framework. Linux kernel 2.6.26 on-
wards, most of the variants listed in Table have been implemented as per the
framework. The major benefit of such an implementation is that core functionalities
are separated (in terms of slots) from the variant specific functionalities. Cubic has
been the default variant used by the latest kernel, although it supports multiple vari-

ants designed for the specific link. Still, the limitation has been that at a time all
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Table 4.1: Link types and suitable TCP variants

Link Type

Link Characteristics

Example of the
Link

Specifically Designed
TCP Variants

Low Speed Very
Low Delay

Link with very low- RTT and
bandwidth, Low RTT link

with cross traffic

Small distance
wired link, dial-up

connection.

Reno,

NewReno with SACK

NewReno,

Low Speed-Low

Low bandwidth, low RTT link

Leased line connec-

NewReno with SACK.

Delay and low RTT link with cross | tion, dial-up con-
traffic nection.
Low Speed-Low | Low bandwidth, low RTT link | Wi-Fi, 3G, 4G, | Westwood
Delay Link with | with losses WiMAX.
Losses
High Speed Con- | Low to moderate RTT and | Optical Fiber HighSpeed, BIC, Cu-
nection high bandwidth bic, Compound, Scal-
able, Yeah

High Speed Con-
nection with

Losses

Low to moderate RTT, high
bandwidth and with link losses

Wi-Fi link

Westwood, Cubic, Yeah

High Speed Con-

Low to moderate RTT and

Optical Fiber with

TCP-Sync

nection with | high bandwidth with large | specific router on
Large Queue buffer on intermediate router | the path.
Long Fat Connec- | Link with very High RTT and | Large distance | HighSpeed, Cubic, Hy-

tion

moderate to high bandwidth

Optical Fiber (e.g.
Ocean Fiber)

bla,
able, Yeah

Compound, Scal-

Long Fat Connec-

tion with Losses

Link with very high RTT,
moderate to high bandwidth

and link losses

Satellite Link

Hybla, Tarang

Long Thin Con-

nection

Link with high RTT and low
to moderate bandwidth

Large distance
Optical Fiber link

with cross traffic

Hybla, Cubic

Long Thin Con-
nection with

losses

Link with high RTT, low to
moderate bandwidth and with

losses

Satellite link, 2G,
3G

Hybla, Tarang
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communication flows use the same variant (i.e. as specified using sysctl command). In
this implementation, user or application has the flexibility to specify explicitly which
variant has to be used but it is very difficult for the novice user or application designer
to make that decision. At present, Linux kernel supports many TCP variants but at
a time it can use only one, and the kernel is not using any parameters or intelligence

approach for choosing the specific TCP variant.

4.1.2 Summary

As discussed above, modern operating systems support the multiple implementations
of the TCP variants but at a time it can use only one, and an expert user can change
as per his/her understanding. As discussed in Chapter 2, it is very important to select
a specific TCP variant based on the link and application type to effectively utilize
the link capacity.

4.2 Design and Implementation of ADYTIA

Existing TCP/IP implementations with the default TCP variant supported by the
well- known platforms has been shown in Figure The existing approach utilizes

the specific variant based on the following:

Application FTP HTTP, TELNET, SMTP, User Application ... ___.
Laver
Operating Free BSD | Oracle Linux Linux Kemel Windows
Svstems Solaris Kemel 2.6.19 orlater | XP/2000/Vista
26810
2618
Tramnsport New New BIC Cubic New Reno/
Laver Protocol Reno Eeno Compound TCP
Network Laver IP
Data Link Wi-Fi | WiMAX | Satellite 4G 3G Ethemet | 2G3G
Laver
Physical Layer

Figure 4.1: Existing TCP/IP implementations

e Each application layer protocol has been mapped to fix transport layer flavor

(e.g., FTP always uses default TCP variant of the host machine operating sys-

tem).
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e The sender uses the default TCP variant depending on its operating system,

irrespective of the underlying networking technologies and link types.

*Default
Variant
p Free BSD
_ FI;H.' New Reno Oracle Solaris
Application Layer all Windows
Standard TCP Single and Bl Li k 1261
layer Fixed Variant HE;?S ¢ L!nux kcrnel 2-:1:
. inux kernel 2.6,
Network Layer lh?ks LT and higher
Datalink Layer x\ Lu?{p:vr.;umi W e
Physical Layer
[ Hvbla High RTT link
Westwood | High BER link
Application Layer
pplicati ¥ ) :\ /_ Highspeed | High Speed link Indcr;cr:nl:lcnt
Dynamic - ofa
ADYTIA Vari NewReno | Low RTT link operating
Network Layer NewReno | Low Speed ;hnk Systems
_ — - : Low to Hi
Dnm]lmk Layer Cubic/ RTT, Ettor free
Physical Layer Compound link

*expert user can modily the default or select specific variant based on the operating system

Figure 4.2: Proposed changes in TCP layer

This “blind” selection of the default variant for heterogeneous networks results in
poor performance. In order to improve the performance, it is necessary to consider the
application layer protocol and network link characteristics. To resolve the transport
layer challenges and issues as discussed in Chapter 2, Adaptive and Dynamic TCP
Interface Architecture (ADYTIA) has been designed and implemented.

The proposed changes in TCP layer (i.e., Transport layer) and its consequences
in comparison with existing TCP /IP implementations in operating systems have been
shown in Figure ADYTTIA has been designed to classify the network links and
application types. All modules of ADYTTA and their connectivity to other modules
have been shown in Figure [1.3] ADYTIA’s design allows the plugging of new net-
working technologies, applications, and futuristic TCP variants without affecting the

modules of ADYTIA and code rework. ADYTIA consists of following four modules:

e Connection Classification Module (CCM)
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e Application Classification Module (ACM)
e Adaptive Module (AM)

e Information Base

Application Layer

NS

Application Classification
Module

[nformation Base
{Details of each
supported
variant)

05

Selected K ernal

variant

Adaptive Module

Connection Classilication
Module

7

Link Charactenstics

‘ Network Layer

Figure 4.3: Design of ADYTIA

4.2.1 Modules and Algorithms

As shown in Figure 4.3 ADYTIA’s design is based on the four modules and its
communication with the kernel of the operating system. This subsection elaborates

the design of each module of ADYTIA.
4.2.1.1 Connection Classification Module (CCM)

This module continuously observes the network link characteristics by observing the
following four parameters and based on these parameters; CCM classifies the connec-

tion:
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e Bandwidth: Bandwidth Delay Product (BDP) estimation technique which
is based on ACK dispersion has been used to calculate the bandwidth. BDP
estimation technique has been used to examine the capacity of connection used
by the specific flow. Chain of the packets is sent together even if packet pacing
has been enabled. Dispersion of corresponding acknowledgments is calculated

and BDP is calculated using the following equation:

MinRTT x TrainLength
Bpp = X o (4.1)
Dispersion(pkts)

Where, MinRT'T is the minimum ever seen value for the specific flow.

Table 4.2: Connection classification logic

Measured Parameter RTT | Bandwidth | Queue delay | Packet loss
(in ms) (Mbps) detected detected

Connection Type

Low Speed-Very Low Delay link <=100 | <=100 No No
Low Speed-Low Delay link <=200 | <=100 No No
Low Speed- Low Delay link with Losses | <=200 | <=100 No Yes
High Speed Connection <=200 | >100 No No
High Speed Connection with Losses <=200 | >100 No Yes
High Speed with Large Queue <=200 | >100 Yes No
Long Fat Connection >200 >=10 No No
Long Fat Connection with Losses >200 >=10 No Yes
Long Thin Connection >200 <10 No No
Long Thin Connection with Losses >200 <10 No Yes

e RTT: The value of RTT is estimated using Time Stamp option. The flow of
the acknowledgments has been used to estimate the RTT for the each data
segments transmitted. The instantaneous change in RTT has been smoothed

using the proportional average of previously measured values and current RTT.
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e Queue Delay: It is the difference between the average Smoothed Round Trip
Time (SRTT) and Base Round Trip Time (BRTT). It is an indirect measure
to see the number of competing flows through the bottleneck. The large queue

delay may indicate the congestion in the networks.

e Loss Discrimination: A simple heuristic has been used to discriminate the
reason of segment loss. The loss could be either due to congestion or because of
transmission error (Xiuchao et al.). If queue delay is zero and there is a loss, it
is an indication of loss due to the transmission error. Other cases of loss would

be treated as a sign of congestion.

The logic used to classify the connections depending on the four parameters
discussed above has been presented in Table[4.2] The logic of classifications is accessed
through a file at run time, that facilitates making the changes in logic without the need
for modifying and recompiling the kernel. Connection types defined in Table are
capable of accommodating any networking technologies as well futuristic networking
technologies. Connection Classification Algorithm(CCA) has been used to classify the
connection and has been implemented as a part of CCM module which has been shown
in Algorithm The connection type is communicated to the AM of ADYTIA, to
select the specific TCP variant, based on the link types as perceived by the transport

layer rather than actual underlying networking technologies and physical link.

4.2.1.2 Application Classification Module (ACM)

This module has been used to classify the applications based on the port number
used by the standard application layer protocol (Wang, Mohapatra, and Mukherjee
Sun)). It can also use the other characteristics (e.g., L7 filter uses the regular expres-
sion to decided the protocol type independent of the port number) to differentiate
the application expectations (e.g., FTP always expect to maximize the throughput)
(Levandoski, Sommer, and Strait|). Application Classification Algorithm (ACA) has
been implemented as a part of the ACM, and it has been listed in Algorithm [§]
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Algorithm 7 Connection classification algorithm

1: Initialization

2. /*Estimate RTT */

3: Sampling and smoothing of RTT sample

4: if lastRTT>minRTT then

5: minRTT « lastRTT

6: end if

7. /*Estimate bandwidth */

8: send burst of four packets

9: if minRTT>0 then

10: BDP < minRTT * (train_length/2)/dispersion(pkts)
11: bandwidth <— BDP/minRTT

12: end if

13: /*Estimate queue delay */

14: if minRTT>0 and dispersion(pkts)>0 then

15: queue_delay <— DIFF(sRTT,base RTT)

16: SRTT < (7/8) * sRTT + (1/8) * current_RTT

17: end if

18: /*Estimate the reason of the loss */

19: if CA_State = TCP_CA_Recovery and queue_delay = 0 then
20: Link Losses

21: else if CA_State = TCP_C'A_Loss then

22: Link Losses

23: else

24: Congestion Losses

25: end if

26: Repeat:

27: Until End of Connection Classification File

28: Connection_Type < search-CCL_File(loss_reason, minRTT, queue_delay, bandwidth)

29: end:
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4.2.1.3 Information Base

This module has been used to trigger the specific TCP variant depending on the
application type and link characteristics. Information Base has been prepared after
rigorous literature survey of the already existing TCP variants as detailed in Chapter
2. This Information Base can be modified, or other variants can be added in future
without disturbing the other modules of the ADYTIA. The Information Base used
by the ADYTIA has been presented in Table [4.3]

Table 4.3: Information Base of the supported TCP variants

Applications Email ‘Web Browsing | Real Time Telnet FTP
Connection Type TCP variant to be used
Low Speed-Very Low Delay link Default Default HighSpeed | Default Default
Low Speed-Low Delay link Default Default HighSpeed | Default Default
Low Speed-Low Delay link with Losses | Westwood | Westwood Yeah Westwood Westwood
High Speed Connection HighSpeed | HighSpeed Scalable HighSpeed HighSpeed
High Speed Connection with Losses Westwood | Westwood Yeah Hybla-Tarang | Westwood
High Speed with Large Queue Sync Sync Sync Sync Sync
Long Fat Connection Hybla Hybla Hybla Hybla Hybla
Long Fat Connection with Losses Hybla Tarang Tarang Tarang Tarang
Long Thin Connection Hybla Hybla Hybla Hybla Hybla
Long Thin Connection with Losses Tarang Tarang Tarang Tarang Tarang

Algorithm 8 Application classification algorithm

1: for each Connection do
2: 1sk_dport < inet_sock

3: if isk_dport = port_no then

4: return application_type
5: else

6: continue

7: end if

8: end for
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4.2.1.4 Adaptive Module (AM)

This module is the centralized entity of ADYTIA. It has been used to select the
appropriate TCP variant by considering the input from CCM and ACM. Depending
on the input values, it communicates with Information Base and selects the TCP
variant to be used. It also interacts with the kernel of the operating system and

commands it to use the selected variant. Algorithm [9] has been implemented as part

of the Adaptive Module.

Algorithm 9 Adaptive module algorithm
Input: connection_type, application_type

Output: Selection of TCP variant from Information Base

1: while Until end of the Information Base do

2: if Match is Found then

3: return TCP _Variant
4: else

5: continue

6: end if

7: end while

Algorithm 10 ADYTIA’s algorithm
Input: Initiation of the transport layer connection

Output: Selection of congestion control algorithm

1: for each Connection do

2: Selected_Variant < Cubic; /* default protocol of the platform */
3: Connection_Type < CCA(bandwidth, RTT, queue_delay, PER);
4: Application_Type <— AC A(dport);

5: Selected_Variant < AM A(Connection_Type, Application_Type);
6: congestion_control_alg < Selected_V ariant;

7. end for

ADYTIA’s algorithm, as illustrated in Algorithm [I0] has been used to select
the specific TCP variant at the starting of the communication flow. It calls the

appropriate modules and continuously triggers the changes in TCP variant in case
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of changes in the link characteristics. In a best-case, the time complexity of the
algorithm is O(1). In a worst-case the time complexity is given by O(RTT + C x P +
C x A). Here C is the types of the links in the connection classification logic, P is
the number of parameters used to classify the links, and A is the application types
considered in ACM. As the parameters to classify the connections were increased, the
worst-case complexity gets increased. Similarly, as more applications are classified by

ACM, a worst-case complexity increases.

4.2.2 Challenges in Simulations

In the simulation model, the protocols have been implemented using the abstraction
of the behavior of the protocols. As a result, the performance of the simulation model
significantly differs with the real networks implementations. This characteristic is very
important as it gives scalability, controllability, flexibility and the easiest way for the
implementation and evaluation in the first phase of the development. However, for
credible and successful deployments in the production environments, protocols need
to be tested on the real networks with kernel level implementations. While simulation
environment makes it easy to have the first cycle of the development and feedback
for newly designed approach or protocol, it abstracts the low-level requirements of
the real system (e.g., buffer space, memory requirements, processing delays and other
systems overhead). In a nutshell, there are following challenges that need to be
addressed: i) The implementation has to be as close as possible to the kernel or
system level implementation ii) Simulation results need to be confirmed with the

testbed experiments on the real systems.

4.2.3 Implementation Strategies

In this section, the objective was to complete the first cycle of development and
performance analysis using simulation environments only. Hence, ADYTTA needs to
be implemented on each node (i.e., sender nodes) for the performance analysis. The
different mechanisms to analyze the TCP variants have been shown in Figure [4.4]
Mathematical formulation gives the micro level insight into the protocol’s behavior
and parameters that affect the performance. To convert this mathematical approach
into the real system protocol (i.e., a kernel level implementation) is a challenge and

require lots of efforts and time. As indicated in Figure [4.4] a simulation model can
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be developed faster and can be considered close to the real system implementations,
but still, deployment on the real networks (e.g., like the Internet) may change the
performance significantly. Another challenge in the simulation model is that the code
needs to accommodate many changes (i.e., in some cases complete modifications) to
migrate for the testbed experiments. Hence, one of the objectives of the research
work presented in this thesis was to do the testbed experiments and deployment on
the real networks like Internet. Following two subsections elaborate the traditional

approach of implementation and the approach followed in this research work.
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Figure 4.4: Mechanisms for performance analysis of TCP variants

4.2.3.1 Traditional Approach

The traditional way to implement ADYTIA or any newly designed TCP variants
(e.g., Tarang as discussed in Chapter 3) using ns-2 has been illustrated in Figure [1.5]
In this approach, the code needs to be written in ‘C++" and later on for the testbed
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experiments, require to be ported in ‘C’ for the kernel level implementations. In the
latest ns-2 version (i.e., ns-2.35) all TCP variants are not available, and ADYTIA
may select the variant which is not provided as a part of the standard ns-2. Thus,
either all the TCP variants considered here needs to be written in ‘C++’ to be used
in ns-2 or one needs to perform the simulation with only the available variants. To
implement all TCP variants for ns-2 require a lot of efforts, and it is out of the scope
of the proposed research work. However, if all TCP variants have been written in
‘C++’ for the simulation model and then migrated to kernel level implementations
for testbed experiments, it does not guarantee the same performance, and it is hard

to make a comparison between simulation and testbed results.

Vs 2node ™, TCP variants in
Configured | uses” ns-2 IICE-ﬂ:an"
| with TCP Agent o
\ TCP Agent =
g I—’ NewBeno |
* Vegas -
Feno [
-
* Tarang
Contribution ———=<
C - ADYTIA

Implementations of
zll support=d
TCP variants by ADVTIA

mns-2

"mecessitates”

Figure 4.5: Traditional approach of protocol implementations in ns-2

In summary, the challenge has been that traditional approach may give the

easiest way in terms of scalability and testing but, be difficult to implement and
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migrate to the kernel of the operating system for the testbed experiments.
4.2.3.2 State of the Art

The state of the art approach for implementing and testing the TCP variants of Linux
kernel in ns-2 has been shown in Figure The advantages of this approach are: i)
The first phase of the development cycle can be completed in ns-2 and migrations to
Linux kernel require very less efforts ii) Performance could be compared because the
same code has been used in simulation and testbed experiments iii) As per the need
of ADYTIA, other TCP variants are available in Linux kernel and can be used for

the comparisons.
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Figure 4.6: Approach used in research work for protocol implementation in ns-2

As shown in Figure [£.6, ADYTIA and Tarang have been implemented as the
TCP variants. Through the various modules of ADYTIA, as per the link and appli-
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cation types, appropriate TCP variant (i.e., Linux kernel implementation) have been
used. When a new protocol (e.g., a TCP variant) has been designed (i.e., like Tarang)
and available as a part of the Linux kernel, it can be accommodated in the Informa-
tion Base of ADYTIA without modifying any module of ADYTIA. This plugging of
newly designed TCP variants without any modifications is a very important feature
of ADYTIA.

The result generation cycle used after the implementation has been shown in
Figure [£.7 Analysis of trace files and predefined test cases help in improving the
implementations of ADYTTA at micro levels. Simulation topology has been generated
to trigger the different test cases and feedback of the results has been used to change

the topology parameters for benchmarking and comparisons.
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Figure 4.7: Result generation and code refinements

4.2.4 Dynamism

ADYTIA offers dynamism by selecting the variant based on link and application type
rather than using the single and fixed variant. It also changes the variant depending

on the changes in the link characteristics throughout the communication session.

4.2.4.1 Initial Selection of the Variant

The connection starts with the default variant based on the operating system of the
sender machine. ADYTIA classifies the connection and application type using CCM

and ACM module respectively as explained in Section 4.2.1. Information Base has
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been shown in Table 4.3 which has been used to switch the variant from default to
the specific variant based on link and application type to enhance the link utilization.
For a user using FTP on a link with low RTT and high BER, Westwood has been
used as per the Table [4.3] that results in better link utilization. Similarly, for a user
using TELNET on a link with low bandwidth and low delay, no need to switch a
variant (i.e., default variant Cubic on Linux and NewReno on Windows offer better

link utilization).
4.2.4.2 Runtime Change of the Variant

During the lifetime of a communication flow, CCM of ADYTIA keeps observing the
link parameters and link utilization. Depending on changes in the link character-

istics, ADYTIA switches the variant to maximize the link utilization. Connection

classification logic used by the CCM of ADYTIA has been shown in Table [4.2]

4.2.5 Adaptive

ADYTIA is adaptive in nature which facilitates the plugging of newly designed vari-
ants without modifying any modules of ADYTIA. It can do a self-learning to adapt

the default variant based on the usage frequency.
4.2.5.1 Plugging of Tarang in ADYTIA

Information Base of ADYTIA uses a text file to read the name of the specific TCP
variant to be used for a given connection and application type (as decided by CCM
and ACM ). For example, Tarang, as discussed in Chapter 3, has been designed for
the link with variable BER and RTT. Hence, only one change is required to be made
for the link having high RTT and BER by specifying a variant to be used is Tarang
in place of Hybla. After plugging of Tarang, ADYTIA selects the Tarang rather
than Hybla for all connections characterized with higher RTT and BER. Information
Base presented in Table illustrates the plug-in feature of ADYTIA, as Tarang is

plugged-in without any code rework.
4.2.5.2 Self Learning

ADYTIA maintains the usage counter of the each supported variant based on the
utilization. Once the value of the usage counter reaches a threshold value, it can be

used as a default variant. Thus, default variant usage mechanism of standard TCP/IP
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implementations has not been changed. When a newly designed variant is plugged
into ADYTIA, an average usage count value of all supported variants is assigned to
it. In a special case, a user can give the maximum value of usage count to make the

newly plugged variant as a default variant.

4.2.6 Summary

As discussed in this section, it is very important to foresee at the challenges of the
simulation model and decide the entire path of the development cycle to have ease
and commendable migration towards the testbed implementations. State of the art
approach used in the research work is very critical and very important decision to

implement ADYTTA in the Linux kernel.

4.3 Experiments and Results

ADYTIA has been implemented in Linux kernel for simulation and testbed experi-
ments. All senders were running the same TCP variant (e.g., All senders with Cubic)
at a time and performance was measured in the presence of competing flows with dif-
ferent link characteristics. Furthermore, comparison and performance analysis were
carried out by activating a specific variant on all senders. Simulation has been carried

out on different topologies as discussed in the following subsections.

4.3.1 Heterogeneous Network- Dumbbell Topology

In this simulation scenario, three senders (S1, S2, S3) were communicating with
corresponding receivers ( D1, D2, D3) via a common bottleneck link of 1 Gbps. The
topology used in this study (i.e., Dumbbell topology) is the well-known topology for
the TCP variants performance analysis and has been used in similar studies (Ha
et all). Here, the aim was not to show the deployment scenario but to have the
topology which allows one to know all the parameters which affect the performance.
As discussed in (Floyd), dumbbell topology can be used to evaluate the performance
of the transport layer protocols.

The simulation was carried out using different variants like Cubic (i.e., default
variant on Linux), Hybla (i.e., designed for high RTT link like satellite), Westwood
(i.e. designed for moderate to high BER link like Wi-Fi), and ADYTIA on all three
senders. All three senders experienced different RTT (in range of 45 to 600 ms) and
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available link bandwidth (varies from very low value to 1000 Mbps, due to common
bottleneck, different RTT and BER (varies from 1075 to 107) ) to simulate het-
erogeneous network consisting of wired link, wireless link, and satellite link. The
topology used for the simulation has been shown in Figure . (Miras, Bateman,
and Bhatti),(Floyd). While measuring the performance on one link, other two links
provided the background traffic and real network dynamics. Performance comparison
of senders’ with existing variants and ADYTIA has been shown in Figure [4.9] In this
experiment, three senders were communicating with corresponding receivers via three

types of links HLL, HWL, and HRL respectively.

- - ‘
-~ -~
= . \

High-speed. Loss-less Link (HLL)

., T 5l——= D1l D1
S 1 Gbps, 2.5ms
PRes — " 1 Ghbps. 25 ms
-,
‘ 1 Ghps. 2.5 ms —| 1 Ghps, 7.5 ms r— | |
El J | Rl E—
% " 82— DY 100 Mbps/
53 " High-speed With Losses [I.:E“.'"L} 1 Gbps, 22.5 ms D2
1 Gbpj__fi ms ___ _____"‘1'953?_"":' ms
P D3 N T I
y z High-zpeed, High R TT With variable Ifn sses (H R'I"-")“--w ‘ I—l

1 Gbps, 290 ms,
varying BER.

D3

Figure 4.8: Heterogeneous network- dumbbell topology

As shown in Figure[4.9] sender with ADYTIA communicating via link HRL starts
with Cubic (i.e., a default variant) and as it detects high RTT, it switches to Hybla
to enhance the link utilization. Sender with Cubic (i.e., End-User with Linux), Hybla
or Westwood (i.e., without ADYTIA) utilizes the fixed and single variant throughout
the communication flow. A sender with ADYTIA, communicating via HWL link start

with Cubic and then switches to Westwood which results in significant performance
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improvement compared to the sender with Linux. ADYTIA’s ability to select the
most suitable TCP variant results in 158% performance improvement compared to
the existing approach of the single and fixed variant usage. Throughput comparison
of running Westwood, Hybla, Cubic, and ADYTIA on all three senders with varying
BER of HRL link (i.e., a link with 600 ms RTT) has been shown in Figure and

discussed below.
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Figure 4.9: Dynamism of ADYTIA and performance comparison

4.3.1.1 Performance of Westwood

At BER of 107% and 107, Westwood was able to achieve the throughput of more
than 450 Mbps on HLL (i.e., a link with 45 ms RTT, negligible BER) and HWL (i.e.,
a link with 70 ms RTT, 107° BER). The reason for the high throughput was that
Westwood has been specially designed to give good performance on the link with 1)
low RTT and low to moderate BER ii) high RTT with moderate to negligible BER.
Hence, the design principle of Westwood exactly matches the characteristics of the
links HLL and HWL that gives the high throughput on both the links. As Westwood
uses the utilized bandwidth to set the values of ssthresh and cwnd, initially due
to high utilization on HLL and HWL, it allows more exploitation of the bottleneck
bandwidth (i.e., 1 Gbps). While in a case of HRL, due to high RTT and high BER, it
was able to achieve very low throughput and frequent losses keep reducing the cwnd
further. Thus, low utilization of the bandwidth by S3 triggered estimation of low
available bottleneck bandwidth on link HRL. On HRL, for BER of 1076 and 1077,
throughput remained below 10 Mbps.

On link HRL with BER of 1078, initially Westwood estimated the more available
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bottleneck link bandwidth and due to the high BER, it kept reducing cwnd. Thus, S3
achieved about 32 Mbps of throughput on link HRL and at the same time on HLL and
HWL throughput of 425 Mbps has been achieved. As Westwood uses the estimation
of available bottleneck bandwidth for setting the values of cwnd and ssthresh for all
communication flows, overall link utilization remained 90% as shown in Figure
When BER of 107 was set on link HRL, S3 achieved the throughput of higher than
100 Mbps. S2 could exploit about 300 Mbps via link HWL because the available
bottleneck bandwidth was less compared to BER of 107% to 107%. On HLL, S1 was
able to achieve throughput of 450 Mbps due to the same reasons as discussed above.

In this case, overall link utilization remained above 90% as shown in Figure [4.11
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Figure 4.10: Performance comparison of ADYTIA with existing variants

When BER of 107! was set on link HRL, S3 could achieve throughput of higher
than 250 Mbps as link characteristics were matching with the design principle of
the Westwood. The same reason also holds true for the link HWL. In this case,
overall link utilization remained about 95% as shown in Figure At BER of
10~ on link HRL, links HRL and HLL both were able to offer the significantly
higher throughput as expected. At this situation, HWL (i.e. with BER of 107?) faces
few losses that triggered the frequent reductions of cwnd and estimation of available

bottleneck bandwidth was lower that results in low throughput on link HWL.
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Figure 4.11: Bottleneck link utilization in heterogeneous network- dumbbell topology

4.3.1.2 Performance of Hybla

As shown in Figure S1 was able to acquire the available bottleneck bandwidth
on link HLL, and performance was noticeably well with respect to changing values of
BER on link HRL. S2 was communicating via link HWL (i.e., offers BER of 1079 )
and Hybla does not have any mechanism to deduce the reason for the loss and hence
its cwnd keep reducing in the presence of link errors. Thus, throughput on link HWL
remained around 100 Mbps. Hybla has been specially designed to perform well in
presence of high RTT and low link errors. In the case of BER of 1076 to 10~® for link
HRL (i.e., offers RTT of 600 ms), the performance of Hybla remained significantly low
(i.e. below 50 Mbps). The reason for such a poor performance was Hybla’s inability
to increase cwnd significantly and due to link errors, cwnd keeps reducing.

For the BER of 107, on link HRL, the throughput achieved was around 120
Mbps as Hybla cannot deduce the reason of the loss and hence results in the reduc-
tion of cwnd in the presence of link errors. For the BER of 107! and 107! (i.e.
significantly low BER), the throughput achieved on link HLL and HRL was around
400 Mbps, while throughput on link HWL remained around 120 Mbps because of
high BER.

4.3.1.3 Performance of Cubic

As shown in Figure[1.10] when Cubic (i.e., default TCP variant on Linux) was running
on all three senders, Cubic was able to achieve very high throughput on link HLL (i.e.,
45 ms RTT, negligible BER link). Because Cubic has been designed to outperform
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for the link with low to high RTT and negligible BER. S2 was communicating via link
HWL with BER of 1077, it can be seen from the Figure that Cubic’s performance
remained between 60 to 80 Mbps on link HWL. On link HRL, (i.e., 600 ms RTT link)
with BER of 107% and 107, S3 can achieve less than 10 Mbps of throughput and
more than 90% of the bottleneck bandwidth has been utilized via link HLL only. With
the BER of 1078 and 107 on link HRL, Cubic cannot exploit more than 60 Mbps
of the bandwidth. In case of BER 107 and 107! on link HLR, Cubic achieved
reasonably high throughput. In summary, Cubic’s throughput remained low even
for the moderate BER and in a heterogeneous network as shown in Figure [4.8 the
major fraction of the bottleneck link bandwidth has been utilized on the low RTT
and negligible BER link (i.e., link HLL).

4.3.1.4 Performance of ADYTIA

As shown in Figure4.10, when ADYTIA was running on all three senders, it selects the
Cubic as a default TCP variant for all the links, at the starting of the communication
flow. While Cubic was running, ADYTIA estimates the values of parameters as per
the need of each module. Whenever there was a change in the observed and estimated
values of parameters, ADYTIA uses the Information Base to decide the most suitable
TCP variant to be used for the measured parameters. Once the variant has been
decided, ADYTIA used the selected variant to update the values of ssthresh and
cwnd.

When BER of 107% was set on link HRL, CCM estimated the available bottle-
neck link bandwidth value higher than 10 Mbps. The heuristic used by the CCM
initially do not estimate any error on the link. Thus, CCM categorized the link as
‘Long Fat Connection’. In ns-2, persistent FTP has been used for the simulation
time of 600 seconds and based on this, AM triggered the selection of Hybla from
the Information Base. Hence, S3 started using Hybla (i.e., switched from Cubic to
Hybla) to update the values of cwnd and ssthresh. As ADYTIA was continuously
observing all the parameters in CCM, it observed the link with losses and categorized
the link as ‘Long Fat Connection with Losses’. Thus, then onwards the algorithm
used was Tarang (i.e., switched from Hybla to Tarang) as per the Information Base.
Looking at Figure [4.10] it can be seen that the throughput achieved on this link

was 42 Mbps. Thus, following performance improvement can be seen compared to:
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i)Cubic (i.e., default variant of Linux) there is 4000% improvement ii) Hybla there
is 600% improvement iii) Westwood there is 1000% improvement. It is important to
observe that the performance enhancement is because of the usage of the appropriate
algorithm used on the sender for updating the values of cwnd and ssthresh. In this
context, ADYTIA’s role is to select the variant from the Information Base depending
on the link and application types. Hence, change in Information Base can give the

different performance as the selected TCP variant would be different.

On link HWL (i.e. 70 ms RTT, BER of 107%), with BER of 107% on link HRL,
CCM initially categorized the link as ‘high speed connection’ (as available bottleneck
bandwidth estimated was higher than 100 Mbps) and switching of algorithm from Cu-
bic to HighSpeed was performed. Later, CCM deduce the losses on the link (because
of 107 BER) and again congestion control algorithm was switched by ADYTIA from
HighSpeed to Westwood as per the Information Base. As can be seen from Figure
.10 throughput achieved by Cubic was about 60 Mbps, while throughput achieved
in case of ADYTIA was about 450 Mbps. Again, it is very critical to observe that
this performance enhancement was because of the underlying algorithm used on the
sender (e.g., HighSpeed, Westwood). Here, the role of the ADYTIA was to provide
the selection of the appropriate variant based on the link and application types. In
line with the above discussion, on link HLL, ADYTIA selected the HighSpeed (as
the link was categorized as ‘High Speed Connection’) and throughput achieved was

higher than 450 Mbps.

Looking at Figure[4.10} as BER was reduced (i.e., from 1077 to 10~!!), through-
put achieved on link HRL increased. The reason for the performance improvement was
the mechanism of the selected algorithm that sets the values of cwnd and ssthresh,
and reaction to the congestion and link error events. On link HWL, the achieved
throughput was reduced because of the following reasons: i) Major fraction of bot-
tleneck link bandwidth was utilized by other two connections ii) BER of 1079 on link
HWL, keep reducing the cwnd which results in the lower estimation of the available

bottleneck bandwidth by the selected variant (i.e., Westwood).

In a nutshell, it can be concluded from the above results that in heterogeneous
networks, one variant cannot achieve the efficient link utilization on all the links.

Thus, ADYTIA that allows the usage of different variants based on the link type is
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an important concept to achieve the better link utilization for different kinds of links.
As shown in Figure [4.11] with the usage of ADYTIA, each link was able to achieve
the better throughput depending on the link conditions with cumulative of 95% and

more of the bottleneck link utilization.

4.3.2 Time Varying Link Characteristics

Simulation scenario with varying link characteristics at every 200 seconds has been
shown in Figure The simulation was carried out for 1000 seconds. In this
scenario, it was assumed that the Internet Service Provider (ISP) was having different

types of links for the backup to provide uninterrupted services to all the customers.
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Figure 4.12: Simulation scenario with time varying link characteristics

Link characteristics in terms of bandwidth, RTT, and BER from the sender’s
perspective has been presented in Figure [£.12] This simulation scenario was used to

test the dynamism of ADYTIA, especially its ability to change the variant at the run
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time. FTP was used to generate the data at the sender for the simulation durations.
The sender was running ADYTIA and communication has been started with default
variant (i.e., Cubic). Based on the measured parameters, ADYTIA kept switching
the variant from the Information Base to maximize the bottleneck link utilization.
The dynamism of ADYTIA that facilitates selection of different variants with
respect to varying link characteristics has been illustrated in Figure [£.13] ADYTIA’s
ability to change the TCP variant at the run time helps to achieve maximum link
utilization compared to the existing approach of the single and fixed variant for the
entire duration of the communication flow. As depicted in Figure ADYTIA
uses the different variants based on the changes in link parameters. Further, it has
been indicated that the ADYTIA was able to select the most suitable TCP variant
depending on the link characteristics. Selection of the variant was totally in control of
the Information Base which can be changed without modifying modules of ADYTIA
and kernel recompilation. This feature was very innovative and facilitates the expert
user or an organization to control the usage of specific variants based on application

and link types.
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Figure 4.13: Dynamism of ADYTIA with time varying link characteristics

Throughput achieved by different variants compared to ADYTIA has been shown
in Figure 4.14] and percentage (%) indicates the relative improvement of ADYTIA
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with respect to the specific variant. ADYTIA outperformed Cubic (i.e., default in
Linux) and Compound TCP (i.e., defaults in Window platforms) by 62.63% and
83.77% respectively which has been shown in Figure 4.14
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Figure 4.14: Throughput comparison of ADYTIA and existing variants with varying

link characteristics

4.3.3 Internetworking

In this simulation scenario, three networks, each with three nodes communicate with
corresponding receivers of the network via a common bottleneck link of 1 Gbps and
all other parameters were same as described in dumbbell topology. Due to more
number of senders, it creates more network dynamics for the TCP variants (e.g.,
different values of cwnd and ssthresh for each flow) that gave more insight into the
performance analysis. All senders of each network were using the same variant at a
time. The topology used for the simulation of the heterogeneous network has been
shown in Figure

In this simulation topology, 3 different types of network hosts were communi-
cating via 3 groups of links as follow:
i)Network-1 (C1): Nodes of C1-C1 communicate via links 1-2-3 with RTT of 45 ms
and negligible BER.
ii)Network-2 (C2): Nodes of C2-C2 communicate via links 4-5-6 with RTT of 70 ms
and BER of 1077,
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iii)Network-3: Nodes of C3-C3 communicate via links 7-8-9 with RTT of 600 ms and
BER of 107 to 1071

The objective of these experiments was to understand the dynamics of the net-

work in the presence of more background traffic with different types of links.
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Figure 4.15: Simulation topology of internetworking
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As shown in Figure [£.16] when Westwood was running on all nine senders and
BER on links 1-2-3 was negligible while BER of links 7-8-9 was 1075 to 107 (i.e.,
very high BER), Westwood could estimate more available bottleneck bandwidth on
all 3 senders communicating via links 1-2-3. Thus, as simulation progressed in time,
3 senders occupied the major fraction of the bottleneck bandwidth and throughput
achieved on all these 3 senders collectively was about 700 Mbps. Throughput achieved
via links 4-5-6 on 3 senders collectively was about 240 Mbps. Throughput achieved by
remaining 3 senders via challenging links 7-8-9 (i.e., 600 ms RTT, BER from 107 to
1078 ) remained very low as shown in Figure . As BER was reduced on links 7-8-9,
utilization of the bottleneck bandwidth by corresponding senders become relatively

high and consequently utilization on other groups of links got reduced.

As shown in Figure [4.16] when Hybla was running on all 9 senders and links
7-8-9 having BER of 107% to 1078, aggregate throughput was higher as compared
to Westwood, as Hybla was tailored for the high RTT links. As BER was reduced
on links 7-8-9, throughput on links 7-8-9 increased and flows passing through links
1-2-3 and links 7-8-9 almost shared the bottleneck link bandwidth equally. While
throughput achieved by senders 4,5,6 remained low as they were communicating via

links that make an error and the senders needed to reduce the cwnd frequently.

When Cubic was running on all senders, it can be concluded from Figure [4.16
that major fraction of the bandwidth was utilized by senders S1, S2, and S3 collec-
tively as they were communicating via low RTT and negligible BER links. Cubic
has been designed for links with low to high RTT without link losses. Hence, Cubic
could not exploit more bandwidth on other challenging links (i.e., links 4-5-6 and
links 7-8-9). In a nutshell, it could be concluded that Cubic’s throughput remains
low on the challenging links in the presence of background traffic and especially when

background traffic was on links with low BER.

When ADYTIA was running on all senders, it started operating with Cubic.
Later, CCM of ADYTTA categorized the links 1-2-3 as the ‘high speed connection’
and selected the HighSpeed on all 3 senders as per the Information Base. At BER
of 107% to 1078 on links 7-8-9, senders of network C1 collectively acquired the major
fraction of the bottleneck bandwidth as all other senders (i.e., rest of the 6 senders)

were communicating via links with high BER.
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Senders of C2 network started with Cubic and initially, CCM categorized the
link as ‘high speed connection’. Thus, senders of C2 started using HighSpeed as the
congestion control algorithm. When these senders detected the loss on the links 4-5-6
(because BER was 1072 ), CCM categorized the links as ‘high speed connection with
losses’. Due to this, switching from HighSpeed to Westwood (As per the Information
Base) was done, cwnd and ssthresh values updated based on the Westwood for the
remaining simulation time. Westwood used the utilized bandwidth to set the value
of cwnd and this value was less due to following: i) link errors ii) major fraction of
the bottleneck bandwidth utilized by other senders (i.e., rest of 6). Hence, all three
senders (i.e. of C2) with Westwood as the congestion control algorithm were able to

achieve the throughput in the range of 200 to 250 Mbps.

When BER was 1075 to 1078 on links 7-8-9, as per the design of the ADYTIA,
all 3 senders of network C3 started using Cubic. Initially, CCM categorized all three
connections as ‘long fat connection’. Thus, as per the Information Base switching of
congestion control from Cubic to Hybla took place and cwnd dynamics were set as
per the Hybla on all 3 senders. As BER was high on all three links, CCM detected the
link with losses and categorized the connection as ‘long fat connection with losses’.
Hence, again congestion control algorithm was switched from Hybla to Tarang as per
the Information Base. By looking at the graphs shown in Figure 4.16] it could be
concluded that the combined throughput achieved by senders of C3 using ADYTTA
was significantly higher compared to Cubic. Here, an important observation is that
ADYTIA allows the usage of different variants on each sender and switching of the
algorithm was performed as per the link characteristics. As BER was reduced from
1072 onwards, throughput achieved by senders of C3 increased and throughput on
links 4-5-6 was reduced (because BER was 1079).

4.4 Summary

This chapter presented the design and implementations strategies of ADYTIA. It
also analyzed the performance of ADYTIA and compared the results with the ex-
isting TCP variants. Performance analysis was carried out using three scenarios: i)
Three senders communicating via different types of links to simulate the heteroge-

neous network (i.e., using dumbbell topology) ii) Time varying link characteristics to
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explore dynamic behavior of ADYTIA iii) Nine senders were communicating to simu-
late communication among three types of networks with different link characteristics.
This scenario gave an opportunity to analyze the performance in the presence of more
background traffic with diversified characteristics. Following conclusions were made

about the existing approaches:

e In heterogeneous networks, in the presence of competing flows, ADYTIA’s fea-
ture of selecting different variants for each type of link results in significant
performance improvement compared to existing variants. In a worst-case sce-
nario, for the link with BER of 107% and RTT of 600 ms, following perfor-
mance improvement could be seen compared to: i) Cubic (i.e., default variant
of Linux), there is 4000% improvement ii) Hybla, there is 600% improvement
iii) Westwood, there is 1000% improvement. It is important to observe that the
performance enhancement was because of the usage of the appropriate algo-
rithm used on the sender for updating the values of cwnd and ssthresh. In this
context, ADYTIA’s role was to select the variant from the Information Base

depending on the link and application types.

e Simulation results showed that ADYTIA was able to change the variant for
each connection depending on the characteristics of the link and application
layer protocol. The changing of variants per connection type allowed effective
link utilization. The experimental results established that ADYTIA allowed the
change of TCP variant with varying link characteristics and it always selected
the best available TCP variant to maximize the link utilization. ADYTIA’s per-
formance is 62.65%, 82.87% higher compared to default variant of Linux (i.e.,
Cubic) and Windows (i.e., Compound TCP) respectively with time varying link
characteristics. This exhibited the dynamic nature of ADYTIA, that converges
to various application requirements. ADYTIA used the Information Base, which
was prepared after rigorous literature survey to select the most suitable TCP
variant. The Information Base of ADYTIA allowed any newly designed TCP
variant to be plugged-in without disturbing the entire framework. Further, to
demonstrate this feature, Tarang was plugged-in with ADYTIA, and a com-

prehensive analysis of the result was presented, so as to conclude its adaptive
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(plug-in) and dynamic (change of variant at runtime) behavior.

e ADYTIA was able to categorize the link as per the link characteristics. Links
with 600 ms RTT and average to high BER, categorized as long-fat links with
losses. Links with 70 ms RTT and BER of 1079 is categorized as Low-delay-link
with losses. Such a categorization of link types and also the identification of
the application helped the ADYTIA to select the appropriate TCP variant on
each link in heterogeneous networks. In summary, the major contribution of
the ADYTIA was that it allowed the use of different TCP variants on each type
of link to maximize the throughput on each link. Further, ADYTIA allowed
plugging of futuristic underlying technologies (e.g., 5G), TCP variants, and
applications without the need for modifications in ADYTIA’s modules and code

rework.

In a nutshell, ADYTIA could be considered for all operating systems’ kernel
module as a standard. ADYTIA has been developed for the Linux kernel and tested
in the simulation environment using the feature of ns-2. Although, simulation envi-
ronment provides the performance details of ADYTTA, still it is required to be tested
on kernel level implementation with the real operating system. Experiments through
real systems (i.e., testbed experiments) give more insight for the deployment. ADY-
TTA’s feature of selecting a TCP variant based on link and application type is quite
attractive but, deployment has been a challenge as ADYTIA needs to be inserted in
each end-user’s operating system’s kernel. ADYTIA’s feature of selecting different
variants for each flow may result into fairness issue in heterogeneous networks. The
next chapter elaborates deployment feasibility and integration of ADYTTA with PEP,
ADYTIA’s experimental analysis on the testbed and live Internet.



Chapter 5

Integrating ADYTIA with PEP

As concluded in the previous chapter, to utilize the ADYTIA, it was necessary to
modify the kernel of end-user’s operating system. To ease the deployment of ADYTIA
without modifying end-user’s kernel, it was required to integrate ADYTTA with PEP.
In this chapter, ADYTIA as explained in Chapter 4, has been implemented as a
loadable kernel module and PEP engine has been integrated with the ADYTIA to
use it on a single machine. This kind of setup allows the other sender machines to use
the default operating system. This chapter also reports experimental work carried
out the testbed and on live Internet.

The chapter presents the brief overview of the implementations, followed by
explanations of the testbed setup used for the experiments. The following section
explains the results obtained from the testbed and its analysis and comparison with
the existing approach. Experimental work has also been carried out on the Internet to
investigate the outcome of ADYTIA as discussed in Chapter 4. Finally, the chapter
has been summarized with the benefits of ADYTIA with PEP approach and deploy-
ment feasibility. Furthermore, results presented in the chapter give more insights on

the behavior of the proposed approach in realistic conditions.

5.1 Related Work

ADYTIA as presented in Chapter 4, was initially implemented in Linux kernel and
used in ns-2. The same code needs to be migrated on the Linux kernel with corre-
sponding changes as per the framework of the congestion control algorithms. In the

previous version of the Linux kernel (i.e., before 2.6.13), newly designed congestion

103
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control algorithm variants made the TCP code complex and required kernel recom-
pilation. Since Linux kernel 2.6.13 and later versions, it supports plugging in of the
congestion control modules. New congestion control algorithm has been implemented
as a module in the kernel. Whenever a specific congestion control algorithm has been
used, it is loaded at run time without kernel recompilation. It allows switching of the
congestion control algorithms and performance analysis of newly designed congestion
control algorithm in Linux.

The functions used by the congestion control algorithm were registered (by a
structure tcp_congestion_ops) to tep_register_congestion_control (i.e., part of tcp_cong.c).
The structure tep_congestion_ops (i.e defined in linux/include/net/tcp.h) contains the
declaration of congestion handler interface that allows plugging of congestion control
algorithm into the Linux kernel. A newly designed congestion control algorithm must
implement cong_avoid and ssthresh functions. The algorithm used by every connec-
tion has been initialized by the kernel or via sysctl command. Once the congestion
control algorithm has been decided, structure tcp_congestion_ops has been used to

access the functions of the specific congestion control algorithm (Arianfar).

5.1.1 PEP Engine

In order to allow the usage of different TCP variants on each sender, ADYTIA needs
to be implemented on each sender. Thus, it was compulsory to modify the operat-
ing system (e.g., modified Linux kernel) of each machine. Due to this requirement,
deployment of the solution was not feasible as asking each user to modify the operat-
ing system code was not the logically feasible. Hence, ADYTIA has been configured
and integrated on a single machine (i.e., can be called as a proxy machine) with the
PEP engine. Usage of PEP engine allowed each user to use their operating system
without any modifications and at the same time, ADYTIA allows the usage of differ-
ent variants with different kinds of communication flows. As a PEP engine, PEPSal
(Carlo.Caini, Firrincieli, and Lacamera) has been used which has been described in

brief in the next subsection.
5.1.1.1 PEPSal Architecture

There are four threads working for the PEPSal named as queuer, listener, poller,

and worker. Interaction of PEPSal with network layer has been shown in Figure [5.1]
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PEPsal uses netfilter to pass TCP segments for queuer thread and receiving these
packets back to the kernel. When netfilter received the incoming connection, two
targets have been applied: i) NFQUEUE target in PREROUTING chain of mangle
table for the TCP SYN segments ii) Other TCP segments have been redirected to
port 5000 by REDIRECT target in the same chain of nat table, which have been
handled by the listener thread.
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Figure 5.1: PEPSal interaction with network layer

The queuer process waits for the incoming new connection from the netfilter.
IPv4 queuer handler ip_queue (implemented as libipq) has been used for kernel and
user space interaction. TCP SYN segment from libipq has been handled by queuer

process. New incoming connections were inserted into SYN table. It got the packet
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header to know the information about two real endpoints. After allocating the new
proxy instance, it sets source and destination endpoint of proxy. Next, the queuer
process generates a key which is the combination of source address and source port of
newly created proxy of the incoming connection. This information has been used later
in PEPSal. SYN table is the part of shared memory, which contains the information
about all the connections which are handled by PEPSal.
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Figure 5.2: PEPSal interaction with transport layer

Interaction of PEPSal with the transport layer has been shown in Figure [5.2
The listener thread at transport layer handles all the subsequent segments of that
connection which were redirected by netfilter to port 5000. All these packets were
queued in listener queue. Listener thread created new client socket for each accepted
connection and searched them in the SYN table using key (i.e., source IP and port).
When it found the matching key, it got the destination IP address and port number
from the corresponding proxy connection information. Then, a new TCP connection
was established between the PEPSal and real destination, and it gave the signal to
the poller thread. The poller thread initialized the PEP buffers. There were two
buffers: i) IN BUFFER that was used for incoming connection ii) OUT BUFFER
that was used for the outgoing connection.

At the application layer, PEPSal created the number of worker thread in PEPSal

thread pool. Active queue contains information about established connections. Now,
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proxy starts reading from one socket and writing all the data in the other. As shown
in Figure[5.3] for incoming segments, PEPSal read data from client socket and pushed
it to IN BUFFER and wrote the data from IN BUFFER to destination socket. On
the other side of the interface, PEPSal uses OUT BUFFER to read and write the
data. This process continued until all data were transferred. When the connection

was terminated, its twin sockets were closed and its memory released.
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Figure 5.3: PEPSal interaction with application layer

5.2 Testbed and Result Analysis

The objective of the Testbed for Heterogeneous Networks (T-HetNet) was to show
the deployment feasibility without modifying end-user’s kernel and for the perfor-
mance analysis of ADYTIA with PEP on the real system with kernel-level imple-
mentations. T-HetNet setup has been shown in Figure 5.4 A satellite sender was
having IP address 10.10.108.193 has been connected to satellite receiver having IP
address 10.10.108.199 with 1 Gbps link through Router 1 (10.10.108.196) and Router
2 (10.10.108.197). Similarly, a wireless sender (10.10.108.194) has been connected
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to a wireless receiver (10.10.108.200) and a wired sender (10.10.108.195) has been
connected to a wired receiver (10.10.108.201). In T-HetNet, all these machines were
connected with each other using switch of 1 Gbps capacity. Link from Router R1 to
R2 was the bottleneck link. Following were the configurations of the machines used

in the T-HetNet:
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Figure 5.4: Testbed for heterogeneous networks (T-HetNet)

e Router 1:
CPU: Intel(R) Pentium(R) 4, 2.4 GHz
RAM: 8 GB
Ethernet Card: Two cards of 1 Gbps
Operating System (OS): Fedora 9 Linux, Kernel 2.6.26 or higher

e All other machines:
CPU: Intel(R) Pentium(R) 4, 2.4 GHz or higher
RAM: 1 GB or higher
Ethernet Card: 1 Gbps
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On every machine, there was a need to set the routing table to forward all the
data via Router R1 and R2, and not directly from the sender to receiver. Every day
this activity had to be repeated before starting of the testbed experiments. Thus,
the shell script was prepared to be executed on each machine and has been provided
in Appendix-A. On Router R1, ADYTIA and Tarang were required as a loadable
kernel module. Appendix-B list the steps need to be followed to put the new TCP
variant into the kernel and other commands used in testbed experiments. PEP Engine
(i.e., PEPSal) required to configured on Router R1 along with ADYTIA, Appendix-C
elaborates the steps to configure and start the PEPSal, and the firewall rules that
need to be inserted on the machines with specific targets. To set the values of RTT
and BER, emulator tools like nistnet or netem could be used. To capture the values
of cwnd and ssthresh a tool like TCP probe could be used. Iperf has been used to
generate the traffic on sender machines. These tools have been explained in next

subsection.

5.2.1 Tools

To set up the testbed topology as shown in Figure [5.4] and to do the experimental
works in the laboratory environment, it was necessary to use few tools along with
some utility programs of the operating system. The tools used in the experimental

setup have been discussed in the following subsections.
5.2.1.1 NISTNet Emulator

NISTNet (Carson and Santay)) is a network emulation package that runs on Linux.
NISTNet allows a single Linux machine to set up as a router to emulate the wide
variety of network conditions. The tool is designed to allow controlled, reproducible
experiments with network’s performance-sensitive applications and control protocols
in a simple laboratory setting. By operating at the IP level, NISTNet can emulate the
critical end-to-end performance characteristics imposed by various wide area network
situations. NISTNet has been implemented as a kernel module extension to the
Linux operating system and an X Window system based user interface application.
The tool allows an inexpensive computer-based router to emulate numerous complex
performance scenarios, including tunable packet delay distributions, congestion and

background loss, bandwidth limitation, and packet reordering/duplication. The X
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interface allows the user to select and monitor specific traffic streams passing through

the router and to apply selected performance “effects” to the IP packets of the stream.
5.2.1.2 Netem

Netem (Hemminger et al.) is a network emulator in the Linux kernel 2.6.7 and a
higher version that reproduces network dynamics by delaying, dropping, duplicating
or corrupting packets. Netem is an extension of tc, the Linux traffic control tool.
Any Linux machine running Netem must be configured as a router. Inside the router,
IP packet handling is performed as follows: Packets enter a Network Interface Card
(NIC) and then classified and queued before entering Linux internal packet handling.
After packet handling, packets are classified and queued for transmission on the egress
NIC as shown in Figure [5.5 The details of the tc, queuing discipline and commands

have been explained in details in Appendix-D.

Linux
Network Ingress qdisc Ingress netem egress qdisc egTess Network
card classification gdisc packet classification gdisc card

handling

Figure 5.5: IP packets handling by Netem in Linux kernel

5.2.1.3 Iperf

Iperf was originally developed by NLANR/DAST as a modern alternative for mea-
suring TCP and UDP bandwidth performance. Iperf is a tool to measure maximum
TCP bandwidth, allowing the tuning of various parameters and UDP characteristics.
Iperf reports bandwidth, delay, jitter and loss of segments. By default, the Iperf client
connects to the Iperf server on the TCP port 5001 and the bandwidth displayed by
Iperf is the bandwidth from the client to the server. Details of Iperf usage has been
illustrated in the Appendix-E.

5.2.1.4 TCP Probe

To understand the performance issues of any TCP variant, it is important to record
the values of cwnd and its rate of increments. TCP probe is a module that records
the state of a TCP connection in response to incoming packets. It works by inserting

a hook into the tep_recv processing path using kprobe so that the congestion window
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and sequence number can be captured. To utilize the TCP probe module an entry of
tep_probe required in makefile as follows:

obj-m := module_name.o

After this change, it is required to run the command make and make install in se-

quence. Next, insert tcp_probe module using the command insmod tcp_probe.ko.

5.2.1.5 Linux TCP Performance Tuning

Linux has auto tuning feature to update receiver buffer size and TCP sender window
size for each connection. The control of Linux auto-tuning feature is controlled by
a variable /proc/sys/net/ipv4/tcp_moderate rcvbuf. The default value of maximum
4MB buffer in Linux is not sufficient for high BDP networks. For example, a link
with the bandwidth of 1000 Mbps and RTT of 600ms require the buffer size of 75
MB to fill the link fully. The memory size of TCP receiver and sender per connection
was set with two variables (i.e., defined as array of 3 elements) as mentioned below:
/proc/sys/net/ipv4d/tcprmem (for TCP receiver buffers)
/proc/sys/net/ipv4d/tcp-wmem (for TCP sender buffers)

Above listed variables have three values: minimum, initial and maximum size. They
are used to set the threshold on auto tuning and balance the memory usage under
heavily loaded systems. This allocated memory includes memory used by socket data
structure and TCP window size. Thus, the maximum value should be larger than the
BDP of the link. The maximum values of TCP sender and receiver buffer size is gov-
erned by variables /proc/sys/net/core/wmem_max and /proc/sys/net/core/rmem_max
respectively. It is also important to set ethernet queue size, otherwise, it can be the
bottleneck on the performance of high BDP links. Hence, its value should be set to a
large value. For example, the command ‘ifconfig ethO txqueuelen 100000” will set the
maximum queue length in ethernet card to 100000 segments. By default, TCP saves
various connection metrics in the route cache when the connection closes, so that con-
nections established in the near future can use these values to set initial conditions.
Usually, this increases overall performance, but may sometimes cause performance
degradation. To disable this, a command ‘sysctl w net.ipv4.tcp_no_metrics_save = 1”7

is used.
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5.2.2 Result Analysis

This subsection elaborates the results of ADYTIA with PEP on T-HetNet as shown
in Figure 5.4, A comparative analysis and investigation were also carried out with
the Linux operating system’s default TCP variant Cubic. Performance metrics and
parameters used for the results analysis have been presented in the following subsec-
tion. Experiments were conducted on the topology shown in Figure [5.4] using Iperf

and FTP client-server configurations as detailed in following subsections.
5.2.2.1 Performance Metrics

To evaluate and compare the performance of ADYTIA with PEP, and Linux’s default
TCP variant, following performance metrics were considered:

Throughput: It is defined as the number of bits that can be transferred in
a second. Throughput is the most important parameter to represent the protocol’s
effectiveness on any end-to-end systems. In this experiment, throughput has been
measured in the presence of background traffic for different types of links having

following characteristics:

e RTT: It is the total time required for a segment to be transmitted successfully
(i.e., the arrival of an acknowledgment on the sender) from sender to receiver.
To emulate the heterogeneous networks, each link with different RTT has been
accommodated in the topology. Links with different RT'T was the real challenge
for the TCP variant to achieve the best possible throughput.

e BER: It introduces the random losses on the link. To emulate the different
kinds of links, different values of BER were set on each link. The link like
satellite always has different values of BER at the different time (i.e., due to
bad weather, interference, etc.). Throughput was measured by varying the BER
values on a link (i.e., 600 ms RT'T link) that offers diversified background traffic

for the other senders.

Link Utilization: It indicates the combined utilization of the bottleneck link
by all the communication flows passing through it. Here the bottleneck link was
the link with the minimum capacity or a link which has been shared among multi-

ple communication flows, on the path between the sender and receiver. Ideally, all
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communication flows from the sender’s perspective should get the equal share of the
bottleneck link capacity. However, there were many parameters (e.g., link character-
istics, queue dynamics, traffic patterns, etc.) including the design of the TCP variant
play an important role in deciding the link utilization of the specific flow and overall
link utilization by all the flows.

File Transfer Duration: In one of the scenario, an application used was FTP
that transfer the different size’s file on different types of links and objective was to see
how fast the file has been transferred. This parameter is relevant to the throughput
and also indirectly measure the quality of the end user’s experience.

ADYTIA’s Selection of TCP Variants: Throughout all the experiments,
with the variety of link characteristics, ADYTIA selects different TCP variants based
on the link and application type and as per the Information Base. Analysis of the
selected variant gave insights in the following: i) Link category as per CCM and actual

link ii) Application Type iii) Selected variant switching was based on Information Base.
5.2.2.2 T-HetNet with Iperf

As shown in Figure all three senders were using Fedora 15 (i.e., Cubic is a
default TCP variant) and communicated via a common bottleneck link of 1 Gbps
with different receivers. ADYTIA with PEP was inserted on a gateway through
which all communication flows were passing. All three senders experience different
RTTs (varies from 45 ms to 600 ms), bandwidth, and BER (negligible to as high as
1075 ) to emulate wired, wireless and satellite link. Further, traffic was generated
using Iperf. To vary the link parameters, network emulator (i.e., netem) has been
used. BER of satellite link varied from 107¢ to 107! that created different network
dynamics and ADYTTA’s ability to select the variant based on application and link
type was tested. Varying values of BER indicates the changes in weather conditions
of the satellite link. Based on the link and application type, ADYTIA was able to
operate with different variants on all three links.

Performance comparison of Hybla, Westwood, Cubic, and ADYTIA with PEP
on three different kinds of links has been illustrated in Figure [5.6, When Hybla was
running on all three senders, on a wired link (i.e., 45 ms RTT and negligible BER) in
presence of background traffic on wireless (i.e., 70 ms RTT, 10~° BER) and satellite
link (i.e., with BER from 107 to 107Y), Hybla was able to operate around 350 Mbps.
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On a wireless link, in the presence of background traffic on other two links, Hybla’s
throughput remained 90 to 100 Mbps. The reason for such poor performance on the
wireless link was that Hybla did not have any mechanism to differentiate the reason

of the losses. Thus, in the presence of 107 BER, cwnd reduction was frequent that

kept the throughput low.
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Figure 5.6: Performance comparison of existing variants and ADYTIA with PEP

On satellite link due to the high BDP, cwnd needs to be high in order to utilize
the available link capacity significantly. But, high BER did not allow the sender
with Hybla protocol to increase the value of cwnd. Hence, with BER from 107% to
107 on the satellite link and with background traffic on other two links, Hybla’s
throughput remained very low. As BER is reduced towards 107!, throughput has
been increased significantly. The reason for improved throughput is that Hybla was
specially designed for the high RTT links. Hence, with less number of link errors,
Hybla sender was able to increase the cwnd significantly and operated around 300
Mbps at BER of 107!,

When Westwood was running on all three senders, it achieved the throughput
of 600 Mbps on a wired link in the presence of background traffic on other two links.
As Westwood used the available bottleneck link bandwidth to set the values of cwnd
and ssthresh, the wired link got the major fraction of the bottleneck link bandwidth
as satellite link have the challenging characteristics for which Westwood was not
designed at all. Because of the high BER and high RTT on the satellite link, cwnd

reduction frequency was very high and utilized bandwidth by sender remained very
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low. Thus, this low utilized bandwidth of the bottleneck link maintained the low
values of cwnd and ssthresh as per the design principle of Westwood and throughput
remained very low. On wireless link as the BER was moderate and the link has low
RTT that allows the Westwood to achieve the throughput of 100 Mbps.

Bottleneck link utilization when three senders running Hybla in the heteroge-
neous networks has been shown in Figure[5.7] At higher values of BER on the satellite
link, utilization of that link remained significantly low. Hence, residual link capacity
remained as high as 48%. As Hybla does not have any mechanism to detect the
reason of the losses, link utilization on wireless link is about 10% only. Bottleneck
link utilization when all three senders were running Westwood, has been illustrated
in Figure As Westwood was using the estimated bandwidth to set the values of
cwnd and ssthresh after the congestion, residual capacity was low compared to Hybla.
Westwood utilized only 3% of the bottleneck link capacity on satellite link because
of high RTT of the link for which Westwood has not been tailored.

W Wired Link: RTT 45 ms, BER O

W WiFiLink: RTT 70 ms, BER 10 ~*

i satellite Link: RTT 600 ms, BER 10 Sto 107"
W Residual Capacity

1% 2% BER of 10 7

BER of 10 ¢
5% ! I | |
BER of 10 = BER of 10 ~° BER of 10 ~'° BER of 10 ~"

Figure 5.7: Link utilization of Hybla running on all 3 Senders

Performance comparison of Cubic (i.e., default variant of Linux kernel 2.6.19 and
higher versions) and ADYTIA with PEP has been shown in Figure When Cubic
was running on all three senders of the testbed topology shown in Figure 5.4 at BER
of 1075 to 1078 on satellite link: i) Throughput achieved by sender communicating

via satellite link remained very low because Cubic was not able to increase the cwnd
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in presence of link losses ii) In the presence of background traffic (i.e. via wireless
and satellite link), Wired-sender that was communicating via wired link was able to
capture major fraction of the bottleneck bandwidth and operated around 800 Mbps
iii) Wireless link having BER of 107 could not exploit the bottleneck link bandwidth
due to frequent losses and throughput achieved was about 100 Mbps. Further, as
BER was reduced on satellite link, throughput achieved by satellite-sender (i.e., via
satellite link) increased and it remained around 100 Mbps with a small reduction for
the wired link. This experiment reveals that Cubic could not exploit the bottleneck
link bandwidth for the challenging links like wireless and satellite in the presence of

competitive flows on low RTT and negligible BER link (i.e., wired link).
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Figure 5.8: Link utilization of Westwood running on all 3 Senders

When ADYTIA along with PEP has been configured on router R1, all senders
were using the default TCP variant as per the operating system of the host machine.
All senders were sending the data using iperf to the corresponding receivers via R1
and R2 (i.e., where netem introduces the propagation delay and link losses). When
BER was 107% and RTT of 600 ms on the satellite link, a corresponding sender
(i.e., satellite-sender) initiate the connection using default TCP variant of the sender
(i.e., in this case Cubic). Initially, the new connection from R1 to the corresponding
receiver was started as per the default congestion control mechanism of the Linux

kernel on R1 (i.e., Cubic). As per the algorithm of ADYTIA, it starts observing
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the parameters and gets the link type from the CCM and application type from the
ACM. Depending on the link and application type, AM checks Information Base and
switch the congestion control algorithm. At 2 seconds, ADYTIA observed that the
communication that was happening via satellite link have long RTT and available
bandwidth was less than 10 Mbps. Hence, CCM of ADYTTA categorized the link as
‘long thin connection’. As the data was generated using iperf, the application was
categorized as default and based on link and application type, switching of congestion
control algorithm was done from Cubic to Hybla. ADYTTA observed the link losses
at 21 seconds with the estimated available bandwidth higher than 10 Mpbs and
categorized the link as ‘Long Fat Connection with Losses’. Hence, congestion control
algorithm was switched from Hybla to Tarang as per the Information Base. Selection

of the appropriate variant results in improved performance compared to Cubic as

shown in Figure 5.6

A wireless sender communicating with the corresponding receiver via wireless
link along with other traffic on wired and satellite link (i.e., background traffic for
the wireless link). When BER was 107¢ on the satellite link, ADYTIA categorized
the wireless link as ‘Low Speed-Low Delay Link with Losses” and application type as

default in less than 1 seconds (i.e., 10 RTTs make 700 ms).

Thus, as per the Information Base, AM of ADYTIA switched the congestion
control algorithm from Cubic (i.e., default variant) to Westwood. At 9 seconds, the
connection was able to exploit higher than 100 Mbps of bottleneck link bandwidth
and for the moment there were no losses. So, the link was categorized as ‘High
Speed Connection” with application type as default that triggered the switching of
congestion control algorithm (CCA) from Westwood to HighSpeed. As CCM used
the 100 Mbps as the threshold to categorize the link type and for the flow on the
wireless link, bandwidth kept switching below and above 100 Mbps that triggered

many changes of TCP variants.

On wired link (i.e., 45 ms RTT and negligible losses), in the presence of back-
ground traffic on wireless link (i.e., BER of 107, 70 ms RTT ) and satellite link (i.e.,
BER of 1075, 600 ms RTT ) connection was started with Cubic. At 2 seconds, the
link was categorized as ‘High Speed’ and ADYTIA switched the CCA from Cubic

to HighSpeed variant. When all 3 flows were running in parallel as discussed above,



118 CHAPTER 5. INTEGRATING ADYTIA WITH PEP

throughput achieved by satellite sender remained low in spite of selecting the appro-
priate variant due to following reasons:

i) Initially, the connection was started with Cubic and then switched to Hybla re-
sulted in the lower utilization of the bottleneck bandwidth.

ii) Background traffic on the wired link (i.e., with 45 ms RTT) used the TCP vari-
ant HighSpeed (i.e., selected by ADYTIA) that captured the major fraction of the
bottleneck bandwidth (because by 21 seconds, 45 ms RTT connection get about 466
RTTs). Thus, Tarang estimated the less remaining bandwidth on the bottleneck link
that has been used to set the values of cwnd and ssthresh.

iii) Background traffic on wireless link was able to capture the bottleneck bandwidth

in about 300 RTTs (i.e., the time at which Tarang was selected ).

By looking at the graph of the Figure[5.6] it could be seen that the throughput of
the satellite link has been increased as BER was reduced. When ADYTIA with PEP
was configured, at BER values of 107 to 107! on satellite link, throughput achieved
was in the range of 200 to 300 Mbps. Measured values of throughput depends on the
following:
i)Selection of the TCP variants on all connections running in parallel.
ii)Fairness and friendliness properties of each selected variant.

iii) Information Base used in ADYTIA.

It is important to highlight that the objective of ADYTIA was to select the
TCP variant based on the link and application types. In comparison to the Cubic,
the performance of ADYTIA with PEP was significantly improved as shown in the
Figure 5.0

5.2.2.3 T-HetNet with FTP Client-Server

Testbed setup with FTP client and server to compare the performance of Cubic, and
ADYTIA with PEP has been shown in Figure 5.9, Tools used for the testbed setup
were discussed in Section 5.2.2. Three machines were configured as FTP client and
other three machines were configured to work as FTP servers. Fach pair of client-
server communication was happening via three different types of links as follow:

i) The first link was emulated as a wired link (i.e., 45 ms RTT, negligible BER).

ii) The second link was emulated as a wireless link (i.e., 70 ms RTT, BER of 1079).
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iii) The third link was emulated as a GEO satellite link (i.e., 600 ms RTT, BER varies
from 107¢ to 10711).

The objective of this experiment was to investigate the advantage and capability
of the ADYTTA as it allows the usage of TCP variant based on the link and applica-
tion type. In the topology, as shown in Figure 5.9 two experiments were carried out:
i) In this experiment, all senders were configured to utilize the Cubic as the TCP
variant and a file of 1500 MB was sent from all three senders to corresponding re-
ceivers.

ii) In this experiment, ADYTIA with PEP engine was used on the Router-1 and all
senders were using the default variant (i.e., Cubic). A file of 1500 MB was sent from

all senders.
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Figure 5.9: T-HetNet with FTP client and server

Performance comparison of Cubic, and ADYTTA with PEP in terms of file trans-
fer duration when all three senders transmit the data to corresponding receivers has
been shown in Figure m As can be seen in Figure a, at BER of 107¢ on
satellite link transfer duration was about 2600 seconds when Cubic was used by the
sender. When ADYTIA with PEP engine was used on Router-1, this transfer duration
reduced to 787 seconds as shown in Figure 5.I0Fb. It is the significant performance

improvement which also gives good user experience.
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Figure 5.10: Performance comparison of Cubic and ADYTIA with PEP for 1500 MB
file

This improvement was achieved by the selection of the appropriate TCP variant
depending on the link characteristics and application types. As can be seen from
the Figure there was a noticeable improvement in transfer duration for different
values of BER when ADYTTA was used along with PEP engine. It is also important

to observe that there was no need to alter the default variant of the sender machine’s

operating system.
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5.2.3 Performance Evaluation on live Internet

Simulation results and testbed experiments’ result demonstrated the advantages of
having different congestion control algorithm based on link characteristics and ap-
plication types. File transfer experiment performed on the Internet with existing
TCP/IP implementations and ADYTIA with PEP helped to confirm the benefits. In
this experiment, files of different sizes were transferred from our Institute laboratory
setup to the Microsoft One-Drive server.

The route from the laboratory setup to the One-Drive server has been shown in
Figure [5.11] RTT observed from the setup to the One-Drive server was around 280
to 300 ms. On the route from the sender machine to the One-Drive server, bottleneck
link capacity was not known and probably varying with time. Objectives of the exper-
iment were to see the ADYTIA’s ability to change the congestion control algorithm
dynamically and to compare the results with the existing TCP/IP implementations.
To highlight the deployment feasibility and comparison with existing TCP variant,

sender machine with Fedora operating system was used.
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Figure 5.11: Experimental setup on live Internet

The result of the experiments carried out on the Internet for transferring the
files of different sizes to the machine located 280-300 ms RTT away from the setup
has been shown in Figure |5.12] Experiments were repeated 10 times with the same
setup and results reported were the average of these 10 runs. It can be seen from the

experimental results that a sender with Fedora 15 (using Cubic as the TCP variant)
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took 49 minutes and 09 seconds to transfer a 3 GB file (i.e., throughput of 8.13 Mbps
). The same file has been transferred in just 30 minutes 20 seconds (i.e., throughput
of 13.18 Mbps) using the ADYTIA with PEP. Thus, improvement is by 62% and it
was because of the appropriate selection of the TCP variant in ADYTIA.

Table 5.1: File transfer durations for live Internet experiments

Sender with Fedora Operating System
File Size
Transfer Duration | Transfer Duration
(with Existing | (with Proposed Ar-
TCP/IP) chitecture)
10 KB 8 sec 1 sec
100 KB 9 sec 3 sec
1 MB 12 sec 3 sec
10 MB 21 sec 14 sec
100 MB 02:46 min 01:47 min
500 MB 10:29 min 07:25 min
1 GB 18:43 min 11:19 min
2 GB 36:54 min 23:47 min
3 GB 49:09 min 30:20 min

Initially, CCM detected the channel as ‘low speed-low delay connection’ with
application type as an FTP, it selected the Westwood, and at the 16 seconds, it
detected link as ‘Long Fat Connection’ and selected the TCP Hybla. For small file
size transfer too, there was a significant advantage in terms of throughput as shown
in Figure [5.12] File transfer durations for different files with varying sizes for Cubic

and with the proposed approach in this research work has been shown in Table- [5.1]
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Figure 5.12: Throughput comparison of existing TCP/IP (in Fedora) and ADYTIA
with PEP

5.3 Summary

ADYTIA has been integrated with PEP for deployment of this research work on
live Internet. ADYTIA along with PEP has been tested on a T-HetNet testbed
with extensive experiments using iperf (for artificial traffic generation with various
profiles). Furthermore, T-HetNet has been configured with FTP client server applica-
tion program and experimental analysis has been performed. In all these experiments,
ADYTIA’s dynamic nature allows the switching of TCP variant that results in 3-4
times performance improvement compared to the existing variants. Finally, ADYTIA
along with PEP has been tested on live Internet by transferring the files of different
sizes where it improved the performance by 62 % compared to Cubic (i.e., default
variant of Linux).

The reason to utilize ADYTIA along with PEP was that end-user’s kernel does
not require any changes. Testbed experiments showed that the deployment of ADY-
TTA resulted in the improvement of throughput and good end user experience.

Results obtained in this chapter inspire towards the deployment of the proposed
approach in the heterogeneous networks and especially on the Internet. Another
benefit of the discussed approach in the thesis work was that the plugging in of any
TCP variant available in the kernel to ADYTIA was very easy without requiring any
modifications and recompilation. The conclusions of the research work done as a part

of the thesis and future directions have been presented in next chapter.
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Conclusions and Future Work

6.1 Conclusions

The present research work incorporated an exhaustive study of various TCP variants
for heterogeneous networks. These types of networks pose challenges to the transport
layer protocols by offering different kinds of link characteristics. Literature survey and
simulation studies depicted that the existing TCP variants have performance issues
for variable RTT and BER links. Also, a fixed TCP variant is bound to the end users’
operating system. This type of rigidity results in the poor performance of the TCP
variants and hence user application does not work as per the application’s expecta-
tions. In this research work, we have developed a protocol named as Tarang for a
link with variable RT'T and BER. This is primarily implemented based on bandwidth
estimation and normalized round trip time on bottleneck link. Thereafter, a modified
TCP/IP architecture has been designed and implemented for both simulation and
testbed environments. This has been named as ADYTIA throughout this research
work. It consists of four functional modules; CCM, ACM, AM and Information Base
and incorporates the major working flow of the ADYTIA.

A wide range of experimental simulation has been done to establish that Tarang
outperforms existing TCP variants including Cubic, the default variant of Linux based
systems. On a satellite link (i.e., RT'T > 500ms, BER in the range of 107% to 107!)
with single-hop and multi-hop configuration, the performance of Tarang has been
significantly high compared to existing variants like Cubic, Hybla and Westwood. In

heterogeneous networks for different link types and varying cross traffic characteris-

125



126 CHAPTER 6. CONCLUSIONS AND FUTURE WORK

tics, JFI of Tarang was near by one with less fluctuation and showed the fairness;
whereas other variants including Cubic have fairness issues. Although, Tarang out-
performed the existing variants, it is equally important to address its existence amidst
some new protocols in future; that may outperform it. Hence, ADYTIA was designed,

since it enables the use of TCP variants based on link characteristics and application
type.

Simulation results showed that ADYTIA was able to change the variant for
each connection depending on the characteristics of the link and application layer
protocol. This changing of variants per connection type, allowed for effective link uti-
lization. The experimental results established that ADYTIA allowed the change of
TCP variant with varying link characteristics and it always selected the best available
TCP variant to maximize the link utilization. ADYTIA’s performance was 62.65%,
82.87% better compared to default variant of Linux (i.e., Cubic) and Windows (i.e.,
Compound TCP) respectively, with varying link characteristics. This exhibited the
dynamic nature of ADYTIA, that addresses to various application requirements.
ADYTIA used the Information Base, which was prepared after rigorous literature
survey to select the most suitable TCP variant. The Information Base of ADYTIA
allowed any newly designed TCP variant to be plugged-in without disturbing the
entire framework. Further, to demonstrate this feature, Tarang was plugged-in with
ADYTIA, and a comprehensive analysis of the result was presented, so as to conclude
its adaptive (plug-in) and dynamic (change of variant at runtime) behavior. Apart
from the simulation study, ADYTIA was also implemented for a testbed environment
by embedding its modules in Linux kernel. The results of the testbed also established
that ADYTIA has been enabled with a smooth switching between protocols based on
link types and application types.

The research work also explored the need to handle the fairness property of
ADYTIA, in managing complex heterogeneous networks and for the ease of deploy-
ment. ADYTIA was integrated with PEP for deployment of this research work on
live Internet. ADYTTA along with PEP was tested on a T-HetNet testbed with ex-
tensive experiments using iperf (for artificial traffic generation with various profiles).
Furthermore, T-HetNet was configured with FTP client server application program

and experimental analysis performed. In all these experiments, ADYTIA’s dynamic
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nature allowed the switching of TCP variant that results in 3-4 times performance
improvement compared to the existing variants. Finally, ADYTIA was tested on
live Internet by transferring the files of different sizes where it reduced the transfer

duration significantly compared to Linux based systems (with Cubic variant).

6.2 Future Directions

Looking at the global technological scenarios and increasing number of users with
hand-held devices, four future extensions of this research work are being proposed.
One of the extension is related to the fact that ADYTIA can be extended for smart
device operating systems. Further, ADYTIA along with PEP can also be ported to
a single box as a TCP/IP module and can be used as an external device to enhance
the performance. Another extension of the work could be that ADYTIA along with
PEP can be integrated with cloud-based services, and can be modeled as a network
service. Registered users’ connections would always pass through a server where
ADYTIA with PEP would be implemented to give efficient link utilization and good
user experience. Furthermore, an enormous growth of mobile traffic is in place due
to the widespread popularity of Internet of things (IoT), smart devices, and laptops.
Most of these devices communicate with each other using heterogeneous links with
constraints on the parameters such as latency, throughput, and interference from
concurrent transmissions. ADYTIA can offer the good user experience and effective
link utilization for these technologies. Hence, it is further concluded that the research
work has scope for adaptability with the changing technological advancements and
protocol development in future generations, giving its ability to effectively handle

heterogeneous environments.



Appendix A

Route Configuration

Manual configurations of network for testbed setup T-HetNet (elaborated in Chapter
5) took long time before starting experiments. Obvious solution was to create script
of automatically configuration. For this purposes we used shell scripting language.
Configuration, routing rules, and firewall rules for each machine used for configuration

of testbed are presented below.

A.1 Satellite Sender

This machine is communicating with the receiver via a link with high RTT and
variable BER.

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

route add -host 10.10.108.196 gw 10.10.108.196
route add -host 10.10.108.197 gw 10.10.108.196
route add -host 10.10.108.199 gw 10.10.108.196
route del -net default netmask 0.0.0.0

route del -net link-local netmask 255.255.0.0
route del -net 10.0.0.0 netmask 255.0.0.0

route del -net 169.254.0.0 netmask 255.255.0.0
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route del -net 192.168.122.0 netmask 255.255.255.0
ip link set ethl multicast off

ip link set ethl promisc on

A.2 Wireless Sender

This machine is communicating with the receiver via a link with low RT'T and average

BER.

iptables -F
iptables -X
iptables -t nat -F
iptables -t nat -X
iptables -t mangle -F
iptables -t mangle -X
route add -host 10.10.108.196 gw 10.10.108.196
route add -host 10.10.108.197 gw 10.10.108.196
route add -host 10.10.108.200 gw 10.10.108.197
route del -net default netmask 0.0.0.0
route del -net link-local netmask 255.255.0.0
route del -net 10.0.0.0 netmask 255.0.0.0
route del -net 169.254.0.0 netmask 255.255.0.0
route del -net 192.168.122.0 netmask 255.255.255.0
ip link set ethO multicast off

ip link set ethO promisc on

A.3 Wired Sender

This machine is communicating with the receiver via a link with low RTT and negli-
gible BER.

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X



A.4. ROUTER R1

iptables -t mangle -F

iptables -t mangle -X

iptables -P INPUT ACCEPT

iptables -P FORWARD ACCEPT

iptables -P OUTPUT ACCEPT

route add -host 10.10.108.196 gw 10.10.108.196
route add -host 10.10.108.197 gw 10.10.108.196
route add -host 10.10.108.201 gw 10.10.108.196
route del -net default netmask 0.0.0.0

route del -net link-local netmask 255.255.0.0
route del -net 10.0.0.0 netmask 255.0.0.0

route del -net 192.168.122.0 netmask 255.255.255.0

ip link set ethO multicast off

ip link set ethO promisc on

A.4 Router R1

This is a linux based machine configured to connect all senders and Router R2.

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

iptables -P INPUT ACCEPT

iptables -P FORWARD ACCEPT

iptables -P OUTPUT ACCEPT

route add -host 10.10.108.197 gw 10.10.108.197
route add -host 10.10.108.199 gw 10.10.108.197
route add -host 10.10.108.200 gw 10.10.108.197
route add -host 10.10.108.201 gw 10.10.108.197
route add -host 10.10.108.193 gw 10.10.108.193
route add -host 10.10.108.194 gw 10.10.108.194
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route add -host 10.10.108.195 gw 10.10.108.195
route del -net default netmask 0.0.0.0

route del -net link-local netmask 255.255.0.0

route del -net 10.0.0.0 netmask 255.0.0.0

route del -net 192.168.122.0 netmask 255.255.255.0
ip link set ethO multicast off

ip link set ethO promisc on

A.5 Router R2

This is a linux based machine configured to connect all receivers and Router R1.
iptables -F iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

iptables -P INPUT ACCEPT

iptables -P FORWARD ACCEPT

iptables -P OUTPUT ACCEPT

route add -host 10.10.108.199 gw 10.10.108.199
route add -host 10.10.108.200 gw 10.10.108.200
route add -host 10.10.108.201 gw 10.10.108.201
route add -host 10.10.108.196 gw 10.10.108.196
route add -host 10.10.108.193 gw 10.10.108.196
route add -host 10.10.108.194 gw 10.10.108.196
route add -host 10.10.108.195 gw 10.10.108.196
route del -net default netmask 0.0.0.0

route del -net link-local netmask 255.255.0.0
route del -net 10.0.0.0 netmask 255.0.0.0

route del -net 192.168.122.0 netmask 255.255.255.0
ip link set ethO multicast off

ip link set ethO promisc on
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A.6 Satellite Receiver

This machine required to receive the data sent by satellite sender via Router R1 and
Router R2.

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

route add -host 10.10.108.197 gw 10.10.108.197
route add -host 10.10.108.196 gw 10.10.108.197
route add -host 10.10.108.193 gw 10.10.108.197
route del -net default netmask 0.0.0.0

route del -net link-local netmask 255.255.0.0

route del -net 10.0.0.0 netmask 255.0.0.0

route del -net 192.168.122.0 netmask 255.255.255.0
ip link set ethl multicast off

ip link set ethl promisc on

A.7 Wireless Receiver

This machine required to receive the data sent by wireless sender via Router R1 and
Router R2.

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

route add -host 10.10.108.197 gw 10.10.108.197
route add -host 10.10.108.196 gw 10.10.108.197
route add -host 10.10.108.194 gw 10.10.108.197
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route del -net default netmask 0.0.0.0

route del -net link-local netmask 255.255.0.0

route del -net 10.0.0.0 netmask 255.0.0.0

route del -net 192.168.122.0 netmask 255.255.255.0
ip link set ethl multicast off

ip link set ethl promisc on

A.8 Wired Receiver

This machine required to receive the data sent by wired sender via Router R1 and
Router R2.

sysctl -p

iptables -F

iptables -X

iptables -t nat -F

iptables -t nat -X

iptables -t mangle -F

iptables -t mangle -X

route add -host 10.10.108.197 gw 10.10.108.197
route add -host 10.10.108.196 gw 10.10.108.197
route add -host 10.10.108.195 gw 10.10.108.197
route del -net default netmask 0.0.0.0

route del -net link-local netmask 255.255.0.0

route del -net 10.0.0.0 netmask 255.0.0.0

route del -net 192.168.122.0 netmask 255.255.255.0
ip link set ethl multicast off

ip link set ethl promisc on



Appendix B

Linux Kernel Commands

B.1 Steps to insert new TCP variant in Linux ker-

nel

e To install any modules into kernel it is required to make entry in a makefile

available at path usr/src/linux version/net/ipv4 obj-m + = module_name.o
e Copy the module in a kernel at path /usr/src/linux version/net/ipv4/

e [t is required to recompile kernel every time when we make any change into 'c’

file.

e Kernel recompilation create/update ".0” and ’.ko’ file into kernel using command:
make

make modules_install

e Insert complied module into kernel using command

insmod modules_name.ko

e To enable the module use command sysctl -w net.ipv4.tcp_congestion_control=module_name

B.2 Useful Commands

route - to get route information for a machine or router.

traceroute [IP address]- to get path information for the specifif IP address.
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echo 1 > /proc/sys/net/ipv4/ip_forward- to configure each machine to perform rout-

ing.

sysctl -w net.ipv4.tcp_congestion_control=TCP variant (e.g. cubic) - To set con-

gestion control algorithm to specific variant.

sysctl net.ipv4.tcp_available_congestion_control- To check available congestion

control algorithms.

cat /proc/sys/net/ipvd/tcp_congestion_control- To check current congestion con-

trol algorithm.

gedit messages/log/var/ - To view the kernel log.

ethtool [interface namel- To see network card information.

netstat -i - To check promiscuous mode of NIC.

ifconfig [interface name| txtqueuelen 100000 - To set txtqueue length.

ethtool -s [interface name] speed 1000 duplex full autoneg on- To set ethernet

speed or mode.

te qdisc del dev [interface name] root- To remove te root.



Appendix C

PEP Configurations

e Install libnetfilter_queue (version 0.0.17) and libnfnetlink (version 1.0.1) /con-

figure, make and make install.

e Libnetfilter installation required to setup following path where .pc file exist

export PKG_CONFIG_PATH = /user/local/lib/pkgconfig

e Install PEPsal-2.0.1 on router using command. /configure, make and make in-

stall. In case of any error execute following:

export CFLAGS= -march = 1686
make distclean

make

e Fire wall rules:
iptables -N TCP_OPTIMIZATION -t nat
iptables -N TCP_OPTIMIZATION -t mangle
SAT_RECV="10.10.108.0/24"
NQ=9
OUT_IFACE="eth1”
iptables -t mangle -F
iptables -t nat -F
iptables -t nat -F TCP_OPTIMIZATION
iptables -t mangle -F TCP_OPTIMIZATION
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iptables -t mangle -I TCP_OPTIMIZATION -i ethl -s 10.10.108.0/24 -p tcp -j
NFQUEUE —queue-num=9

iptables -t nat -A POSTROUTING -s $SAT_RECV -0 $OUT_IFACE -j MAS-
QUERADE

iptables -t nat -I TCP_OPTIMIZATION -i ethl -s 10.10.108.0/24 -p tcp -j
REDIRECT —to-port 6009

Set Library path using command:

export LD_LIBRARY _PATH =/user/local/lib

Run PEPsal using command:

Pepsal -v -q 9 -p 6009 -1 logfilename

If error occurs like 'can not find the connection in SYN table’ while running
Pepsal do the changes at PEPsal /include/syntab.h as follow:

struct syntab_key {

int addr;

unsigned short port;

} __attribute_((packed));

PEP logger do entry of all connections in the syn table to the file specified by
filename at every PEPLOGGER_INTERVAL seconds. To change time for log
one can modify value of PEPLOGGER_INTERVAL in pepdefs.h as

#define PEPLOGGER_INTERVAL (1 * 60)



Appendix D

Linux Routing and Traffic Control

Traffic control (tc) is part of the Linux iproute2 package which allows the user to
access networking features. The package itself has three main features: monitoring
the system, traffic classification, and traffic manipulation. The tc part in the package

can be used to configure qdiscs, and packet classification into qdiscs.

D.1 tc qdiscs and classes

Queuing Discipline (qdisc) put packets in queue with an algorithm that decides when
to send which packet. Following is the types of qdisc:

Classless qdisc: qdisc with no configurable internal subdivision.

Classfull qdisc: qdisc that may contain classes. Classfull qdiscs allow packet classifi-
cation.

Root qdisc: a root qdisc is attached to each network interface which is either classfull
or classless.

egress qdisc: works on outgoing traffic.

ingress qdisc: works on incoming traffic.

Class: classes either contain other classes, or a qdisc is attached.

Filter: classification can be performed using filters

D.2 General Commands

Following commands are used in textbed setup:

Generate a root qdisc-

tc qdisc add dev DEV handle 1: root QDISC [PARAMETER)]
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Generate a non-root qdisc-

tc qdisc add dev DEV parent PARENTID handle HANDLEID QDISC [PARAME-
TER]

Generate a class-

tc class add dev DEV parent PARENTID classid CLASSID QDISC [PARAMETER]
DEV: interface at which packets leave, e.g. ethl

PARENTID: id of the class to which the qdisc is attached e.g. X: Y

HANDLEID: unique id, by which this qdisc is identified (e.g. X).

CLASSID: unique id, by which this class can be identified (e.g. X,Y).

QDISC: type of the qdisc attached

PARAMETER: parameter specific to the qdisc attached.

D.3 Building a qdisc Tree

By default each interface has one egress (outgoing) FIFO qdisc (queuing discipline).
To be able to treat some packets different than others, a hierarchy of qdiscs can be
constructed. Furthermore, different kinds of qdiscs exist, each with different proper-
ties and parameters that can be tuned. To build a tree, a classfull root qdisc has to
be chosen. In this example HTB (Hierarchical Token Bucket) is used, since the other
qdiscs are either classless or prioritize some traffic (e.g. PRIO) or are too complicated
(e.g. CBQ). At the leaves a classless qdisc can be attached. Following is an example:
First the default root qdisc is replaced:

tc qdisc add dev ethl handle 1: root htb

Then one root class and three children classes are created:

tc class add dev ethl parent 1: classid 1:1 htb rate 1000Mbps

tc class add dev ethl parent 1:1 classid 1:11 htb rate 100Mbps

tc class add dev ethl parent 1:1 classid 1:12 htb rate 1000Mbps

tc class add dev ethl parent 1:1 classid 1:13 htb rate 1000Mbps

The parent id is equal to the classid of the respective parent. The children’s class ids
have to have the same major number (number before the colon) as their parent and
a unique minor number (number after the colon). The qdisc is HTB with a maximal
rate of 1000 Mbps.

tc qdisc add dev ethl parent 1:11 handle 10: netem delay 600ms
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tc qdisc add dev ethl parent 1:12 handle 20: netem delay 70ms

tc qdisc add dev ethl parent 1:13 handle 30: netem delay 45ms

tc filter add dev ethl protocol ip parent 1:0 prio 3 u32 match ip dst 10.10.108.199
flowid 1:11

tc filter add dev ethl protocol ip parent 1:0 prio 3 u32 match ip dst 10.10.108.200
flowid 1:12

tc filter add dev ethl protocol ip parent 1:0 prio 3 u32 match ip dst 10.10.108.201
flowid 1:13

The parent id is the id of the class to which the qdisc is attached. The handle
is a unique identifier. Netem is chosen as a qdisc. Unique numbers must be unique

within an interface.

The commands for changing and deleting qdiscs have the same structure as the
add command. Parameters of qdisc can be adapted using the change command. To
change the 600ms delay from the qdisc with handles 10: (from the previous example)
to 200ms, the following command is used:
tc qdisc change dev ethl parent 1:11 handle 10: netem delay 200ms
To delete a complete qdisc tree only the root needs to be deleted:
tc qdisc del dev ethl root
It is also possible to delete only a particular qdisc:

tc qdisc del dev ethl parent 1:11 handle 10:



Appendix E
Iperf

Iperf was originally developed by NLANR/DAST as a modern alternative for mea-
suring TCP and UDP bandwidth performance. Iperf is a tool to measure maximum
TCP bandwidth, allowing the tuning of various parameters and UDP characteristics.

Ipert reports bandwidth, delay jitter, datagram loss.
E.1 Iperf Features
TCP
e Measure bandwidth.
e Report MSS/MTU size and observed read sizes.
e Support for TCP window size via socket buffers.

e Multi-threaded if pthreads or win32 threads are available. Client and server

can have multiple simultaneous connections.

UDP

Client can create UDP streams of specified bandwidth.

e Measure packet loss

e Measure jitter

Multicast capable
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e Multi-threaded if pthreads are available. Client and server can have multiple

simultaneous connections (This doesn’t work in Windows).

Where appropriate, options can be specified with K (kilo-) and M (mega-) suf-
fices. So 128K instead of 131072 bytes. Ipref can run for specified time, rather than
fixed amount of data transfer. It picks the best units for the size of data being re-
ported. Iperf server handles multiple connections, rather than quitting after a single
test. It prints intermediate bandwidth, jitter, and loss reports at specified intervals.
Typical Iperf output contains a timestamped report of the amount of data transferred
and the throughput measured. By default, the Iperf client connects to the Iperf server
on the TCP port 5001 and the bandwidth displayed by Iperf is the bandwidth from

the client to the server.
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