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Abstract

In the era of Digitization and the e-commerce, all users are maintaining their data
in a cloud and their personal information like documents, images, card information for
quick payment and confidential data resides in the cloud. For Decades, most of the IT-
industries, Government Agencies, Defense Sectors, Education hub, Hospitals and many
more are using cloud services. One essential thing is that you require a network connection
in order to get services from the cloud. There are many possibilities of attack in the
cloud as the cloud is open and is connected to the internet. It means cloud run base on
internet connection so chances of attacks on clouds are much more. Cloud is a hub of
resources like network, storage, server, memory, CPU and any user uses these facilities
worldwide at any time by subscription system. Cloud Computing provides so many
services basically Infrastructure-as-a-Service (IaaS), Platform-as-a-Service (PaaS), and
Software-as-a-Service (SaaS) where an attacker always tries to breach the security at an
laaS level. Denial-of-Service (DoS) and Distributed- Denial-of-Service (DDoS) attacks on
[aaS which target resources like CPU, Memory, RAM usage and this is the major concern
about the Cloud Service Provider (CSP). In this research at an initial level, Intrusion
Detection System (IDS) technique is been deployed to detect the DoS and DDoS attack,
for that Snort has been deployed. To overcome the problem of DoS and DDoS attack,
Reinforcement Learning (RL) algorithm has been used to train the Cloud behavior for the
classification of an attack. The basis on Reinforcement Learning Policy it shows either
attack is Normal or High according to that it will gives Positive and Negative Reward.
If an attack has been Normal then CSP go for Prevent that attack otherwise go for Load

Balancing.

vi



Abbreviations

CcC Cloud Computing

CSp Cloud Service Provider

IaaS Infrastructure as a service
PaaS Platform as a service

SaaS Software as a Service

SLA Service Level Agreement
DoS Denial of Service

DDoS Distributed Denial of Service
RL Reinforcement Learning
MDP Markov Decision Process
IDS Intrusion Detection System
IPS Intrusion Prevention System
VM Virtual Machine

LB Load Balancing

EC2 Elastic Cloud Computing
EDoS Economic Denial of Sustainability
CFU Cloud Fusion Unit

DST Dempster-Shafer Theory
FTA Fault Tree Analysis

ACL access control list

SVM Support Vector Machine
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Chapter 1

Introduction

1.1 Cloud Computing

Cloud Computing(cc) is a hub of resources [I]| (server, application, network, storage),
where the user can use those resources at anywhere and anytime by pay per use system
[2].One prerequisite is that you need an internet connection so as to get services from
the cloud. This means that you need to take a look at a particular record or document
you have housed in the cloud, you should first set up an internet connection [3].Their are
many possibilities of attack in the cloud [!] as the cloud is open and is connected to the
internet.It means cloud run base on internet connection so chances of attacks on clouds
are much more. So this paper mainly focuses on different attacks on cloud computing
environment and that attack which consume resources of cloud-like memory, CPU, RAM

etc [5].Their are 3 types of cloud: 1) Public-cloud 2) Private-Cloud 3) Hybrid-Cloud.

A public-cloud is specified as being available from a 3rd party service provider via
the web [0] and is a profitable way utilize IT solutions, remarkably for small-scale or
medium-scale businesses. Google Apps [7] is an obvious example of a public cloud that
is used by several organizations of all sizes of business.[cloud| A private cloud is used in
a much secure way as compare to the public cloud [5], as the cloud is being elastic and
services based on nature, and is handled by organizations. Private clouds provide greater
control over the cloud infrastructure.

A community cloud [9] is regulated and used by a class of management that have mutual

interests, such as particular security condition or a common mission. Finally, The cloud



framework,which is a combination of two clouds (private, public) is called as hybrid cloud
[10].Commonly, non-critical data is deployed to the public-cloud, while business-analytics

benifits and data are kept within the authority of the institution.

1.2 Cloud Service Models

Figure 1.1: Cloud Service model

Cloud model provides three offerings:-

1.Software-as-a-Service (SaaS): The capacity gave to the users is to utilize the appli-
cations running on a cloud Infrastructure. The applications are available from different
users gadgets through a thin client interface, like a web program (e.g., electronic email).
2.Platform-as-a-Service (PaaS): User deploys their Own developed Application, tools,
or installing any platform or running any platform on cloud infrastructure [11]. PaaS

delivers platform layer resources, as well as operating system support and application,



build out a framework that can be using into building higher-level services.
3.Infrastructure-as-a-Service (IaaS): In this model, cloud service provider provides users

to deliver processing capacity, network bandwidth, storage capacity and other underlying

resources.
Elasticity On-
demand
Sernvice
l.l /,a'.
| A
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Figure 1.2: Attacks on service model

Cloud has many characteristics |12] like 1)flexibility/elasticity 2) scalability of in-
frastructure 3) broad network accessed 4) location independence 5) reliability 6) cost-

effectiveness 7) sustainability.

1.3 Major Security Concern in Cloud Computing

In cloud mainly three level are their, have different security concern at different level.
For example laaS Level mainly contain following types of attack connection like flood-
ing,DDoS,Network attacks, Hardware Interruption,Hardware Theft, Hardware Modifica-
tion, Misuse of Infrastructure, Natural Disaster [13].At PaaS Level the major security
concern are software modification, software interruption,alteration of data, session hi-
jacking,traffic flow analysis. At SaaS level key issues are interception, data interruption,

privacy breach, session hijacking, traffic flow analysis and impersonation.



Major Security Concern

No. Types Of | Description
Attack

1. DoS(Denial | Both attacks are DoS and DDoS are denial-of-service and distributed
of Service) | denial of service respectively. The assaults work by asking for such a
significant number of assets from a server that the server can’t react to
authentic solicitations. A DoS is an assault that starts from a solitary
gadget. A circulated DoS (or DDoS) includes malevolent movement from
different gadgets.|l]

2 Interception| A block attempt implies that some unapproved party has accessed a
benefit . The outside intruder can be any program, any human or any
computer system.

3 Data Inter- | In Data Interruption, benefits of system may be deleted, or become lost,
ruption or unreachable or unworkable.
4 Privacy At SaaS level presents various lawful difficulties towards security issues
Breach included in information store in numerous areas in the cloud, and also
increasing the risk of privacy breaches.
5t Session Hi- | At the point when a client sign on to a web services, for example, the
jacking cloud, a session was established. This client session monitors client data,
including a session ID, to confirm client demands for information.
6 Traffic It analyze traffic to create a congestion for leading down the cloud.
Flow
Analysis

Table 1.1: Security Concern

In this research,we are going to see which attacks are going to affects on the IaaS(Infrastructure
as a service) level of cloud computing and one of those attack is DDoS(Distributed Denial-
of-Service) attack, where the attacker consumes Data Center servers memory, CPU and
RAM .To detect these attack by using IDS Intrusion detection system (IDS).the Re-
inforcement Learning techniques has been used to learn the cloud behaviour for the

classification of attack.

1.4 DoS and DDoS Attack in Cloud

A (DoS)denial of service is kind of attack were the security matters and this takes place
when an attacker takes an action that averts legitimate client from acquiring targeted
cloud systems, devices or other cloud resources. DoS and DDoS are still the major
challenges in the cloud computing environment|15] . In Cloud Computing, these assault
crushes cloud servers by purposely infusing malicious packets on to the cloud to quickly
eat up cloud resources like VM (Virtual machine), servers and the resources such as CPU,

memory, and RAM [16].



)

Malicious File
|

laa5 Level
.~ Data
¢ Store
RAM
Authentication B Excess amount of
request to laaS
level to attack CPU
CSP resouUrce
Memory

Figure 1.3: Flow of attack at [aaS level

In the above mentioned diagram attacker will hide its malcious file in the form of
adware or anyother way to insert its malicious code into the victim computer for this at-
tacker will use javascript to create malcious file or anyother scripting language.By running
this malcious code victim computer indirectly become zombiee in the network.Attacker
will pass all its request through the zombiee network by which it will help him to hide
in the network.This zombiee network will send multiple user request to the clodlet which
will cause the network to get into the halt state and sometime system crash.This will let
the system to perform load balancing and sometime for better service it have to imple-

mented fedration technique which will increase the cost of the cloud for service provider.

1.5 Various Example of Attack Pattern

SYN Flood Attack: When client(a system) established any connection like TCP con-
nection to the server which provide a service, at that time client server transfer an order
of messages for establishing the connection. These type of connection establish method

utilizes for all kind of TCP connection likewise telnet connection, Web connection or



emailing connection, etc. SYN message sending by a client to server, asking to server to
establish a connection. After that server gives acknowledgement for that SYN message
by sending a SYN ACK message to the client side. By this kind of establishment the
client and server is then open, and they can exchanged data between them. In this once
server acknowledge client request at that time client should acknowledge for obtaining a
connection. After this some times later, the system may crash, it may fatigue memory,
or be concluded else way unworkable.

TCP Flooding: Apparently, In casse of TCP flooding attack , we do discussed about
the TCP SYN flood attack also. In TCP ACK Flood, many of packets who’s types are
in TCP,are send the to victim to exploit its system and network assets. All this build
upon the Operating system , an open and close port might reply a TCP packets, which
aim more congestion and workload on to the cloud and cloud resources. There are more
other, such as NULL flood and Reset TCP(RST) flood.

UDP Flooding: In UDP Flooding attack, attacker send many UDP packets to
arbitrary port on to the cloud systems. At that time victim system get an UDP packets,
and this will assume that an application is waiting on the destination port. When system
recognize that their is no or any application which remains on the port, at the same time
this will also generate ICMP packets of destination to the fake source address and at the
same time sufficient UDP packets are sent to the ports on victim’s systems, and as a
result the system will go down.

ICMP Flooding: This is like other flooding attacks, which are sends on bunch of
packets to victim’s system as in ICMP flooding, this broadcast group of ICMP packets,

which are generally a ping request.



Chapter 2

Literature Review

e In this paper [17] authors uses DDoS detection technique in to the cloud where
their solution is deploying IDS(intrusion detection system) technique to every single
VM (virtual machine) with data fusion method in frontend and when DoS attack
happens, the IDS will generate the alert,which is stored into the database and placed
within Cloud Fusion Unit(CFU). For that they use Dempster-Shafer Theory(DST)
and Fault Tree Analysis(FTA).

e In this paper [18] authors find threshold calculation mechanism which detect the
DDoS attack perform or not.But in this proposed system, they only shows the static

threshold calculations and numerals at an application level.

e In this paper [19] author focused on profile based network intrusion detection for
the purpose of keeping security in the cloud system. The perception of making
a virtual machine profile DB(database) that will define the attack pattern and
the profile will be updated according to the new attack patterns and mesh attack
patterns frameworks by anomaly detection system. Based on different incoming
and outgoing packets traffic are observed, the anomalous behaviour of system or

traffic flow on the specific profile of appropriate virtual machine will be noted down.

e In this paper [20] author shows comparative analysis of different DDoS detection,
mitigation, and defending methods. They shows different tools for DDoS attack and
performance metrics. This detection and secure standards using learning algorithms
for protecting cloud support system.Anomaly detection technique can be used to

defend zero day attack.



In this paper [14] author shows different types of DoS attacks description and re-
cent technique to prevent attacks using black holing and router ACL(access control
list), firewall intrusion detection system, and intrusion prevention system, using
signature based and anomaly based detection. They defines only machine learn-
ing techniques like ANN(artificial Neural Network),SVM (support vector machine),

genetic algorithm, fuzzy logic etc.

In this paper |21] they exhibit the cloud security challenges at the correspondence
level (between clients what’s more, cloud, correspondence happening inside cloud
foundation), for Virtual machines. They examine different methodologies proposed
in the writing to counter the security issues. Utilizing tables, they demonstrate the

security highlights for every countermeasure plot.

In this paper [22] they presents an investigation of the kinds of DoS attacks with
the new attacks against virtual machines and hyper-visors in distributed computing
condition. Moreover, the creators additionally list the undertaking system safeguard

and distributed computing barrier against DoS.

In this paper [23] their survey cloud is targeted by DDoS attacks. After that they
categorize DDoS attack into an application level means in SaaS layer of cloud and
an Infrastructure level means IaaS and admit different tools to organize these kind

of attacks.

Paper Problem Identified

They only detect DDoS attack and only deploy on Virtual Machines.

application level.

Focused on profile based network intrusion detection.

Only defined Router Access Control List.

—_— | —_— | — | —

—_— | —_— | — | —=

layer of cloud.

Table 2.1: Gap Identified by Proposed Model

They only shows the static threshold calculations and numerals at an

They shows different tools for DDoS attack and performance metrics.

They categorize DDoS attack into an application level means in SaaS




Chapter 3

Problem Statment

3.1 DoS and DDoS on IaaS

The ratio of detecting and analyzing DoS attack is increasing ,by which DDoS become
the most serious threat. There are 20% increase trade proclaimed DDoS attack’s matter
on their infrastructure. Throughout several threat, which include several less popular
attacks which impact a huge consideration in the study area. Another remarkable threat
guide is, Amazon EC2(Elastic Cloud Computing) resources encountered enormous DDoS
attack. These attacks result in overwhelming downtime, business fall with various other
losses and problems. A Verisign intense Security Intelligence Service record maximum
threat target of ddos attacks is cloud and especially on SaaS(Software as a Service)and
[aaS(Infrastructure as a Service). The main issue of DDoS attack in the cloud is “com-
mercial loss”. In this the creators address the direct business misfortune due to a DDoS
assault to around 444k USD. Foundation as a Service (IaaS) mists run customer benefits

inside Virtual Machines (VMs).

In cloud virtualize server is the major component for the elastic cloud and on-demand
capacity of the cloud is also an important issue, where VMs takes extra resources when
required and restored unused resources when the cloud is in idle condition. Cloud Com-
puting’s overwhelming selection drift is expected to the on-request computing and asset
accessibility capacities. This limit enables the cloud structure to give huge resources by
scaling, as and when their is a need on a VM. Along these lines, a VM won’t experience

an advantage power outage as a sufficient measure of on-ask for resources are available



" or "auto-scaling" comes to fruition into

in the cloud. This component of " versatility '
money related misfortunes based DDoS assault which is known as Economic Denial of

Sustainability (EDoS) assault or Fraudulent Resource Consumption (FRC) assault|2].

In our research domain, we see which attacks have their effects on IaaS(Infrastructure
as a service) resources and those attacks are DoS(Denial-of-Service) and DDoS(Distributed
Denial-of-Service) attacks which consume Data Center’s Memory, CPU and, RAM. De-
tection of this attack by using IDS(Intrusion detection system) using Snort. If an attack

is not in under control then Load Balancing technique has to be used.

In DDoS assault the aggressor abuse the "pay-as-you-go" show. Aggressors by and
large plant bots and trojans on the pacify of machines over the internet and target web

organizations with Distributed Denial of Service assault.

DDos takes the state of an Economical DoS attack when the victim benefit is facili-
tated in the cloud. Associations exist (otherwise called "Booters"), which give a system
of bots to their buyers to design the DDoS attack on their adversary sites. Thought
processes of these attacks extend from business rivalry, political competition, fraud to
cyber wars among nations. The cloud worldview gives tremendous open doors and ad-
vantages to purchasers and a similar arrangement of highlights are accessible and might
be valuable for DDoS attackers. Attackers who design a DDoS attack would send enough
phoney request to accomplish "Denial of Service". Be that as it may, this attacks would
produce substantial attack usage on the victim server. "Auto-scaling" would take this
"overloading" circumstance as input and include more CPUs (or different resources) to

the dynamic pool of resources of this VM.

Once a VM gets conveyed, it begins as a "Normal load VM". Presently, let us expect
that the DDoS attack has begun and the VM gets over-burden ("Overloaded VM"). The
overloaded condition triggers auto-scaling highlights of cloud resource distribution, and
it will pick one of the numerous procedures accessible in the writing for VM resource
assignment, Migration of VM, and VM arrangement. Overloaded VM might be given
some more assets or moved to a higher resource limit server or might be promoted by
another server. On the off chance that there is no relief in set up, this procedure will
continue by adding the resources. This circumstance may last till service provider can

pay or CSP(cloud service provider) expends every one of the assets.

10
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Figure 3.1: Attack on TaaS

At long as long, it will prompt to "Service Denial". This prompts on-request resource
charging, and in this manner, economic losses far beyond the arranged spending plan
may happen. One minor solution is to run VMs on settled or static asset profile where
the SLA does not have any arrangement for extra assets on request. For this situation,
the DDoS will specifically bring about "Denial of Service" and all the pleasant features
of the cloud will be lost.

3.2 Attack on IaaS

As shown in figure 3.1 TaaS contains Resources, network, storage, virtual machine where
there are attacks on VM, attacks on hypervisor, flooding attack, or DoS and DDoS attack,
etc. when these attacks happens laaS resources which are virtual machine and servers.
So here we focused on DoS attack which consume many resources. DDoS attack is a big
concern to the availability of resources. The big objective of a DDoS attack is to make
the client or customer unreachable to cloud resources. Target could be web server, CPU,

storage, and any other network resources. DDoS attack may diminish the completion of

11
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Figure 3.2: DDoS attack at Data Center

cloud services. Admit to cloud security alliance, DDoS is one of the top nine hazard to
cloud computing.

As in diagram 3.2 Attackers make TCP Flood, ICMP Flood, UDP Flood to doing
DoS and DDoS attack at the same time legitimate Client unable to access Data Center
resources. Basically CSP not classify the request and users are either legitimate or not.

Table:3.1 gives information about CC trust system with different cloud parameters
mainly TaaS. The table reflects various models. There is no single model that fulfils all
the requirements of cloud architecture. Identity management, security in terms of the ap-
plication and data both, SLA management|30] and heterogeneity|31] are the main models
of cloud architecture which are not being fulfilled. Domain-based model is deployed on
all three platforms of Iaas, PaaS, SaaS|[32]. This model is tested using simulation and
it supports the heterogeneity while Identity management, Data security[33], SLA sup-
port are not met. Model built on trusted platform service is deployed on IaaS and only
proposed model is given which meets requirements like identity management|34|, data
security, and heterogeneity. While SLA support is not met. Both above models are not
being implemented. Built on Trusted Computing Platform’s prototype is implemented.
While its support on I[aaS platform only; where Identity management, Data security, SLA

support and heterogeneity all are not met.

12



Work Type Identity mgmt & | Data Secu- | Cloud Implemented | Comments
Authentication | rity Layer
[25] Based on | No No IaaS, No Only Simula-
Domain PaaS, tion  testing
SaaS has been done
[26]] Built  on | Yes Yes [aaS No Model has
trusted been pro-
platform posed , no
service real time im-
plementation
[25] Trusted No No [aaS Prototype Only proto-
Com- Imple- type  model
puting mented has been used
platforms to proof
has been
used
[29] NA Yes No [aas, No Only model
PaaS, has been
SaaS identified

Table 3.1: Research Gap identified by Parameter

13




Chapter 4

Proposed Solution

Unavailability Resource in Cloud can be number of factors such as failure of cloud in-
frastructural factors or any software applications or tools. Distributed Denial of Service

focused towards a cloud computing.

as

Attack on VM
-Attack on hypervisor
Flooding attack
DoS or DDoS attack

"

Attack T\ Cloud

i i CPU
Effect Resource = SIS — RAM g
Server
k. Memaory
I—
Prevents IDS+Machine | |Reinforcement
- Learning Learning
[
v +
Gives Reward Punishment
based on based on
Policy policy
L 4
Learn or Train Policy defined
Environment by VH!UE
Function

Figure 4.1: System Architecture Workfklow

As in a cloud various attacks are possible, one of the attack is at an Taas Level. Which

will effect the VM, Hypervisor, Flooding Attack, DoS and DDoS attack.For prevention of

14



the attack we have implemented IDS as well as Machine Learning technique. In machine
learning we have used Reinforcement Learning technique which will reward based on
the policy and the punishments as well. Value function will help to learn and train the

system.By the help of this we can decrease the attack at an IaaS level.

Machine

Learning
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Learning

r

Unsupervised
Learning

k4

Reinforcement
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l

Makes Machine Learn
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An Approach to Al
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Figure 4.2: Types of Machine Learning

e Supervised Learning: Supervised learning is a way to deal with machine discover-
ing that depends on preparing information that incorporates expected answers. A
Artificial Intelligence(Al) utilizes the information to fabricate general models that

guide the information to the right answer|35].

e Unsupervised Learning: In unsupervised taking in, an Al framework is given un-
labeled, uncategorised information and the framework’s calculations follow up on
the information without earlier preparing. The yield is reliant upon the coded

calculations|30].

e Reinforcement Learning: Reinforcement learning, in the frame of Artificial Intel-

ligence(Al), is a sort of dynamic programming which is trains algorithms using a
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system of reward and punishment|37].

4.1 Reinforcement Learning in Cloud Computing

we are discussing about Reinforcement algorithm to detect and reduce the laaS level
attack in cloud computing.Mainly reinforcement learning(RL) agent receive data centre
information from the cloud environment [38]. Modification in the environment or frame-
work are denoted in various IaaS Resources to the agent are mapped into the different
cloud states. Agent will perform the action and they observed the acknowledgement in
the form of positive and negative reward.The Activity chosen depends on maximization of
particular principal case of these standard are the quick reward,normal reward,per time
step and total discontinued reward among other. In the last steps of the RL procedure,
Agent map changes in the cloud environment as a new state and they update the learning

policy to upgrade future rewards.

Learn to Maximize Reward

Agent

O

&
- s

Environment

k4

State and Reward
ajelado 0] JeUA LOIOY

-~

Respond to Action

Figure 4.3: Intrusion Detection System

Markov Decisions Process Reinforcement Learning issue can be formally charac-

terize as a Markov Decision Process(MDP).MDP is characterize in four tuple (S,A,R,T)
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'S’ is a limited set of arrangement by an agent.The state are mapping data from the agent
sensors input. A will be limited arrangement of actions available to the agent to perform.
R(c,a) characterize the reward in state ’c’ after performing activity 'a’. T(c,a,c’) — [0, 1]
is a probability transition function. It characterize the probability to travel from state
c to state ¢ after finished activity 'a’. In a MDP the R(c,a) and the T(c,a,c’) functions

just relay upon the present state and activities.

br = {Ct-i-l - Cl|cta Aty Ci—1,Ag—14 -+, T'1, Cp, aO}
Eq(1) is an special case of the more broad situation where the present state additionally

depend on past state and activity state.

Pr = {Ct+1 = C/|Tt+1 = |Ct7at}

when eq(1) is equal to eq(2) for all ¢’, r and the sequence ¢, a;,ry, a1, 71, co, ag, 7o We
say that the state the state have a markov property. The gives the capacity of the uti-
lization of markov prpoerty in RL is extremly valueable it gives us predict the next state

and normal reward with just the present state activity.

Value function

At each time step agents watch state and execute activity. The state-activity mapping
is know as the policy 7 casually the probability of choosing an activity 'a’ in a given state

’s” under policy 7 is m(¢,a) — [0, 1] and is a characterize by V™ (c) is defined as eq(3)

V7(c) = Ex{Riles = ¢} = En{3 2320V rernsalee = c}

Q Learning

The fundamental substance of Q-learning is that you have a portrayal of the natural
states ¢, and conceivable activities in those states a, and you take in the estimation of
each of those activities in each of those states. Instinctively, this esteem, Q, is alluded to

as the state-activity esteem.
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In Q-learning, you begin by setting all your state-activity esteems to 0 (this isn’t generally
the case, yet in this straightforward usage it will be), and you go around and investigate
the state-activity space. After you attempt an activity in a state, you assess the express
that it needs to prompt. In the event that it needs to prompt an unfortunate result you
lessen the ) esteem (or weight) of that activity from that state with the goal that differ-
ent activities will have a more noteworthy esteem and be picked rather whenever you're
in that state. Also, in case you're remunerated for making a specific move, the heaviness
of that activity for that state is expanded, so will probably pick it again whenever you're
in that state. Vitally, when you refresh Q, you're refreshing it for the past state-activity

mix. You can just refresh Q after you've seen what comes about.

Naturally, the adjustment in the Q-learning for playing out the activity an in state c
is the contrast between the real reward (reward(c, a) + max(Q(c’))) and the normal re-
ward (Q(c,a)) increased by a learning rate, alpha. You can think about this as a sort of
Predictive control, driving your framework to the objective, which is, for this situation,

the right Q-learning.

Here, we assess the reward of advancing when the small change is in two stages ahead as
the reward for moving into that state (0), or more the reward of the best activity from

that state.

There are different way to calculate the optimal policy an to amplify that what reward
over the time can be acquired. One of the most generally utilize mechanism is Q learning.

In Q-learning the agent repeatedly tries to estimate the value function.

Qc,a) «— (1 —a)Q(c,a) + a(r + ymaz,Q(c, a’)>

4.2 Intrusion Detection System in Cloud

IDS is a very convenient tool for reporting forensic data(evidence) that may be used in
judicial proceedings if the trigger persone of a criminal breach is prosecuted.we can apply

IDS at any level at cloud like at Virtual Machine(VM) itself or In hypervisor or host
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system or in virtual network.|[39]

NIDPS(Network Intrusion Prevention system): it analyze network traffic of distinct
network. Once detection of attack is done or any irregular behavior is detect, at that
time alarm generate can be sent to administrator. And prevention system prevent that
attack by some logics.[17]

HIDPS(Host Intrusion Prevention System): host based IDS technique deploy on as
name suggest on the particular host to audit and inspect internal system behaviour.
There are many types if IDS which are: Statistical approach the system examine the
activeness of object(such as CPU usage or number of TCP connection) in term of analyt-
ical distribution and generate profile of such component which shows their behaviour.so,
they making two profiles which are one is keep during training phase and another during
the detection which is current profile of object.and if any difference between these two
profiles are detect that means anomaly recognized. Detection Method: there are mainly
two detection methods which are 1. Signature based intrusion detection and 2. Anomaly
based intrusion detection in first one method attempts to define a set of rules that will
use to define a given pattern match to the set of rule that it will attack. And in anomaly

base detection identify abnormal behavior compare with normal behavior.

/ Intrusion Detection System

Server ] -
W s
= vj E D — e
.'f
Switch Firew ol IDSE

0 —
=

L J

Figure 4.4: Intrusion Detection System

As shown in figure IDS placed between internet and the system which detect intruder
by any IDS techniques. Here “Snort” is used for IDPS so we placed snort in between

internet or cloud and system.
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4.3 Proposed Algorithm

Algorithm 1: Proposed Approach

1 Initialize the user state

N

s(c,a)— §'(c, d)

3 If Updated User State gets reward / punishment

4 if( s’(c’a’) = (cq, ap)) then

5 r =1 + l(reward)

6 else

7 r = r - 1(punishment)

8 After getting the reward the cases will be generated
9 Value function of user-state

10 switch(c’,a’)

11 case 1:

12 w(cd,ad") = (0,0)

13 user a’= Normal

14 break;

15 case 2:

16 m(d,a") = (1,0)

17 user a’= Abnormal

18 break;

19 case 3:

20 m(d,a") = (0,1)

21 user a’= Moderate

22 break;

23 case 4:

24 n(d,ad") = (1,1)

25 user a’= High

26 break;

27 Whether the rewarded user state is Abnormal / Normal
28 If (user a’ = (1,1) ) then
29 s’(c’,a’) = Migrate
30 else

31 s’(c’,a’) = Handled Uspg Request




As in algorithm initially User State "s" define state "c¢" and activity "a" where s(c,a)
is either (0,0),(0,1),(1,0),(1,1). which is defined by policy in value function as defined
early. After that basis on User State it will gives the reward or a punishment. After
getting the reward the cases will be generated that saws the load is Normal, Abnormal,
Moderate, or High. where User State (0,0) is Abnormal state and for that situation no

solution to prevent DDoS at this level so we go for Migration technique.

N Initialize the user state
s(s',a’) = (0,0)---->s'(c',a")

Action == policy

(Sl‘al) J (0‘0) ---->Normal
(s'.a') = (1,1) -—->Abnormal
(s'.a')=(0,1)-
. 1

-—-->Moderate

—_
u"_
m_

-

I
e
|
|
v
L
<]
=

s(ca)=r-1

User a' == (s'.a'

L

s'(c',a") = Handled

s'(c'.a’) = Migrate User_Request

Figure 4.5: Flow Of Algorithm
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Chapter 5

Implementation and Results

5.1 Tools and Technology and System Configuration

e Programming Language: Python (Version 3.6)
e Library / Platform: Anaconda, numpy, metploit

e IDE: Spyder

e Processor : Intel core i5— 2450M CPU @ 2.50 GHz
e RAM: 4 GB

e Graphics: Intel(R) HD Graphics 4600

e OS Type: 64 — bits

e Operating System: Windows 7.0

5.2 Snort Intrusion Detection System

Snort is basically use for intrusion detection system and intrusion prevention system
where is NIDS(network intrusion detection system) fundamentals used in snort. Snort
perform network traffic analysis where it is multi-mode network traffic packet analysis
tool. Snort is open source software which is used for packet sniffing,forensic analysis, and

NIDS.
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usman@ubuntu:~% fusr/local/bin/snort -v

-%*> Snort! <¥-

Version 2.9.9.8 GRE (Build 56)

By Martin Roesch & The Snort Team: http://www.snort.org/contact#team
Copyright (C) 2014-2016 Cisco and/or its affiliates. All rights reserved.
Copyright (C) 1998-2013 Sourcefire, Inc., et al.

Using libpcap version 1.7.4

Using PCRE version: 8.38 2015-11-23

Using ZLIB version: 1.2.8

Figure 5.1: Snort Initialization

root@pgo08b-10: ~

e IcE e ) K]

4
:dleb:1621
fcea

Figure 5.2: Snort Traces

As shown in the diagram snort Ul after successfully installed.mainly snort has
four capabilities like Packet Sniffer ,Packet Logger ,Network Intrusion Detection,
and Network Intrusion Prevention.|[l7|we can place snort at either VM(virtual
machine)[?]|. In packet sniffer mode it will read packets(based on rule) and display
on console, in packet log mode log all packets into a local log, and standardized into
directories by their IP add.i.e:./snort —dev -1 ./log —h 192.168.1.0/24, and in NIDS
mode it will scan packets by given set of rules. And its output is either in ASCII
or binary format, i.e:./snort —d -1 ./log ~h 192.168.1.0/24 —c snort.conf.

Installing a Snort we create a rule with command and by setting a rule like we
generate alert at TCP and ICMP(ping) packets are detected at the host. Another

specification in this is we create DDoS detection rule also in snort
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Which are as shown in figure:

root@ubuntu: =

GNU nano 2.2.6 ile: rules/zzzalert.rules Modified

alert tcp any any -2 any any {content: “www.facebook.com";msg:"Someone is accesss
alert icmp 192.168.86.135 any -» any any {(msg:"Getting pings from 192.166.86.135

Save modified buffer (ANSHERING "No" WILL DESTROY CHANGES) ?

Cancel

Figure 5.3: Snort Rules

3.0-32-generic o @S @ root@pg008b-10: ~

iority: 8] {ICMP} 10.1.3.9 -> 10.1.101.66
5h 13m 18s 12/11-14:27:29.931411 [**] [1:1000004:0] Getting pingd
(in MHz): iority: @] {ICMP} 108.1.3.9 -> 18.1.3.57
(in GHz): 1.60 12/11-14:27:30.292962 [**] [1:1000004:0] Getting pingd
: 1.35GiB/3.78GiB iority: ©] {ICMP} 10.1.3.9 -> 10.1.101.66
6B /3.84GiB - © 12/11-14:27:30.931305 [**] [1:1000004:0] Getting pingd
% ————————————— iority: 0] {ICMP} 10.1.3.9 -> 10.1.3.57
12/11-14:27:31.293042 [**] [1:1000004:0] Getting pingd
iority: ©] {ICMP} 16.1.3.9 -> 10.1.101.66
12/11-14:27:31.931425 [**] [1:1000004:0] Getting pingd
iority: 8] {ICMP} 10.1.3.9 -> 10.1.3.57
orkin 12/11-14:27:32.293098 [**] [1:1000004:0] Getting pingd
. 1798 - Down: 26.9KiB iority: ©] {ICMP} 10.1.3.9 -> 10.1.101.66
12/11-14:27:32.931388 [**] [1:1000004:0] Getting pingd
iority: ©] {ICMP} 10.1.3.9 -> 10.1.3.57
12/11-14:27:33.293191 [**] [1:1000004:8] Getting pingd
iority: ©] {ICMP} 16.1.3.9 -> 10.1.101.66
12/11-14:27:33.931460 [**] [1:1000004:0] Getting pingd
iority: ©] {ICMP} 10.1.3.9 -> 10.1.3.57
12/11-14:27:34.293274 [**] [1:1000004:0] Getting pingd
iority: 8] {ICMP} 10.1.3.9 -> 10.1.101.66
12/11-14:27:34.931439 [**] [1:1000004:0] Getting pingd
iority: ©] {ICMP} 10.1.3.9 -> 10.1.3.57

mpiz
Xorg
snort
conky

Figure 5.4: Traces and system utilization

But as aim of the research here when attack happened resources of cloud are affected
as shown in figure like in figure percentage of CPU usage suddenly raise upto 14 precen-

tage hence it proved that DDoS attack affect on laaS.
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pgee8b-1

ems:

@S & root@pg008b-10: ~
iority: @] {ICMP} 10.1.
12/11-14:28:02.931487
iority: @] {ICMP} 10.1.
12/11-14:28:03.297592
iority: @] {ICMP} 10.1.
12/11-14:28:03.931517
iority: @] {ICMP} 10.1.
12/11-14:28:04.297691
iority: 0] {ICMP} 10.1.
12/11-14:28:04.931489

é/iEEGiB 1 iority: 6] {ICMP} 16.1.

Jorking:
: 179B

eog

conky
snort
conky

5.3

- Down

Results

30.0KiB

12/11-14:28:05.297771
iority: @] {ICMP} 10.1.
12/11-14:28:05.931503
iority: @] {ICMP} 10.1.

) 12/11-14:28:06.297829

- iority: 0] {ICMP} 10.1.
12/11-14:28:06.931498
iority: @] {ICMP} 10.1.
12/11-14:28:07.297909
iority: @] {ICMP} 10.1.
12/11-14:28:07.931506
inrity: @] {ICMP} 10.1.

3.9 -> 10.1.101.66
[**] [1:1080804:0]
3.9 -> 10.1.3.57

[**] [1:1080804:0]
3.9 -> 10.1.101.66
[**] [1:1080804:0]
3.9 -> 10.1.3.57

[**] [1:1000804:0]
3.9 -> 10.1.101.66
[**] [1:1000804:0]
3.9 -> 10.1.3.57

[**] [1:1000804:0]
3.9 -> 10.1.101.66
[**] [1:1000804:0]
3.9 -> 10.1.3.57

[**] [1:1080804:0]
3.9 -> 10.1.101.66
[**] [1:1080804:0]
3.9 -> 10.1.3.57

[**] [1:1000804:0]
3.9 -> 10.1.101.66
[**] [1:1000804:0]
3.9 -> 10.1.3.57

Getting
Getting
Getting
Getting
Getting
Getting
Getting
Getting
Getting
Getting

Getting

Figure 5.5: Traces and Utilization

Result of CPU and RAM case-I: In case-I shows in figure(4) represent result of CPU

usage and RAM usage. As per the graph shown above it display the result for the normal

memory usage and CPU utilization.

(=]

Lia
(8]

k)
(=]

Figure 5.6: Result of CPU and RAM case-I(X axis-Time in minutes,Y axis- Utilization
in Percentage)

Result of CPU and RAM case-II: In case-II shows in figure(5) represent result

of CPU usage and RAM usage.

As per the graph shown above it display the result

for the condition in which system experiencing higher memory usage and capital CPU

utilization.
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Figure 5.7: Result of CPU and RAM case-1I(X axis-Time in minutes,Y axis- Utilization
in Percentage)

As shown in figure-5.8 detection of highly affected VM which has less CPU and mem-
ory which are near to 0 value but the resources which has more CPU and memory shows
in red color that is VM-4 it means at detection time there is VM-4,VM-9,VM-10,VM-7
and many more are not affected by attack but VM-1 and VM-8 are highly affected by
DDoS attack. these all the learning process done in some number of episodes so it should
be confirmed that attack has happened.

By inspection, we will be carrying our the agent in the long-term to pick out VM-4
as the more resource available, with VM-9 following second, and VM-10 following third,
etc.

Taking any one of the VMs gives you a stochastic reward of either R=+1 for success,
or R=0 for failure. Our objective is to agent travel the VMs one-by-one in sequence such
that we maximize our total reward collected in the long run.

we approach the VMs affected by DDoS attack problem with a classical reinforcement
learning technique of an epsilon-greedy agent with a learning framework of reward-average
sampling to calculate the action-value Q(a) to suggest the agent improve their next action
opinion for long-term reward maximization. The Python code implementation of this
algorithm solution can be found.

Now to the experiments results. We execute 1000 experiments for the agent to start
from scratch with epsilon analysis probability of 10%, and trained the agent for 10,000

episodes per experiment. The average proportion of VM chosen by the agent as a function
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VM action history averaged over 100 experiments (epsilon = 0.1)
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Figure 5.8: VM affected by an attack

of episode number is depicted in Fig-5.8.
According to figure-5.9 VMs those have more CPU and Memory gain Reward history

over 100 experiments in same number of episodes.
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VM reward history averaged over 100 experiments (epsilon = 0.1)
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Figure 5.9: VM Reward History

As shown in figure-5.12, there is 7 nodes which are plotted randomly where some of
the nodes are legitimate users and some of are attackers. before the learning process it
were plotted anywhere into plan.

As shown in figure-5.13, Using Q-Learning method gives a positive or negative Reward
basis on policy. where policy defined by ping request coming from the node. suppose,
node gives more than 100 ping request which means it would be an attacker. Otherwise
it would be a legitimate User. According to this scenario Reinforcement learning gives
negative reward to the attackers and gives positive reward to the legitimate users.

Afterward, we can stop or prevent the attackers to not to do nefarious activities or if
we can’t stop attackers in specific time then we will go for load balancing technique to

handled users request.
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Figure 5.10: X and Y axis- Positive and Negative Reward
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Figure 5.11: Trained Model by RL,X and Y axis- Positive and Negative Reward
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Figure 5.12: Trained Model by RL,X and Y axis- Positive and Negative Reward
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Chapter 6

Conclusion and Future Work

According to the report of IBM Cloud Managed Service Compliance and Audit, we can
say that Cloud is getting more vulnerable day by day. The DDoS attack is one of
the most vulnerable attacks. DDOS attack detection is a very complex and complicated
problem for cloud computing technology. For detection of attack at IaaS level, we are
using Reinforcement Algorithm in which we are using network packet which is captured by
implementing IDS to learn and train system to detect the attack at the initial level. Using
RL method we use Q-Learning technique for selection of optimal policy and defined policy
by value function. Using Q-Learning method it will give a Positive or Negative Reward
based on policy. Here if an attacker found it will give a Negative Reward otherwise gives a
Positive Reward for a legitimate Users. By use of RL, we create an Agent which perform
an Action for a particular State and maximize the reward based on reward history.in
future work, we will be implementing Hierarchical Reinforcement Learning(HRL) for the
various supporting policies to solve the main task of the system. The benefits of using
HRL will be, to use policies which can act as a backup source to deal with a situation

where the primary policy will fail.
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