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Abstract

Intelligent Automation of manual process has become current trend of modern era.
Automation can reduce man effort and time effort drastically. Automation is the process
of connecting different or dissimilar systems or software in a manner that they behave
as self-regulating entities. Usually this is done so that mundane tasks can be done more
efficiently and effectively, thus cutting about time. This application is basically developed
for ARRIS internal use only with the agenda of upgrading/downgrading multiple Set-top
boxes(STB) automatically through a common procedure. The way we get updates for
our devices operating systems, STB would also have up-gradation and down-gradation of
platform version and other applications on top of it. Up to now it was a typical manual
process consuming so much of human efforts for the simple repetitive tasks. Here my
project is to develop a third party plugin which is also a standalone executable which can
be imported in AutoMOTO (ARRIS internal tool) to automate the whole code download
and version verification process. I have targeted STB’s of different category based on the
supported protocols for the Code Download process. There are two modules which sup-
ports DAC based CDL and TFTP based CDL and automated the whole process. Return
On Investment(ROI) report indicates the clear achievement of eliminating hundreds of

staff days efforts.
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Chapter 1

Introduction

Automation is the process of connecting different or dissimilar systems or software in a
manner that they behave as self-regulating entities. Usually this is done so that mundane
tasks can be done more efficiently and effectively, thus cutting about time. Development
and Test team would identify why the specific issue was introduced and identify the action
items to prevent it in future. Television Now-a-Days has become a necessity rather than
a source of joy, and Set top boxes are the heart of these television. STB would also have
F /W up-gradation and down-gradation, the manual process is automated in this project.

ELM STBs and ThinClient STBs are targeted for CDL automation.

1.1 Code Download a Manual Process

The way we get software updates in our mobile devices, Set-top boxes also would have
firmware version upgradation or down gradation as per requirement. A manual process
includes: Either using USB flash method or manual TFTP based process, which consumes
so much of time if need to handled for many boxes at the same time. Also some error
and failing scenarios need to be handled, debuggable and report the possible reasons. So

there is a need to Automate Code download procedure.

1.2 Project objective and benefits

Develop a plugin which can work with an internal framework called AutoMoto(ARRIS In-
ternal Tool) to automate code download procedure for set top boxes. Different categories
of STBs need to be targeted based on the supported protocols for Code Download pro-

cess such as DAC, TFTP etc and automated the whole process of firmware/application



up-gradation and down-gradation.

Benefits: Suppose a RAC is having 100 STBs connected and all boxes need to be up-
graded then earlier it used to take 1 Day Man efforts. But after this plugin in use, it can
reduce it to some minutes procedure only. In manual process if something goes wrong
its difficult to debug and report. But this plugin will handle all possible error cases and

will take actions accordingly and can report all the execution details along with possible

problems.

1.3 Block Diagram for adding extra functionality by

3rd party Plugins(medium)

This block diagram indicates that to add any new additional functionality you can create

a plugin in .net and generate a class library file ”7.dll” file. Then by adding the plugin

into AutoMoto medium manager it can be used according to requirement.

Develop Application
In c# .Net

Export .dll File
(Class Library) of
application

Figure 1.1: Block Diagram for adding extra functionality by 3rd party Plugins(medium)

—

Required Functionality

A

Create AutoMOTO
Medium

Add Medium in
AutoMOTO




Chapter 2

Tools and Technologies used

2.0.1 Visual Studio 2015 (C#.net)

Microsoft Visual Studio is used as development environment of our plugin. C#.net

pogramming language is used for the development.

2.0.2 AutoMOTO (ARRIS Testing Tool)

Version: 20.19 AutoMOTO is a framework, developed by ARRIS developers for their
devices only.

It can be used by developers as well as testers to automate test procedures, that otherwise
would have consumed a lot of time.

Using AutoMOTO, a tester can create, manage,schedule, and review the results of auto-
mated tests.

The medium used is a .Net DLL program object which helps in communication between

AutoMOTO software and various testable devices via a software or hardware interface

(such as COM port, USB devices, TCP/IP and SNMP protocols etc.).[!]

2.0.3 WINSCP

Win SCP(Windows Secure Copy) is a free and open source SFTP, FTP, WebDAV and
SCP client for Microsoft Windows. Its main function is secure file transfer between a

local and a remote computer.[2]



2.0.4 Tera Term

Tera Term is an open-source, free, software implemented, terminal (communications)
program. Which is used to interact with the serially connected device with computer.

This tool allows to configure each port with typical custom configurations.|3]

2.0.5 Selenium (Webdriver, configuration, version, script)

Version: 3.5 latest Selenium web driver Selenium is a suite of testing automation tools
used for Web-Base applications: Selenium IDE, Selenium RC, Selenium WebDriver and
Selenium Grid. These tools provide a rich set of testing functions specifically geared to
varied testing scenarios of all types of Web applications. The operations provided by these
tools are highly flexible and afford many options for comparing UI elements to expected

application behavior. Selenium tests can be executed on multiple browser platforms.|!]

2.0.6 Mozilla Firefox Browser

Version : v56 (Any version ;55 will be compatible) Mozilla firefox is used along with
Selenium automation tool to execute the script for DAC CDL. Headless browser is used
so that whole process can be executed in background. Make sure, no firefox instance is

opened before starting the execution.[’]

2.0.7 Virtual Serial Port Emulator

VSPE is used to monitor the on going process on port concurrently along with Auto-
MOTO script. Its splitter functionality creates a virtual port and maps it to actual
physical port with appropriate compatible configurations. This tool enables accessing
the same port concurrently, it allows to interact and view the received and sent data on

port from our machine.

2.0.8 Set Top Box

A STB is a device that converts a digital television signal to analogue for viewing on
a conventional set, or that enables cable or satellite television to be viewed.The signal
sources for the set top box might be an Ethernet cable, a satellite dish, a coaxial cable,
a telephone line , broadband over power lines,or even an ordinary VHF or UHF antenna.
Content, in this context, could mean any or all of video, audio, Internet web pages, in-

teractive video games, or other possibilities. Set top boxes are devices which helps in



displaying the transmitted content onto the TV. [6] Set top box needs 2 basic software

elements to work: Firmware and Tv guide.

STB are of different categories in ARRIS:

ELM,ThinClient, RDK, VTR, IRVINE, DELMUR Different categories boxes support dif-
ferent type of protocols for Code Download Procedure.

For DAC based CDL ThinClient STBs and TFTP based CDL ELM based STBs are
used. [(]



Chapter 3

System Analysis

3.1 System scope

Test Script developer can use this plugin to develop the test script when code download
process initiation and verification is required.

Tester can use it for testing the stability of STB

Tester and test script developer can provide custom runtime parameter as well during

runtime.

On site this can be used to upgrade or downgrade STB platform version as well as

application objects versions.

3.2 Sytem Features

1. Code download process is supported for Thinclient loader which uses DAC method
and KACodeLoader which uses TFTP method.

2. User interface is provided for configuring multiple set top boxes with code loader

interfaces, which allows DAC, FTP and serial port (COM Port) configurations.
3. DAC base CDL: Dac Configurations customization for each interfaces is supported.

4. FTP support is provided for automatic upload of build files on server. FTP Con-

figurations customization for each interface.

5. Supports for Platform Object creation, usage as well as uploading using FTP pro-

tocol.



6. Supports for multiple Application Object creation, usage as well as uploading using

FTP protocol.

7. F'TP functionality which can eliminate use of any tool to upload build files on server

in TFTP and DAC based CDL both.

8. Automatic deletion of all created objects by script from DAC once CDL process is

completed.

9. Supports separate insertion rate for Platform object build as well as Application

Object build.

10. Uni-cast, multi-cast and broadcast is supported. In user interface Terminal index

and Broad cast both addressing types are supported to accept user inputs.
11. Run time variable support is provided partially.

12. TFTP based CDL: User interface takes input from source, destination, other F'TP

configurations, platform type and reload checkbox.

13. FTP file upload on runtime as well as Runtime variable support is provided fully

for it.

3.3 User Characteristics

User must be familiar with AutoMoto, and should be aware of working of Automoto,
creating test steps, configuration, execution, scripting, runtime variable usage etc.

User with less programming skills will be fine.

User should be familier with the set-top boxes.

3.4 Operating environment

This plugin will be used with AUTOMoto, and hence operating environment will be

machine having Windows 7 and above operating systems only.



Chapter 4

DAC Based Code Download

4.1 ThinClient Code Download Introduction

The Code Suite Downloader is a normal task like most others in the Thin Client platform.
Its initialization performs normal startup functions such as allocating resources needed
for continuous processing of download commands from the head-end and API requests
from the application and from other parts of the system. There is no destructor since
the system is not designed to run without or to replace the Code Suite Downloader.
Part of initialization is to identify and check the integrity of important permanent struc-
tures (those maintained across resets), notably the Loader Object Directory. If invalid,
it must be recreated. If valid, then all objects in the table are also checked for validity.
Objects in transient states (such as to-be-deleted, loading) are deleted. Objects that ap-
pear to be using resources that do not exist are marked so that they cannot be enabled.
Once initialized, the Code Suite Downloader waits for messages and API requests. The
processing of head-end messages may initiate a long series of operations. API requests
may be simple (executed in the context of the caller and completed immediately; e.g.
function call), synchronous (queued for execution with response delivered later, and the
calling thread is blocked) or asynchronous (queued for execution with response delivered
later, calling thread is not blocked). At present, only simple API functions are defined.
When a download is initiated by a head-end ASTB tune download command, the Code
Suite Downloader checks the availability of the authentication structure (ECDS) for all
signed objects in the list, checks for sufficient resources to store all objects, makes the

necessary reservations, and downloads the objects as directed. Since the auto-enable flag



is set as default, all objects in the list are automatically enabled after they are successfully
downloaded.
In Code Suite mode, after application objects are loaded, Code Suite relocatable module
will handle loading objects relocatably and readers should read reference 12 for details.
If there is support for download path (DSG tunnel or QPSK) determination by the DSG
module, then the downloader will wait for a download path to be set by the DSG module
before downloading any objects.[(]

Notes: ECDS in this document applies to Non-DCH platforms only. For DCH plat-
forms, PKCS authentication replaces ECDS and PKCS signatures are required for Plat-
form Object and Application Object. For PKCS signature and authentication, the reader

should refer to reference 13 for details. [(]

4.2 Flow Diagram :

[ create ( create 1) " select
Code Suit = Code Suit < -~ = Available
- . Component | - |_Services
Load ( Download |
Object to CS to 'd
|_RADD A . RADD ) Decoder
) - ) T - -7 conditional
F P w -
Get ) ) | Download |
Channel | | Create Assignme nt I | SN -
Map . Object | | to sSTB Aassignment | T~ | Terminal
. from OmM T - Index
" Down load \ i Ty ~ ~
Process Serial, | kKeep wersion
beginning in v Track ( werification
LLSTEB A "~ - e
Figure 4.1: DAC Flow diagram
Description:

1 Code Download Process : using Selenium Web Automation tool, create and down-

load the code suit to appropriate STB or STBs.
2 Establish Serial communication and capture the logs from STBs.
3 Analyze logs and Track Code Download Process.

4 Version Verification: Once Download is completed Validate the Platform build

version and application object build versions



4.3 Code Download Process

Build a service to support a download

Load objects onto the DAC and then download them to the RADD
Define code suites

Build software object assignments

Monitor the download process

4.3.1 Downloading

The downloading function allows an MSO to deliver, upgrade/update firmware and ap-
plications to set-tops remotely or locally

4.3.2 Components of a Download Data Stream

Download Control Messages

Object Modules

4.3.3 Methods of Targeting multiple STBs for Downloads

Decoder Conditional Specific sets of terminals may be addressed through the use of
an optional decoder conditional. It is a preamble that contains an expression consisting
of decoder conditional terms and logical operators. A decoder conditional may be used
in conjunction with any other addressing mode (i.e. broadcast, terminal ID)

When building a decoder conditional on the DAC 6000, two things are entered, they are:

Decoder Conditional Name and Expression

4.3.4 Method of Targeting Terminals for Downloads

OM 1000 Configure the Background Service for the OM 1000 that services the Down-
stream Plant that the set-tops are on

Virtual Channel Map Only add the Background Service to the VCM that is as-
signed to the set-tops to be downloaded

4.3.5 Object Module - Types

Base Platform/Firmware Applications Monolithic Code Suite

10



4.3.6 Object Assignment Options

The final steps when downloading are: Define the object assignment on the DAC Load
the object assignment to the RADD

4.3.7 Object Assignment Options

Which object assignment to use will depend upon: Set-top type Object type

4.4 Hardware used and their funtions

Operating Center
—
Cable Operator Wirelink Key List Server
Billing System  ~-------==---~-
DCTI700
‘“'— — | MPS —
;-
— e re—
- DCTZ000
| T T P
DCTZ500 DCTZ500 - e [
OM1000 DCTZ500
DCTS100 DCTS100 [ h
Lt RFDZ2000 DCTS100
Remote Headend #1 Remote Headend #2 Remote Headend #3

Figure 4.2: DAC based Architecture

4.4.1 DAC6000/RADD6000 Functions

Authorizes video and audio services and operating features for DCTs. Facilitates secure
delivery of services. Provides an interface to business systems for provisioning and inven-
tory management. Maintains a database of terminal and headend equipment operating
parameters. Manages service databases and automated scheduling of services, including
subscriptions, IPPV Collects impulse transactions from terminals and transmits them to
the business system. Monitors the terminal population. Supports virtual channels in the

digital multiplex.

11



4.4.2 OM 1000 Functions

Control link through which the digital headend transmits addressable commands and
authorization messages that control DCTs. Other types of information delivered OOB:
Interactive Program Guide (IPG) or Electronic Program Guide (EPG) data Application
code downloads Control messages for emergency situations Figure3.3.2 OM 1000 Ex-
ecutable code downloads to upgrade cable terminal operations Interactive downstream
control messages OOB (Out-of-Band) Traffic includes Address Control (Change Services)

& Background Services:

1 Download Firmware & Software
2 Send Guide Data (EPG/IPG)
3 Interactive Control (VOD)

4 Handle EAS (Emergency Alert System)

Input Multiple DAC/RADD EMM Digital Streams Output One RF and QPSK Stream
In-Band vs. Out-of-Band (OOB) EPG  Electronic Program Guide IPG - Interactive Pro-

gram Guide

4.5 Setup and run

4.5.1 Add medium in Automoto

e In order to use the third party plugin in AUTOMoto CodeLoadMedium.dll file of
plugin need to be added in Medium Manager. Please follow below steps for doing
the same.

Click on — Tools — Medium Manager — Add new Medium — Open path of

CodeDownload.dll file and select it — Click on Ok

4.5.2 Configure device with Code Loader interface

e Code download plugin need to access set-top box via serial communication. So serial
connection need to be configured in order to bind the device with the interface of
the plugin. Please follow below steps for doing the same.

Click on — Edit — Edit Configuration Wizard — Configuration Wizard will be

opened.

12



Now here we need to create a new device, which we will have to bind with the free
interface of Code loader, by dragging and dropping that device on any of available
interface of our plugin on right side panel. This will open a user interface of our
Code Loaders configuration user interface.

Select — ThinClient Loader — Select DAC method — This will set up a Ul on
right side. Here we need to enter appropriate configuration details, which will be

used while running test case.

Serial Configuration: Here Serial Connection parameters need to be selected
appropriately such as, COM Port : COM Port with which the STB is connected

using serial cable.

Baud Rate: Enter baud rate compatible with STB. In case of ThinClient box, 38400
should be selected.

Parity: Odd should be selected for ThinClient box. Other parameters are fine as

default one.

DAC Configurations:

Here the configurations of the DAC server to be used need to be entered appropri-
ately.

Note: Default configurations are fetched from the config.xml file. The updated

values will be saved in secondary variables of AUTOMoto.

FTP Configurations:

Here the configurations of the FTP server to be used need to be entered appropri-
ately.

Note: Default configurations are fetched from the config.xml file. The updated

values will be saved in secondary variables of AUTOMoto.

Verify all entered data and press ok button. If it was successful then a prompt
will be shown along with interface number saying that it got configured and saved

successfully.

13



4.5.3 Create test case for DAC based CDL

e In order to create a new test case for the Code downloader follow the process below.
Click on — Create New Test Case — select Utilities — Select Code loader — Drag

and drop Icon

4.5.4 FTP build file upload and run test case

e Verify /update FTP server configurations where you want to upload the build files.
Click on — Browse Button — Open Build File — Click on Ok

e This will show prompt saying FTP upload was successful or not.

Follow this process for Application Objects as well.

e Run the test case, make sure to select the device which you configured when asked.

4.5.5 Troubleshooting Tips

Error code and their description:

DLO1 - Your object is incompatible with the settop your are targeting

DLO02 - The download object can not be found

DLO03 - The download object differs in name or size from the object name or size con-
tained in segment 1

DLO04 - The download service you have selected is not in your map

DLO05 - The object you are downloading is an older version than the Boot version con-
tained in your settop

DLO06 - Checksum failure

DLO07 - Insufficient storage space (most commonly seen when trying to download platform

code before an application has had time to disable and erase)

4.5.6 Version Verification

After certain interval of time send command 1016 this will fetch following logs. This

indicates current versions on STB are v34.45 Platform and TvGuide v79.85.

14



LoDi-
0D -
LoD1-

LOD1-

1D 188680000 PAPBRA7A AABABERA F
> 19140000 DHERRERE BORBRRER F

3 Entries, Version 2 (ROHLezz mode>

Information ¢(Enabled Relocatable App

C8  43B19E64 @O700008

Entries:
0

Canstr Destr
ddr Addr

Resources:
cAddr Type StartAddr EndAdd

[EEET L] PRRRA PORBERRR DRBOARRE

1 Reso - Flazh Base: Bx18008088, Total Flash Size: GxB2000800

1396 operations - read: B, write: 1395, find: B, delete: 1

Memory Allocation for Platform and Applications:
ABBEE

BxP1 ERSBBs
31457280 28417636

Application Memory Allocation:
Alloc 5
BxPA7H000 2
87340832 B284479
d download UCH: 3568

Figure 4.3: Current versions on STB v34.45-Platform and TvGuide-v79.85
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08:59:13.180
08:50:13,190
08:59:13.210
08:59:13.220
08:59:13.230
08:59:13.240
08:59:13.250
08:59:13.260
08:59:13.280
08:59:13. 300
08:59:13.310
08:59:13. 320
08:59:13.340
08:59:13.350
08:59:13.370
08:59:13.390
08:59:13,410
08:59:13.420

LoD -
LoD1-
LoD1-
LoD1-
Lool

LOD1 -
LOD1-
LOD1-
LOD1-
LOoD1-
LoDl-
LoDl
LoD1-
LoD1-
LOD1-
LOD1-
LOD1-
LOD1-
LoDl -
LoD1-
LoDl-
LoDl

LoDl -
LoDl -
LOD1-
LOD1-
LOoD1-
LoDl-
LoDl -
LoD1-
LoD1-
LOD1-
LOD1-
LOD1-
LOD1-
LoD1-
LoDl
LoD1-
LoDL

LOD1-
LOoD1-
LOD1-
LoDi-
LoD1-
LoD1-
LoDl-
Lool

LoDL-
LoD1-

Loader object pirectory Full pisplay (ver. 2)

Entries:
ent obj obj Name/vers object App  App star obj obj constr
H# Typ C15 List Ip/vers i 1D vers Addr size Adir offser

02 OB3 PLT 028_IR_C 34.16 00060000 FFFF FFFFFFFF 00880000 O0BAFAGL 18880000 FFFFFFFF FFFFFFFF FLS

Dest
offs

r str obj
et Cls Typ sig

INV Yes

03 OB PLT 02B_IR_C 34.45 00060000 0006 00000075 01740000 OOBBCELD 19740000 00000070 00000000 FLS EXE Yes

2 Entries, version 2 (ROMLess mode)
pynamic Information (Enabled melocarable apps.)

Relocatable Heaps:
Heap Address Size

€5 43B19E64 00700000

Entries: X

obj obj constr Destr Text Text pata Data BsS BSS
H#  Name vers  addr Addr addr size Addr size Addr size
Resources:

Rsrcaddr Type startaddr Endaddr Pr

4A21F6D0 FLSH 00880000 02000000 00000000 00000000
1 mresource, Flash Base: 0x18000000, Toral Flash size: Ox02000000

statistics: R
176 operations - read: 0, write: 174, find: 0, delete: 2

Memory Allocation for Platform and Applications:
0x02500000
38797312

Plarform Memory allocatrion:
Alloc used Aavail
0x01EQ0D00 0x01B19E64 0x002E61

31457280 28417836 0303964,

application Memory allecation:
alloc used A

0x007 00000 0x00000000

07340032 00000000 07340032
Last attempted download WCN: 3567
Dump Complete

onld Seg Left
state PID Date/Tim

LOADING 1CBA 00002784
ENABLED 0000 11/08/17

Figure 4.4: Current Version is 34.45 and its being downgraded to 34.16:
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1016

08:59:43.190 LOD1- Loader object Directory Full pisplay (ver. 2)
08:59:43.200 LOD1- Entries:

08:59:43, 200 LOD1- Ent obj obj wame/vers object App  App Stor obj obj constr  Destr  Str obj pnld seg Left
08:59:43.200 LOD1- H# Typ €15 List ID/vers Io I vers Addr Size Addr offset offser Cls ‘ryp 5ig State PID Date/Tim
08:59:43.200 LOD1= == === === =——c=ce= —=oa= m=== mmmemces mmcmmcms mmmmmmms mmmem==s mmmmmsms m==mse== === === ==2 =ss=s==== === ======a=
08:59:43.200 LoDpl- 02 OB) PLT Q28_IR_C 34.16 00060000 FFFF FFFFFFFF 00880000 008 1 18880000 FLS INV Yes LOADING 1CBA 0Q0025F2

08:59:43.200 LoDl- 03 OB PLT 028_IR_C 34.45 00060000 0006 00000D75 01740000 00SBCELD 19740000 00000070 00000000 FLS EXE Yes ENABLED 0000 11/08/17
08:59:43.200 LOD1-

08:59:43.200 LOD1- 2 entries, version 2 (ROMLess mode)

08:59:43. 200 LoDl-

08:59:43.200 LOD1- Dynamic Information (Enabled relocatable Apps.)

08:59:43.200 LoD1-

08:59:43.200 LoD1- Relocatable Heaps:

08:59:43.200 LOD1- Heap Address Size

08:59:43.200 LOD1- ==-== -c-sccce ccccca--

08:59:43.200 LOD1- €5 4381964 00700000

08:59:43. 200 LoD1-

08:59:43.200 LOD1- Entries:

08:59:43.200 LOD1- obj obj constr  Destr Text Text pata pata B55 BSS CRC3I2s

08:59:43.200 LOD1- H# Name vers  Addr Addr Addr s5ize Addr size Addr size TDEB

08:59:43.200 LODI= == ======== =mmo- mmmemess mmmmmms== mmmmmmss memmmeas mmememss mmmmmems memmmess ==mme-s= ==-s-=

08:59:43.200 LOD1-

08:59:43,200 LOD1- Resources:

08:59:43,200 LOD1- RsrcAddr Type StartAddr Endaddr PrevRsrc NextRsrc

08:59:43.200 LODl- =-====== ===
08:59:43.200 LoDl- 4AZ1F6D0 FLSH 00880000 02000000 00000000 00000000

08:59:43. 200 LoD1-

08:59:43, 200 LOD1- 1 Resource, Flash Base: 0x18000000, Total Flash size: 0x02000000
08:59:43.200 LoDl-

08:59:43,200 LOD1- Statistics:

08:59:43.200 LOD1- 626 operations - read: 0, write: 624, find: 0, delete: 2
08:59:43.200 LODI- o

08:59:43,210 LoD1- Memory Allocation for Platform and applications:

08:59:43.230 LoDl- Ox02500000

08:59:43.240 LOD1- 38797312

08:59:43.250 LoDl-

08:59:43.260 Lopl- Platform Memory Allocation:

08:59:43.270 Lobl-  Alloc used Avail

08:59:43.290 LoDl-
08:59:43. 310 LoDl- OxO1EQQOO0 Ox01B19E64 0x002EGLOC
08:59:43.330 LoD1- 31457280 28417636 03039644
08:59:43.350 LOD1-

08:59:43,350 LoD1- Application memory Allocation:
08:59:43, 360 Lopl-  Alloc Used Avail
08:59:43.380 LoD1- --
08:59:43.400 Lopl- OxQ0700000 0x00000000 0x007 00000
08:59:43.410 Lopl- 07340032 00000000 07340032
08:59:43,430 LOD1- Last attempted download VEN: 3567
08:59:43.450 LOD1- Dump Complete

Figure 4.5: 34.16 is Loading

09:15:25.410 LOD1- Loader Object Directory Full Display (ver. 2)

09:15:25.410 LODL- Entries:

09:15:25.410 LOD1- Ent Obj ob* Name/vers Object App  App stor obj obj Constr  Destr 5tr ob pnld seg Left

gg:g:%;.ﬁg ng{- H# Typ €15 st ID/Vers Io v vers Addr 5ize Addr offset  offset ¢ls T}rp 51g State PID Date/Tim
115:25. LODL- == —=c == o oo oo e e e meeeoo mmeos memmmn memmoo mmmeem —om Som oD e e —emeeeo

09:15:25.410 LOD1- 02 0BJ PLT 028_IR_C 34.16 00060000 0006 00000058 Q0880000 O0BAFAGL 18880000 00000070 00000000 FLS EXE Yes EMABLED 0000 11/08/17

Sg:lg:gg.ﬂlg LOD1- 04 OB) APP Tv_Guide 79.85 00000000 O7DA OO0O0LF31 01140000 0012925C 19140000 00000000 00000000 FLS EXE No  ENABLED 1C88 11/08/17
:15:25.410 LOD1-

09:15:25.410 LOD1- 2 Entries, version 2 (ROMLess mode)

09:15:25.410 LOD1-

09:15:25.410 LOD1- Dynamic Information (Enabled Relocatable Apps.)

09:15:25.410 LOD1-

09:15:25.410 LOD1- Relocatable Heaps:

09:15:25.410 LOD1- Heap Address Size

09:15:25.410 LOD1- €5  43B0AF74 00700000
09i15:25.410 LOD1- Entries:

09:15:25.410 LOD1- obj obj Constr  Destr Text Text pata pata B55 BS5 CRC325
09:15:25.410 LOD1- H# Name vers  Addr Addr Addr size Addr Size Addr Size T DB

09:15:25.420 LOD1- 04 Tv _Guide 79.85 43B0AFB0 43B0AFEC 43B0AFB0 0022BDEQ 43D330C0 0002DF58 43061040 O00DSFABD = = X

09:15:25.420 LOD1- Resources:

09:15:25.420 LOD1- Rsrcaddr Type Startaddr Endaddr PrevRsrc MextRsrc
09:15:25.420 LOD1- -=—-

09:15:25.420 LOD1- 4A21DCS0 FLSH 00880000 02000000 00000000 00000000

09:15:25.420 LOD1- 1 rResource, Flash Base: 0x18000000, Total Flash Size: 0x02000000

09:15:25.420 LOD1- Statistics:
09:15:25.420 LOD1- 1394 operations - read: 0, write: 1393, find: 0, delete: 1

09:15:25.460 LOD1- Memory Allocation for platform and applications:
00:15:25.480 LOD1- Ox025 00
09:15:25.490 LOD1- 38797312
09:15:25.500 LOD1- Platform Memory Allocation:

Alloc used
09:15:25.550 LODL- OXO1EQ0000  OXOLBOAF74  OXOO2F508C
09:15:25.570 LOD1- 31457280 28356468 03100812

09:15:25. 590 LOD1- Application memory Allocation:
09:15:25.600 LODL- Alloc used Avail

09:15:25. 630 LoDl- Ox00700000 0x002B6878 0x00449788
09:15:25.650 LOD1- 07340032 02844792 04495240
09:15:25.670 LOD1- Last attempted download VCN: 3566

09:15:25.690 LOD1- Dump Complet:

Figure 4.6: New version : 34.16-Enabled

e For Version verification we need to analyze log file of size Kbs or Mbs for a single
STBs logs, when we are having hundreds of box it increases the time complexity
of the task. Here there are only 5 attributes affecting the final success or failure of
CDL process but when we are having thousands of attributes then rather than using

a conventional approach, we can apply some intelligence using Machine Learning
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approach to analyze such huge logs. I implemented a prototype to demonstrate the

power of Machine Learning and how we can apply it in such huge log analysis.

This process of identifying on whether an upgrade(or a process) has failed or it has

succeeded involves to many conditions and is cumbersome .

Methods of these types on very large LOG data takes hours and sometimes days to

run.

To make it more efficient I proposed an alternate interpretation of the problem ,
it could be seen as : Classifying Success or Failure of a process given its

other surrounding parameters.

This now is a standard machine learning classification problem . And I was given

an opportunity to present a prototype of this machine learning approach .

I accomplished the classification task using a artificial neural network and it was

received with great appreciation in the company.

My approach: Artificial Neural Network
150 Neurons for each entry in file: 150 rows
2 Hidden layers: with 256 neurons

Output: SoftMax — Success/Failure

256 neurons 256 neurons

5 neurons
OBJECT TYPE
OBJECT NAME
OBJECT VERSION
FAILURE!
OBJECT STATE

Output

TIMESTAMP

Hidden Layer Hidden Layer
1 2

Figure 4.7: The architecture of the ANN

17



Chapter 5

TFTP based Code Download for
Set-top boxes

Category of set-top boxes which supports TFTP protocol, are targeted by this particular
code download method of our plugin. Code download initiation as well as verification is

will be performed automatically.

5.1 Flow Diagram

A computer, through its Ethernet TF'TP port, is a fast and easily obtainable instrument

for loading platform code into a set-top box.

Required
code suit file TETP
Server
Code
Download
PC
M”|tip'9\§ fi AutoMoto Serial STB II\TZ::”
Devices | » Config Plugin Communication Version
1 With Box

Figure 5.1: TFTP Based CDL: Block Diagram

e Description of the flow:
- Appropriate Code Suite build must already be kept in TEF'TP Server
- Establish Serial Communication from our computer to STB and via this connection

perform following tasks.
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- Get Current Version on STB via Serial communication

- Reboot STB

- Enter in SSBL boot mode via serial port

- Enter into debug mode via Serial communication

- Run install command with along with TFTP servers Ip and file path
- Track the process by monitoring Serial port data

- After the download completes, the STB will reboot.

- Verify that the expected platform version is running in the serial port output.

5.2 Setup and Run Test Case

5.2.1 Steps

1.

To Create Test Step of Code Downloader drag and drop Code Loader from Modules
under Utility Category.

. Enter appropriate information in User Interface of Code Loader.

Select KALoader as loader and TFTP method

Enter values in all the fields as follows with $varName. These values can be set at

runtime.
Select Platform Type as ELM.

Check or uncheck the Reload box. In case if your boxs current version is similar
as new version then reload will again load the same build. While unchecked reload

will come out with success saying Already Same Build.
Click on Save.

Run the test. Select the device which is configured with Code Loader interface from
Config Wizrd. Here make sure you have configured with compatible configurations

of the box (e.g baud rate: 115200, parity: none etc).

Set Runtime variable values appropriately as follows:
$host: 10.237.155.19
$port: 22
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$source: (Add path of your local machine)
C:-bi-elmINTERNAL-USE-ONLYKA-trunk.613583bcm45dcx4220.bin
$destination: ” /extra/tftpboot/”

$user name: root

$password: root123

5.2.2 Add medium in Automoto

e In order to use the third party plugin in AUTOMoto CodeLoadMedium.dll file of
plugin need to be added in Medium Manager. Please follow below steps for doing
the same.

Click on — Tools — Medium Manager — Add new Medium — Open path of

CodeDownload.dll file and select it — Click on Ok

5.2.3 Configure device with Code Loader interface

e Code download plugin need to access set-top box via serial communication. So serial
connection need to be configured in order to bind the device with the interface of
the plugin. Please follow below steps for doing the same.

Click on — Edit — Edit Configuration Wizard — Configuration Wizard will be

opened.

e Now here we need to create a new device, which we will have to bind with the free
interface of Code loader, by dragging and dropping that device on any of available
interface of our plugin on right side panel. This will open a user interface of our
Code Loaders configuration user interface.

Select — KAcode Loader — Select TF'TP method — This will set up a Ul on right
side. Here we need to enter appropriate configuration details, which will be used

while running test case.

e Serial Configuration: Here Serial Connection parameters need to be selected appro-
priately such as, COM Port : COM Port with which the STB is connected using

serial cable.

e Baud Rate: Enter baud rate compatible with STB. In case of ThinClient box, 38400
should be selected.
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e Parity: Odd should be selected for ThinClient box. Other parameters are fine as

default one.

e Verify all entered data and press ok button. If it was successful then a prompt
will be shown along with interface number saying that it got configured and saved

successfully.

5.2.4 Create test case for TFTP based CDL

e In order to create a new test case for the Code downloader follow the process below.
Click on — Create New Test Case — select Utilities — Select Code loader — Drag

and drop Icon
5.2.5 FTP build file upload and run test case

e Verify /update FTP server configurations where you want to upload the build files.
Click on — Browse Button — Open Build File — Click on Ok

5.2.6 Run-time Variable Support

TFEFTP based CDL is having support for run-time variable support. You can provide
$VarName in all input fields

e This will show prompt saying FTP upload was successful or not. Follow this process

for Application Objects as well.

e Run the test case, make sure to select the device which you configured when asked.
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Chapter 6

Implementation

6.1 DAC Based Code Download Process

Once you execute, Mozilla Firefox instance is created in background and following se-

quence of actions are performed:

e By pass security exception of SSL

e Open DAC URL

e Login to DAC

e Refresh box in case of Terminal Index addressing type

e Creating platform Code Object and Application Objects

e Adding all Objects to RADD

e Creating Decoder Conditional in case of Broadcast addressing type
e Creating Code Suit

e Creating Code Suit Components and select services for each component of code

suit.
e Adding Code Suit Object to RADD
e Creating Assignment
e Targeting Assignment according to selected Addressing Type.
e Verify Version by serial log analysis
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6.2 DAC User Interface

e There are several sections for the user inputs. There are some default values al-
ready provided according to the usability of the team. And some inputs will be
automatically fetched from the build files to be uploaded on FTP server.

e FTP Config: User can override the FTP server configuration parameters here.

e DAC Object: User can upload platform object build files from here, by clicking
on browse button, same functionality is supported for Application Objects as well.

Dac object details will be fetched from ”.dat” file automatically.
e Unicast, multicast and broadcast addressing modes are supported.

e FTP functionality eliminates use of WinSCP tool, which earlier was being used to

upload all build files on server. Thus, it eliminated the manual effort.

o5l Code Loader =3 B
|
KACodeLoader
| e — P Coig I
acc4000d Password = FTP URL ftp://134 242 240 50/ /home/accdl
Build Files  028-3470.0bj -
028-3470.0ca il
Dac Object Code Suit
MName 028_IR_C Group Core Code Suite -
ersion M7 Application Object
Insertion Rate 00 Number Of Objects ]
Group Base Platform . Insertion Rate 100
Name Version |~
Method
DAC - Assignment Tv_Guide 7957
Version Identification FDSGMOEJ 10
Assignment Description: DESCR175822 |
- ITASclrt 24.48
or Assignment Type Include Code Suite - -
-Browse
Destination
Addressing Type Terminal Id
@ Terminal Index 5081 Name
() Broadcast By
[ Save ] [ Cancel ]

Figure 6.1: DAC UI With FTP and Multiple object support
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6.3 Earlier server uploading

SCP

was done Using Win-

By Winscp =8
Local Mark Files Commands Session Options Remote Help
{‘?} Eiﬂ Queue - Transfer Settings Default a -
ﬂ Mew Session
~| My docurnents @ E E m E‘ = e
~
By Login | = [T New -
C\Users\gjayswal\Documents\,
F New Si 5 h
Name & New Site ssson 1 Rights ¢
[ 2cc4000d@134.242.240.50 File protocol: Encryption:
= N & root@198.158.105.43
| Apowersoft FTP Mo encryption
. Custom Office Templates Host name: Port number:
- ISExpress 134.242.240.50 21
My Received Files
| My Web Sites User name: Password:
J OneMote Notebooks acc4000d seessssssssnnees
) Visual Studio 2008

2 Visual Studic 2010
2 Visual Studio 2013
2 Visual Studic 2015
. Visual Studio 2017

E Con_vspe

E configwvspe

B DAC IRVINE.vspe

H ELM.vspe

| scanReport.be

Toals V] [ Manage

L,,gin |v][ Close ][ Help

4|

1

S 4

I

0Bof113KBin0 of 16

Mot connected.

5 hidden

Figure 6.2: FTP using WinSCP

6.4 DAC Code Structure

Here is the Code structure which contains 3 basic classes being used for the core func-

tionalities.

1. DACLoader: Responsible for using and the functionalities exposed by other two

classes.

2. SerialCommunication: Responsible for establishing serial connection, fetching and

processing serial logs from STB’s.

3. SeleniumHandling: Responsible for creating firefox instance in back-end and au-

tomating whole web process part using selenium web driver.
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KATftploaderParams.cs [Design] DACLoaderConfiguratgions.cs KATftpLoaderParams.cs DACLoaderParams.cs

B [ ThinClinetLoader - %, ThinClientLoaders.Serial Communication - @ initSerialCon()
o 1 # using I:l
-3 17
zr. 18 =Inamespace ThinClientlLoaders
£ CEE
i 20
21 = class DACLoader
22 {
3o
26
27 & public void dacService(InterfaceConfiguration _config, CodeloadConfiguration _setup,
&0 3
61
62 i3 [Enum used for DAC CDL Operations|
125
1286 /] CLASS FOR SERTAL COMMUNICATION HANDLING
127 = class SerialCommunication
128 {
129 i |Cla55 Members and Constructor)
155
56 e
492
493 &
Gad
sas e
991 3
982
983 // CLASS FOR SELENIUM HANDLING
apd class SeleniumHadling
205 7
986 [+ Class Member Variables|
a3e
1594
1595 B [Pasic Components Create Operation
1959
2157
2315
2638
2631 B DeleteComponents)
2737 1
2738
2739 IR
2743

Figure 6.3: DAC Code Structure

6.5 Serial Communication code structure

This class contains methods and threads for establishing serial connection, fetching and

processing serial logs from STB’s.
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156 Eil #region Serial Data Processing =
2 & ho e e
157 static vo:i.d port_| DataRece:i.ved(object sender, System.IO.Ports.SerialDataReceivedEventArgs e)l:l
| 1auth
197 prlvate static void mcessBuffErData(strlng bufferStrlng)El -]
[BET
232
| i
256 I
275 I
384 L}
| .
]
321 H
| |
355 I
396
| : . "
414 prlvate static void tmer‘Thr‘eadl()El
1 ce | 1auth
unl
452 prlvate static void OnTlmedEventTermmate(ob]ect sender, ElapsedEventArgs e)l:l
491 #endregion
492 Ll
493 B #region Serial Communication I.
494 KK Initialise Serial Communlcatmn
495
public woid initSeria Con()l:l -]
547 // Start Connectlon 1
1 nce | O thors,
5438 private \.'Dld star’t(llck(strl g comPort, int baudRate, Parity parity, StopBifts stopBits, int dataBits, int readB
574 ,-",-" Dpen Connection I.
| 1aut Ll
575 prlvate void OpEI"ICDr‘II‘IECthI"I()l:l
593 KKSEnd Commands to Serial Port
594 prlvate stat1c VDld sendComandToSer‘ulPort(S*'1ng C"“”El
619 // Clese Current connection
628 pubhc static void closeConnectmn()I:l
648 #endregion
641
642 E|I #’egicn version validation
643
682
731
738
| hd

Figure 6.4: Serial Communication Code Structure

6.6 Selenium Code Structure

This class contains methods for creating Firefox instance in back-end and automating
whole web process part using selenium web driver.
It also have mechanism for version verification process by analyzing the serial logs fetched

from the STB.
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class Seleru:.umHadling ) i |_

|
984 =]
ses |1 {
386 Class Member Variables|
930 |
931
1502 |
1595 =] #region Basic Components Create Operation
1596 =] fFE**®®E 1, Add Object to DAC
1597 2. Load object to RADD
1593 3. Create Codesuite
1599 4. Download to RADD
1688 5. Create assignment and target to STB *****=%/
1681 private static bool CreateObject({IWebDriver driver)l:l
:El:: 0 thors, Och
1649 CreateAppObject(IvebDriver driver, string appObj, string versicn, string filENEmE)l:l
17@1 cr-eateCodeSuit(I-I.-lebD’J'.ve’ driver)l:|
1743 createCodesuitComponents (IkebDriver driver)l:l
1793 TVGuideComponent(IWebDriver driver)l:l
ce | 1aut e
1832 private static bool createAssignments(IlebDriver driver)l:l
| 1author, 1
1924 private static bool addDecoderCondition(IWebDriver driver)l:l
1958 #endregion
1959
196@ EI| #region LoadComponents
1961 =] f*****%* 1, Load Object to DAC
1962 2. Download cbject to RADD
1963 3. Verify RAD Download
1964 4. Check for each cbject status in RAD
1965 5. Target assignment to STB ***++++/
1966 private static bool LoadObject(IWebDriver driver)l:l
1999 rivate static bool DownloadObjectToRADD(IWebDriver driver)l:l
5 |1 &
2831 private static bool verifyRADDownload(IWebDriver driver)l:l
2859 /f Check status of each RADD objects
2068 private static bool checkStatusForEachRadObject(ICollection<IlebElement> rows, string requiredCondition, IWebDr
2186 rivate static bool dcu-mload(StoRAD[)-(Il.\.lebD’ive’ driver)l:l
2133 private static boel targetAssignmentToSTB(IWebDriver dr:i.ver)l:l
2154
2155 #endregion

Figure 6.5: Selenium code structure

6.7 Creating Firefox Instance code snippet

Firefox instance need to be created which provide Security Certificate by pass, should be

running in background etc. Here is the code snippet.
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, . - .
1499 = private static IWebDriver CreateFirefoxInstance()

1588 {

1581 IkebDriver driver = nullj

1582 refoxProfileManager ffProfileIni = new FirefoxProfileManager();
1583 FirefoxProfile profile;

1584 El try

1565 |

1586 =] if ((profile = ffProfileIni.GetProfile("SeleniumFFProfile”)) == null)
1587

1588 Conscle.WritelLine("SELENIUM PROFILE NOT FOUND");

1589 profile = new FirefoxProfile();

1510 | }

1511

1512 catch(Exception ex)

1513

1514 throw new Exception("Firefox needs a Profile with \"SELENIUM\"");
1515 string reason = ex.ToString();

1516 ErrorHandling(reason, (int)EnumErrerCategory.SeleniumError);
1517 |

1518 profile.AcceptUntrustedCertificates = true;

1519 profile.AssumeUntrustedCertificateIssuer = true;

1528

1521 El try

1522 I

1523 FirefoxOptions options = new FirefoxOptions();

1524 options.AddArguments(”--headless");

1525 options.Profile = profile;

1526 driver = new FirefoxDriver(options);

1527

1528 catch (Exception ex)

1529 I

153@ string reason = ex.ToString();

1531 ErrorHandling(reason, (int)EnumErrerCategory.SeleniumError);
1532 |

1533 return driver;

1534 | 3}

1535

Figure 6.6: Creating Firefox Instance code snippet

6.8 TFTP based CDL: Support FTP and Run-time

variable

o= Code Loader - - » |i;& :
[
[
FTP Config !
ir
Host  Shost User Name  SuName Password = Port  Sport h
SourcePath  $Sourcepath E] Destination Sdestination b
i
Platform Information
Platform Type ELM * [] Reload
Methed
TFTR -
Version
-
or
[ Save ] [ Cancel ]

Figure 6.7: TFTP Ul
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6.9 TFTP Ul: Runtime variable support

Runtime variable is the way to change values on run time without interacting eith the
User Interface of plugin. Tester can even save the values of all run time variables in

”.van” file and can retrieve back again too.

= |
okl Test Session Configuration | M'

This test session has attained XX%  Automation Effectiveness Level.
Testable devices | Runtime Variables

[] Sert ltems By Name

Wariable Name

»

.. $destination = ?2? (Varies or not set) [ |
shost = 22? (Varies or not set)
$port = ??? (Varies or not sat) \ariable Value
Spwd = 77? (Varies or not set)

$Sourcepath = 7?? (Varies or not set)
$SuName = 77? (Varies or not set) E Set empty value

; Sa
- Not Initialized -
O => ELM Test1

. Save vaniables to file
- Lead varisbles from file

Cancel Save session

Figure 6.8: Run-time variable support in code downaload

29



6.10 TFTP Code Snippet

3! KATftpLoaderParams.cs [Design]* JACLoaderConfiguratgions.cs KATftploaderParams.cs™ + ><_

[¢#] KACodel oader = | & KACodeloader.TestCaseParamDescr = | &F TestCaseStatus

1 Husing I:l

=]
1 18
:r. 19 “Inamespace KACodeloader
£ 20 {
B 15 e e 1= 1
21 = public enum TestCaseParamDescr
22 { TestCaseStatus ,PlaformType, FilePath, ReloadChecked, PrevicusBuild, FlashBuild, ErrorMessage, Description };
23
- // ENUM used in CDL process
25 £
53
54 // TFTP Based Code Download Handling Class

public partial class

fitpLoaderParams : CodeloadConfiguration

i
=
& |L':1'1'it and Setup Regicn|
& |P'c.:e;5 Start and Setup 'esult|
& |SE’iaJ. Communication and Data P':cessing|
E
B
] Flash Build Process
& |P'c.:e;5 for firmaware Version fetching from the connected STB|
& |UI Control Handler E‘u-ent5|
// FTP functionality Class
1 loc Oauthors, O ch
1398 = class sftp
1399 {
1 re ce|0c 0 authors, O cha
1488 public static beool UploadsFTPFile(string hest, string username,
1481 + string password, string sourcefile, string destinationpath, int port)lzl
1424 }
1425 ¥
1426

Figure 6.9: TFTP Code structure
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Chapter 7

Other Work

7.1 ACCEL (Automatically Controlled Collection Of

Error Logs) functionality enhancements.

7.1.1 Overview

e ACCEL 2.0 System Overview

— Automatically Controlled Collection of Error Logs

— ACCEL][7] is an Automated Solution that helps in the gathering of event re-

lated data from Settops or any device under test

— The benefit of ACCEL lies in the fact that it helps automate the reporting of

thousands of tests that would otherwise have to be reported manually

x Cost savings by eliminating the manual reporting
* Extreme time savings
* Reporting error reduction

x Standardized report format

7.1.2 ACCEL Components

e The following 5 subsystems make up ACCEL 2.0:
1. AutoMOTO Medium

— This is the event data collection tool
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Stability Racks Email/Website
TN

IR " '
Hlﬂl‘m '

AutoMOTO Medium

| ] ACCEL

I Stability Manager
AutoMOTO Medium:. Datal
Email/Website

Figure 7.1: ACCEL System Overview

— Works with the device IDs under test that are contained in the Stability Man-

ager
2. Stability Manager

— A front-end GUI for the database

— Information related to the devices under test need to be entered into the Sta-

bility Manager so automated reports can be generated
3. Database
— Central Repository for all ACCEL 2.0 data
4. Report Email

— Color coded for quick review

— Sent out daily to a subscribed list by test group

— Provides high level report statistics with links to drill-down to greater level of
detail on the companion report website

5. Companion Report Website

— Provides detailed information for the high level report communicated in the

email
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7.1.3 Tools and Technologies used

e Microsoft Visual Studio(Asp.net):
Microsoft Visual Studio is used as development environment of our plugin. Asp.net

programming language is used for the development.[3]

¢ ACCEL Website of ACCEL tool
It’s a tool for automatically Controlled Collection Of Error Logs. It fetches serial
logs form all the set-top boxes connected, does some analysis, generates report and

sends it to the uses.|[7]

e AutoMoto

Version: 20.19. AutoMOTO is a framework, developed by ARRIS developers for
their devices only. It can be used by developers as well as testers to automate test
procedures, that otherwise would have consumed a lot of time.

Using AutoMOTO, a tester can create, manage,schedule, and review the results
of automated tests. The medium used is a .Net DLL program object which helps
in communication between AutoMOTO software and various testable devices via
a software or hardware interface (such as COM port, USB devices, TCP/IP and
SNMP protocols etc.).[1]

¢ MySQL Database
MySQL is an open-source relational database management system. Its name is a
combination of "My”, the name of co-founder Michael Widenius’s daughter, and

”SQL”, the abbreviation for Structured Query Language.[9]

7.1.4 Tasks and Description

1. Provide find link to get list of similar issues
Accel report will have a result table generated based on the the input criteria
selected. In case of failure, some cases will be repeated in the history so that they
might already been logged in JIRA. So find link is provided in case if any match in
the JIRA database is found, which will lead to redirecting to a web page displaying

all such similar issues.

2. Filter out the retrieved list according to current Test Configuration Filtering need
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to be applied to fetch only results which matches the test configuration of the

currently selected issue. Filtering on fetching results is applied to get desired results

and display the same on web pages.

Provide link to existing JIRA issues Identify if the issues already exist in database,

then provide link to that particular JIRA issue. So that user can directly go on the

particular issue and perform necessary actions.

7.1.5 Implementation and Screen-shots

] e e
] s s, o
st s gt et soosom
]y s, s o
st s, oo
] s itss, 1805 oo
st s, oo
] e TS, o
] v its, st oo
] e g et ooso
] s icts, st oo

49 BA~- 10 AnA AnTRA

Figure 7.2: Find link to similar

Reset

Reset

Reset

Reset

Reset

Reset

Reset

Reset

Reset

Reset

Reset

Passed - No Errors in Log

Passed - No Errors in Log

EPC Value: 0x43c7b1b0, EPC Name:
WatchdogExpired , EPC Location: EchoHMA.lib
utilsttp.o

EPC Value: Ox43c7b1b0, EPC Name:
WatchdogExpired , EPC Location: EchoHMA.lib
utilsttp.o

Passed - No Errors in Log

EPC Value: 0x43c7b1b0, EPC Name:
WatchdogExpired , EPC Location: EchoHMA.lib
utilsttp.c

OKAPPTP-
t 2347

kind...

Passed - No Errors in Log

Passed - No Errors in Log

EPC Value: 0x43c7b1b0, EPC Name:
WatchdogExpired , EPC Location: EchoHMA.lib
utilsttp.o

EPC Value: 0x43c7b1b0, EPC Name:
WatchdogExpired , EPC Location: EchoHMA.lib
utilsttp.o

EPC Value: 0x43c7b1b0, EPC Name:
WatchdogExpired , EPC Location: EchoHMA.lib
utilsttp.o

issues and JIRA link to known issues
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' [ ACCEL x V[ AcceL xy § [OKAPPTP-2347] Excepti X ‘ [ ACCEL % ‘ [ ACCEL

&« C | ® odart.arrisi.com/browse/OKAPPTP-23

T Dashboards ~ Projecis ¥ Issues ~ Agile~ Tesis Links ~ Requiremenis ¥  Kanoah

¢ Apps-Third Parly / OKAPPTP-2347

4 Exception: WatchdogExpired ; EchoHMA . lib utilsttp.o

] comment Assign | More ~ Close Approval =~ Postponed = Workflow ~ =t ' Export -
Details People
Type (& Defect Status: CED (view Workflow) Assignee: n Mahoney, Brian
Priority # Unassigned Resolution Unresolved Assign to me
Affects Version/s 60.36 Fix Version/s None Reporter. n Lai, Eric
Companents Rovi Passport Votes 0 Vote for this issue
tability
Labeis stabilty Watchers: 8) Start watching this issue
Hardware Version ASTB
Used Dates.
Team Found Product Test Software Created 11/Sep/14 722 AM
Y
Non-compliance Intended Behavior Updatec: 05LIUIT 556 AM
M
Test Type Automated test
P Date Assign: 27/0ct/16 5:58 AM
Previous Result: Not Applicable Date Update 18/Dec14 328 BN
Software Configuration Clearcase Component:

Management

Previous Issue IDs OKAPPTP-2347
Development
Create branch
Description
Description Date/time observed: 9/5/2014

Location ebserved: DCX3200-TTC Drag and Drop

Figure 7.3: Output after clicking on find link

' [ AcceL x V[ accel x ¥ § [0kaPPTP-2347] Excepti X y [ ACCEL x ‘ [ ACCEL x w

C | @ localhost:62416/pages/JIRASearch.aspx?exception_id=7271520

Exception: EPC Name: WatchdogThread::ProcessTimeout({long) ; EPC Location: MoterolaDriversFlash_LE.lib watchdogthread.
Summary

Status

Resolution  Created

Assignee Updated

Type

Defect s ) :MctorolaDriversFlash_LE lib watchdogthread. Unassigned s Unassigned  Closed  Unreproducible  17-Jul- 01-Dec-
15 s
Past 10 Days v Defect = ; Flzsh_LE Jib watc Unassigned yyu Unassigned  New Unresolved  30Jun- 12-Feb-
3 13
\/TE - Stability v Dafect 3 ) Flash_LE lib watc Unassignea yru Unsssignsd  Closed  Unreproducicle 03-Feb- 13-V
5 5
Defect Exception : WatchdogThresd::ProcessTimeout{iong) ; MotorolaDriversFlash_LE.Iib watchdogthread. Unassigned Yo Unassigned  New  Unresolved  14-Aug- O7-Now
Irvine v 7 17
Dafect _ Exception EThread: ) Fiash_LE lib watc Unassigned <iai Unassigned  Closed Invalid 2% 30-Aer
Defect Process ) Flash_LE lib watc Threzd Unassigned i Unessigned  New  Unresolved  O7-Now 12-Naw
starvation by the VZ_EPG thread. ) H
Defect . Exception: WatchdogThread:ProcessTimeout(long) ; MotorolaDriversFlash_LE Iib watchdozthread. Session roabburi Yo Unassigned  Working  Unresolved  30Sep-  18-Oce-
Ctrl Thr CPU usage is 42.75% 15 7
Defect _ Exception: WatchdogThread:PracessTimeout(lang) ;MatorolaDriversfiash_LE lin watchdogthread dueto Il Unassigned joaus Unassigned  Closed  Cancelled  01-feb- 16-May-
Thread 16 17
Defect < ) Flash_LE lib watc Unassigned yru Unessigned  New  Unresolved  19-Apr  13-Apr-
7 7
Defect s ); Flash_LE o Urassigned Yo Unassigned  Close  Unrssolved 200 0-Jun-
Agproval Meris 15
Defect _ Exception: WatchdogThread:PracessTimeout(long) ; MotoralaDriversFiash_LE ib watchdogthread. Unassigned elai Unassigned  Closed  Unreproducible 05-Aug- 30-Sep-
Er 1
Defect _ EPCName: WetchdegThread:ProcessTimeout{long] , EPC Location: MotoroleDriversFlash_LE.lib Unessigned i Unessigned  Closed  Duplicate  18-Dec  02-lan-
vatchdogthrea 12 3
Defect Resat: Excaption: WatchdogT a5 ) MotoralzDriversFlash_LE = boswal nQE76  Unassigned  New  Unresolved  21-Apr-  02-Jul-
Address Error exception (store) 12 12

Figure 7.4: Known Issue’s JIRA link
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186 1blException.Text = epcNamelabel + r.EPCname + epclLocaticnlabel + r.EPClocation + "<br /:";

187 string escapeEPCname = r.EPCname.Trim().Replace(@"\", @"\\").Replace("(", @"\(").Replace(")
188 string escapeEPClocation = r.EPClocation.Trim({).Replace(@"\", @"\\").Replace("(", @"\(").Re
183 string query = "\"" + escapeEPCname + "\" AND \"" + escapeEPClocation + "\"";
118 DataSet jiraDataSet = new DataSet();

111 jiraDataSet.Tables.Add();

112

113 = try

114 {

115 Remotelssue[] ris = j.getIssuesFromTextSearch(auth, query);

116 String dispalyMessage = "";

117 - if (ris.Length.Equals(@))

118 {

119 var builder = new StringBuilder();

12@ builder.Append(1lblException.Text);

121 dispalyMessage = "No matching JIRA results found!™;

122 builder.Append('\n' + dispalyMessage);

123 1blException.Text = builder.TeString();

124

125 - string[] headers = {"Type","Key","Summary","Assignee"”,"Reporter”,"Priority”,
126 "Status”,"Resolution™,"Created”, "Updated”,"Due"};

127

128 - foreach (string header in headers)

129 {

13@ jiraDataSet.Tables[@].Columns.Add(header);

131 }

132

Figure 7.5: Code snippet to fetch data

7.2 APPIUM Mobile Automation

7.2.1 Overview

Make Mobile Automation generic for multiple operating systems and differently capable
hard-wares. Basically the scenario was, company had all the setup of the automation
already setup on MAC machine, now the task is to port whole automation set up on
windows machine.

Appium tool is being used for the mobile application testing automation, along with the
legacy software of the company called DATE. DATE framework is specially developed for
automation testing, it supports .tcl scripts which are later convered into Ruby scripts.
These ruby scripts are being used to run all the test cases on android as well as iOS
mobile phones.This project required the basic understanding of APPIUM, Ruby scripts,

mobile automation, android an iOS.
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7.2.2 Tools and Technologies used

@appium

Mobile Apps Automation Tool

PROGRAMMING 8 I I

Language iOS an0i1>

1 Appium
Appium is an open source test automation framework for use with native, hybrid
and mobile web apps. [10] It drives i0OS, Android, and Windows apps using the
WebDriver protocol.

2 Ruby
Ruby is a reflective,dynamic,object-oriented, general-purpose programming lan-

guage, which is being used for the test step automation.[l ]
3 i0OS and Android mobile applications

e The ARRIS SURFboard Manager mobile application: It steps you through
configuring your SURFboard Wi-Fi home network using your iOS or Android mobile
device (smartphone, tablet). With this mobile app, you can set up and monitor Wi-
Fi access, Parental Controls, and security protection on all the connected devices
(e.g., smartphones, tablets, computers, Smart TVs, gaming consoles, etc.) on your

Wi-Fi home network.[12]
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e ARRIS HOMEASSURE: It aims delivering reliable, high-bandwidth Wi-Fi to

every corner of the home with a simple consumer experience.[! 3]

7.2.3 Tasks and Description

Tasks are are as follows:

1 Bring up Appium and all setup on Windows machine for Android.
Android and APPIUM bring up is done successfully. All the ruby tests are being

executed using APPIUM on windows machine.

2 Explore to bring up Appium and all setup on Windows machine for iOS and check
feasibility or alternative solution.
iOS and APPIUM has having so much of limitation of compatibility. So directly
that way is not feasible at all. But found a solution, that using VMWare, Xcode can
be installed in visrtual machine. That way iOS device can be tested using windows

machine only.

3 Retrieving software and hardware capabilities from connected device dynamically
and launch UI accordingly. Develop a generic approach independent of mobile op-
erating system and hardware capabilities.

Different android and iOs devices will have different hardware and software capa-
bilities. Thus they behave differently for the same test cases. Currently they are
handled by providing their configurations in a hard coded ways. But this need to

be done in a generic way that task is in progress.
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Chapter 8

Return On Investment (ROI)

8.1 ROI Table

This automation achieves saving 217 staff days for the first year and 860 staff days from
the next year on wards.

It achieves, saving 21700peryearand86000 money of the company from the next year on
wards.

Here we are considering 100$as staff day cost.

User to enter

- Calculated automatically

ROI - calculated automatically

Notes:

All cost to be calculated in §
Assuming 100 USD as Staff Day cost for
testing

Figure 8.1: ROI representation
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Sl no Check list Manual Testing Automated Testing

No of staff days required to design test
1 | cases

2 | Cost to design test cases

3 | Cost of tool

No of staff days required to automate
4 | the test cases

Cost to implement automation of test
5 | cases

6 | Total cost of automation

No of staff days to execute the test
7 | cases

Cost to execute a full cycle of test cases
8 | (tester effort)

9 | Number of cycles per year

10 | Cost of testing per year

11 | Saving for the first year

No of staff days required fixing and
12 | Porting (in the subsequent year)

Maintenance Cost(Fixing and Porting
13 | effort)

14 | Cost of subsequent year

15 | Saving for the subsequent year

Number of cycles for subsequent
year(including the cycles on the ported
16 | Platform)

ROI for the first year(benefit/Cost of
17 | Automation)

18 | ROI for the subsequent year

Figure 8.2: Comparison of Manual Process and Automated Process
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Chapter 9

Conclusion

Code Download automation plugin is basically developed for ARRIS internal use only
with the agenda of upgrading/downgrading multiple Set-top boxes(STB) automatically
through a common procedure. Different categories of STBs need to be targeted suc-
cessfully based on the supported protocols for Code Download process such as DAC,
TEFTP etc and automated the whole process of firmware/application up-gradation and
down-gradation.

Automating the procedure of downloading code on multiple set top boxes can save
time and reduce man power required. Return on Investment suggest it saves a huge
cost to the company and plays a vital role in increasing efficiency and throughput of the
product development process.

ACCEL (Automatically Controlled Collection Of Error Logs) functionality enhance-
ments are done successfully. Appium bring up with ruby support for android was done
successfully along with successful test case execution. iOS setup for the same require-

ments is explored fully and report was submitted to company for their future reference.

41



Bibliography

1]
2]
3]
[4]

[5]

[11]

[12]

[13]

A. G. Inc., “Automoto documents.” https://AutoMOTO.mot.com, 2018.

M. Pikryl, “Winscp.” https://winscp.net/eng, 2018.

T. Teranishi, “Tera term.” https://en.wikipedia.org/wiki/TeraTerm, 2018.
J. Evans, “Selenium webdriver.” https://www.seleniumhq.org/, 2018.

M. C. Mozilla Foundation, “Mozzila firefox web browser.” mozilla.org/en-US/

firefox/new, 2018.

A. G. Inc., “Arris internal documents.” https://

ArrisInternalDocuments365-095-32271x2.docx, 2018.
A. G. Inc., “Accel documnets.” https://ACCEL.mot.com, 2018.

M. Corporation, “Microsoft visual studio.” https://www.visualstudio.com/

thank-you-downloading-visual-studio/?sku=Community&rel=15, 2018.
O. Corporation, “Mysql database.” https://www.mysql.com/downloads/, 2018.

A. D. Group, “Tera term.” https://appium.io/docs/en/about-appium/intro/,
2018.

e. a. Yukihiro Matsumoto, “Ruby programming language.” https://www.

ruby-lang.org/en/, 2018.

A, G Inc, “Surfboard  manager  mobile application.”  https://
ArrisInternalDocument365-095-32808_x.1_SURFboard_Manager_UG, 2018.

A, G. Inc, “Arris home assure.” http://www.arris.com/solutions/

wi-fi-connected-home/, 2018.

42


https://AutoMOTO.mot.com
https://winscp.net/eng
https://en.wikipedia.org/wiki/TeraTerm
https://www.seleniumhq.org/
mozilla.org/en-US/firefox/new
mozilla.org/en-US/firefox/new
https://ArrisInternalDocuments365-095-32271x2.docx
https://ArrisInternalDocuments365-095-32271x2.docx
https://ACCEL.mot.com
https://www.visualstudio.com/thank-you-downloading-visual-studio/?sku=Community&rel=15
https://www.visualstudio.com/thank-you-downloading-visual-studio/?sku=Community&rel=15
https://www.mysql.com/downloads/
https://appium.io/docs/en/about-appium/intro/
https://www.ruby-lang.org/en/
https://www.ruby-lang.org/en/
https://ArrisInternalDocument365-095-32808_x.1_SURFboard_Manager_UG
https://ArrisInternalDocument365-095-32808_x.1_SURFboard_Manager_UG
http://www.arris.com/solutions/wi-fi-connected-home/
http://www.arris.com/solutions/wi-fi-connected-home/

	Certificate
	Statement of Originality
	Acknowledgements
	Abstract
	Abbreviations
	List of Figures
	Introduction
	Code Download a Manual Process
	Project objective and benefits
	Block Diagram for adding extra functionality by 3rd party Plugins(medium)

	Tools and Technologies used
	Visual Studio 2015 (C#.net)
	AutoMOTO (ARRIS Testing Tool)
	WINSCP 
	Tera Term 
	Selenium (Webdriver, configuration, version, script)
	Mozilla Firefox Browser
	Virtual Serial Port Emulator
	Set Top Box


	System Analysis
	System scope
	Sytem Features
	User Characteristics
	Operating environment

	DAC Based Code Download
	ThinClient Code Download Introduction
	Flow Diagram :
	Code Download Process
	Downloading
	Components of a Download Data Stream
	Methods of Targeting multiple STBâ•Žs for Downloads
	Method of Targeting Terminals for Downloads
	Object Module - Types
	Object Assignment Options
	Object Assignment Options

	Hardware used and their funtions
	DAC6000/RADD6000 Functions
	OM 1000 Functions

	Setup and run
	Add medium in Automoto
	Configure device with Code Loader interface
	Create test case for DAC based CDL
	FTP build file upload and run test case
	Troubleshooting Tips
	Version Verification


	TFTP based Code Download for Set-top boxes
	Flow Diagram
	Setup and Run Test Case
	Steps
	Add medium in Automoto
	Configure device with Code Loader interface
	Create test case for TFTP based CDL
	FTP build file upload and run test case
	Run-time Variable Support


	Implementation
	DAC Based Code Download Process
	DAC User Interface
	Earlier server uploading was done Using WinSCP
	DAC Code Structure
	Serial Communication code structure
	Selenium Code Structure
	Creating Firefox Instance code snippet
	TFTP based CDL: Support FTP and Run-time variable
	TFTP UI: Runtime variable support
	TFTP Code Snippet

	Other Work
	ACCEL (Automatically Controlled Collection Of Error Logs) functionality enhancements.
	Overview
	ACCEL Components
	Tools and Technologies used
	Tasks and Description
	Implementation and Screen-shots

	APPIUM Mobile Automation
	Overview
	Tools and Technologies used
	Tasks and Description


	Return On Investment (ROI) 
	ROI Table

	Conclusion
	References

