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Abstract

In the modern era of digitization, cloud computing is playing an important key role in

it. Tons of user data is on the cloud and to manage it with all the odds is a mesmerizing

task. All the major community is an on cloud having all their confidential data resides

on a cloud and to provide user data integrity. Security is the major concern task for any

service provider. In the last few decades research has been motivated to provide security

on a cloud with reference to the categorization and classification of security concerns.

Growing security risk in the last few years in various components of the cloud is a major

concern. Research studies have been motivated to handle risk, threat, and vulnerability

imposed within the environment of the cloud. In the cloud, trust is a major concern as a

security point of view. In cloud computing, user’s data stored on the remote server which

may be operating by others and can be accessed through the internet connection. The

facilities provided by the cloud are too attractive for customers but it has distributed and

non-transparent nature due to some obstacles using in cloud computing service because

users lose their control over the data, and they are sure about whether cloud provider trust

or not. So, customers confused with cloud providers regard the trust issue. This paper

mainly focuses on establishing trust in the cloud using machine learning methods. There

are high chances that data may be lost or compromised. So how people can trust that

their data is secure or not on the cloud. Hence, trust is becoming a serious issue. In this

research study, the main aim is to minimize the security risk, threat and vulnerability as

a trusted perspective in a cloud environment. For this, we have study machine learning

methods. In machine learning, there are mainly three methods: supervised learning,

unsupervised learning and reinforcement learning. Supervised learning means the system

already knows what is the output. If the system gets the desired output then closed the

process. Unsupervised learning means the system doesn’t know what is the output, and

the last one reinforcement learning, it is based on reward and feedback oriented. We also

discuss trust parameters like availability, confidentiality, accuracy, and integrity, resource

management, non-repudiation, risk management, protecting communication, hardware

security, reliability, and secure architecture.
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Chapter 1

Introduction

1.1 Overview

As of late, in the period of digitalization, the principle concentrated in on giving the trust

in a cloud. Cloud organizations are recognizable inside the private, open and business

territories. An impressive part of these organizations is depended upon to be constantly

on and have a fundamental nature; as needs are, security, protecting communication,

secure architecture, confidentiality and quality are continuously basic edges.

Trust plays an important role in the cloud for security, availability, turnaround ef-

ficiency, reliability, IoT, etc. Trust is important everywhere. Trust can be calculated

by various methods like Delphi programming, algebric and etc. The facilities provided

by the cloud are too attractive for customers but it has distributed and non-transparent

nature due to some obstacles using in cloud computing service because users lose their

control over the data and they are sure about whether cloud provider trust or not. So,

customers confuse with cloud providers regards the trust issue. this paper mainly focuses

on establishing trust in the cloud using machine learning methods. Dealing with a sin-

gle cloud provider is less popular due to the risk of service availability failure and there

is a possibility of the malicious insider in the cloud, which decrease the acceptance of

trust issue in the customer’s mind. so with the help of the machine learning method, we

establish the trust method which increases the acceptance of the trust.

In this research study we have analysis some method for trust establishing in cloud

.A recent survey regarding the use of Cloud services, security is the greatest challenge

for cloud.In cloud computing we use virtual environment to achieve multi-tenancy, but
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vulnerabilities in virtual machines pose direct threat to the privacy, trust and security of

the Cloud services .In the security domain availability is major parameter.

1.2 What is Trust

Trust means believe in the reliability, truth, or ability of someone or something.trust

means increase the productivity, reduce the cost of conducting business and provide the

backup option.

Things which make cloud is trusted cloud:-

• The cloud provides the private platform to the users or companies so companies

store their data on a private cloud. Therefore, it reduces the cost of conducting

business.

• Customers do not need to use a pen drive or hard disk to store or for backup, the

data so trusted cloud increases the productivity.

• Make use of service level agreement (SLA), means infrastructure service providers

guarantee a minimum quality of service. The QoS is related to the data storage,

CPU memory, etc. .

• automatically update and maintain when new things happen in the cloud environ-

ment.

• data integrity helps customers to check that, received data is coming from the CSP

side or third person.

• Clouds make the life of people very easier because they can share data or any

information with high speed.

1.3 What is Security

Cloud security is the fast-growing service that provides much functionality like secure the

confidential data from the theft, authorization people can use the services. So our data

is secure with data centers. Cloud security has issues like confidentiality, availability,

integrity, and privacy. These issues are associated with cloud storage. Data integrity

associated with the data storage to provides secure data from the cloud. Data integrity

2



Figure 1.1: Security Diagram

means it provides the original data which is required. Security has many issues like

confidentiality and all to explain these issues in detail:

• Confidentiality: Confidentiality means the need to protect the data form spoiled

access. Only authorization people can access the data.

• availability: Information needs to available to authorized person’s only.

• Data integrity:

Verify that received data are exactly the same data or not. It provides perfect data.

Any corrupted or deleted data can be timely identify and this is the major point

for data recovery..

Data integrity has the following properties:

1. Unrestricted challenge frequency: There is no limitation for the number of chal-

lenges made by the client to verify the integrity. Data integrity, not a one-time-
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activity. When the client executes verification, at that time data integrity identifies

the corruption or deletion data.

2. Soundness: The entrusted server should not be able to entrap the challenge request.

This property of data integrity ensures data reliability. If the CSP sends a challenge

request with corrupted data to the client than the client never identifies corruption

data exactly. So the reliability of the data becomes in demand.

3. Stateless verication: The client and server do not need to store previously results to

verify future results. Because each and every challenge request is a self-determining

form all the past results. This is the essential requirement of data integrity..

4. Robustness: Means identify the data corruption even the data in small size. Not

applicable for large data set is the limitation of data integrity, so for this limitation

data integrity adopt a probabilistic approach. This approach work independently

even the data corruption is too small.

5. Data recovery: In data integrity, it is not sufficient to only determine or find cor-

rupted data or act in an inappropriate manner. Cloud clients also want or interested

in complete data or recovery of data. All properties of data integrity identify data

corruption but some property also recovers the data. Mostly error correcting code

is used for data recovery.

6. Dynamic data handling: Two types of data: static and dynamic. Static data means

not change or fix data whereas dynamic data means data may be change, It uses

some operations like deletion, insertion, and modification. Dynamic data more

challenging compare to static data. Because dynamic data have demanded that

the data integrity should remain unbroken even when insertion, deletion, operation

implement.

7. Public/Private auditability: Two approaches are there, first one for data owner anal-

ysis, and second one third-party auditor. The analysis process for both approaches

is implemented without recouping the remote data. Outsourced data can verify by

data owner only so this the private analysis. It is not possible that all the time

data owners remain online for data integrity confirmation so data owners can give

the responsibility to the third-party auditor. So this supports public auditability.
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8. Privacy preserving: When the analysis process is going on the confirmation process

should protect data privacy. In privacy preserving property, the third-party auditor

cannot effect on confidential information of the client.

9. Fairness:Provide the protection to fair CSP, not to unfair user’s. If data integrity

doesn’t support to fairness that means unfair user’s harm the CSP reputation.

Figure 1.2: Flow of data integrity
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1.4 Machine Learning methods

Machine learning (ML) is an application of Artificial Intelligence (AI). Artificial intel-

ligence means to learn automatically from experience and improve system ability. The

machine learning means focuses on the development of a computer program that can ac-

cess data and use it too learns for themselves. Machine learning has mainly three types:

Supervised Learning, Unsupervised Learning and Reinforcement Learning. These meth-

ods are mostly used nowadays. Machine learning methods provide an accurate solution,

and it’s easy to implement.

Supervised Learning :The system already knows what is the output, if the system

gets the desired output then closed the process. In supervised learning to calculating

trust in the cloud, we are using metrics: Confidentiality Matrix (C) Integrity Matrix (I)

Availability Matrix (A) Reliability Matrix (RM). And after that find the rank of these all

metrics. There is a limitation when trust is calculated using this method, it uses space

and time. If data is not received in a timely manner then this method is failed.

Unsupervised Learning :System don’t know what is the output.For trust purpose,

in this method we uses Naive Bayes trust model. This model is composed of three factors:

1) The cloud provider which performs the service requests. 2)The system doesn’t know

what is the output. For trust purposes, in this method, we use the Naive Bayes trust

model. This model is composed of three factors: 1) The cloud provider which performs

the service requests. 2)The cloud user which makes the service requests. 3) The trust

manager which helps the cloud users in selecting the most trustworthy providers. In this

model, there are two phases that happen within the trust manager namely:

Handling service requests

Trust computing.

We have not considered the situation where the cloud users may give unfair high or low

ratings to benet some cloud providers or deceive others. So at this point, this method

cannot be used.

Reinforcement Learning :The RL method depends on the Reward-based and Feed-

back oriented. Reward means a machine self-set and feedback oriented means to decide

on the environment. It has the ability to learn and re-learn the proposed model. To

achieve more efficient detection in the cloud the RL method is used.

6



Chapter 2

Literature Survey

This literature survey shows the lists of various clouds security used in the trust environ-

ment. Below description shows the list of different cloud security which is surveyed that

are used in monitoring. Various techniques are used for analysis that they are used for

prediction. These papers mainly contain the study related to various securities and trust

problems in the cloud and their countermeasures to avoid such cases in the cloud.

• H. Wang, C. Yu, L. Wang and Q. Yu, "Effective BigData-Space Service Selection

over Trust and Heterogeneous QoS Preferences," in IEEE Transactions on Services

Computing, vol. 11, no. 4, pp. 644-657, 1 July-Aug. 2018. [?]

In this paper tackle heterogeneous preference- and trust-based service selection by

developing a novel multi-objective optimization approach to make trade-off decision

between service’s trust value and user’s QoS preference to rank candidate Cloud

services based on their match degrees with users’ requirements.

• D. Gonzales, J. M. Kaplan, E. Saltzman, Z. Winkelman and D. Woods, "Cloud-

Trust—a Security Assessment Model for Infrastructure as a Service (IaaS) Clouds,"

in IEEE Transactions on Cloud Computing, vol. 5, no. 3, pp. 523-536, 1 July-Sept.

2017.doi: 10.1109/TCC.2015.2415794[?]

In this paper, present a cloud architecture reference model that incorporates a

wide range of security controls and best practices, and a cloud security assessment

model—Cloud-Trust—that estimates high-level security metrics to quantify the de-

gree of confidentiality and integrity offered by a CCS or cloud service provider
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(CSP). Cloud-Trust is used to assess the security level of four multi-tenant IaaS

cloud architectures equipped with alternative cloud security controls.

• Varadharajan and U. Tupakula, "On the Design and Implementation of an Inte-

grated Security Architecture for Cloud with Improved Resilience," in IEEE Transac-

tions on Cloud Computing, vol. 5, no. 3, pp. 375-389, 1 July-Sept. 2017. [?] In this

paper propose an integrated security architecture that combines policy-based ac-

cess control with intrusion detection techniques and trusted computing technologies

for securing distributed applications running on virtualized systems. Our security

architecture incorporates access control security policies for secure interactions be-

tween applications and virtual machines in different physical virtualized servers.

It provides intrusion detection and trusted attestation techniques to detect and

counteract dynamic attacks in an efficient manner. We demonstrate how this in-

tegrated security architecture is used to secure the life cycle of virtual machines

including dynamic hosting and allocation of resources as well as the migration of

virtual machines across different physical servers.

• S. Deshpande and R. Ingle, "Trust assessment in cloud environment: Taxonomy

and analysis," 2016 International Conference on Computing, Analytics and Security

Trends (CAST), Pune, 2016, pp. 627-631. [?]

This paper presents the taxonomy of trust models and the classification of infor-

mation sources for trust assessment in the cloud paradigm. It analyzes further the

existing approaches of trust assessment in the cloud environment and portrays the

potential for future research. The intent of the paper is also to identify different

dimensions that are needed for effective assessment of trust in the cloud environ-

ment.

• R. Neisse, D. Holling and A. Pretschner, "Implementing Trust in Cloud Infras-

tructures," 2011 11th IEEE/ACM International Symposium on Cluster, Cloud and

Grid Computing, Newport Beach, CA, 2011, pp. 524-533. [?]

This paper presents a system that enables periodical and necessity-driven integrity

measurements and remote attestations of vital parts of cloud computing infrastruc-

tures. Building on the analysis of several relevant attack scenarios, our system

8



is implemented on top of the Xen Cloud Platform and make use of trusted com-

puting technology to provide security guarantees. We evaluate both the security

and performance of this system. We show how our system attests the integrity of

cloud infrastructure and detect all changes performed by system administrators in a

typical software configuration, even in the presence of a simulated denial-of-service

attack.

• M. Fugini and G. Hadjichristofi, "Security and trust in Cloud scenarios," 2011 1st

International Workshop on Securing Services on the Cloud (IWSSC), Milan, 2011,

pp. 22-29.[?]

In this paper, consider two real-life scenarios; 1) risk management in work areas,

and 2) the execution of scientific experiments in cooperation among various compu-

tations nodes. Also, investigate how we can leverage Cloud capabilities and extend

the aforementioned scenarios to the Cloud.

2.1 Pros and Cons Of cloud trust model

There are various parameters for measuring the pros and cons of the system. The following

table describes the parameter which will more discuss the things which make the security

of the cloud more desirable and in the same table we are discussing the parameter which

makes us concerned about the security of the cloud.

Paper Advantage Disadvantage

Trust Assessment

in Cloud Environ-

ment: Taxonomy and

Analysis [?]

effective assessment of trust in

cloud environment.

multi-cloud environment de-

mands context-aware trust

computation. Mutual trust

assessments of service provider

and consumer also need to be

addressed.

Trust Assurance in

Cloud Services with

the Cloud Broker Ar-

chitecture for Depend-

ability. [?]

improvements of DBA,

CloudSim toolkit.delivering

services to the cloud con-

sumer compliantly to its

requirements.

OpenStack will enable us to

benet from the cloud own con-

cepts and paradigms at the

IaaS service level.
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Paper Advantage Disadvantage

Trust in cloud

computing[?]

Easily determine the most ef-

fective path towards earning

trust. We analyse that, it use-

ful for cloud service providers

to assess their approach to-

wards customers and make

change.

Improve security of consumers.

Achieving Trust in

Cloud Computing

Using Secure Data

Provenance[?]

protect the privacy and confi-

dentiality of the user and avoid

any unfair information or ab-

normal behaviour.

Formalize the trust model

which will be more actual

terms to prove its security fea-

tures.

Establishing Trust in

Cloud Computing Se-

curity with the Help of

Inter-Clouds[?]

improve the acceptance of trust

issue in end users mind.

malicious attack is still a major

problem.

Towards a process-

oriented framework

for improving trust

and security in migra-

tion to cloud[?]

clearly defined repeatable pro-

cesses in the cloud

different parameters and in-

ternal. environmental criteria

could affect the results.

SVM- A novel trust

measurement sys-

tem in cloud service

SVM=Security and

Vulnerability Matrix

[?]

virtualization potential, high

storage capacity, multi tenancy

, high service availability.

mathematical model which is

based on simulation is still in

the progress.
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Paper Advantage Disadvantage

Trusted platform

modules in cyber-

physical systems:

On the interference

between security and

dependability [?]

Provide the security and in-

crease the system reliability.

development of more robust

root of trust implementations.

High security needs of future

CPS

Table 2.1: A list of Survey Papers on Cloud Trust Model.

11



2.2 Work done by the researcher’s in this domain

Name Of Researcher’s Methods Parameters

Ali Sunyaev Architecture of continuous au-

diting (CA) and continuous au-

diting methodology

Reliability, security

Sebastian Lins Log Inspection, Data Integrity

Validation

High level of security and reli-

ability

Rajesh Ingle Trust Assessment Techiniques Adaptability, Credibility, Trust

Dynamics

Ricardo Neisse BonaFides system, Confidentiality, integrity

Mariagrazia Fugini Risk measurement services, DL

Services, Protection services

risk management, security

Table 2.2: A list of researcher’s who has found trust in cloud .

2.3 Cloud trust Parameters

Over the period cloud has noted various parameters on each level of the cloud. In this

section, we are describing some parameters that are placed over the period on the cloud.

• Availability:

Availability means system or data is accessible when required to use. In availability,

there are two terms mainly: MTBR-mean time between failure and MTTR-mean

time to repair. When the resource is too busy and resource is shut downed then

cloud resources said to be unavailable.

• Reliability :

Reliability means the success rate. For trusted cloud. The reliability is the most

important component. Reliability means the ability of a system to perform it’s

required functions under defined rules in a timely manner. When cloud resources

accept the data or job then cloud identifies how much data is reliable and those data

complete the job or not. We can measure the reliability by successful completion

of accepted jobs by the cloud resource.

12



• Data integrity:

Verify that received data are exactly the same data or not. It provides perfect data.

Any corrupted or deleted data can be timely identify and this is the major point for

data recovery. Data integrity is a big and efficient term, and it includes, security,

accuracy, data safety.

• Resource management :

Resource management is based on virtualization and distributed nature. Virtualiza-

tion provides flexible and on-demand resources. When the task is complete all the

resources become released. Resource management provides the best performance,

and it also used in hardware. In the cloud environment, there are various resources,

these resources are virtualized and share it to multiple clients.

• Risk management

In risk management, there are three terms, risk assessment, risk control, and risk

treatment. The risk also includes security risks and issues. Manage or reduce the

risk and decrease the workload.

• Protecting communication:

The communication is based on encryption protocols like Secure Socket Layer and

Transport Layer Security. With the help of these protocols, it provides the ba-

sics of confidentiality and integrity. These protocols also provide security in the

communication environment.

• Hardware security:

Hardware security means a physical device. Hardware security is also important

for monitoring network traffic and scans the system. Hardware security provides

powerful security as compared to software. The protection of the hardware system

is also known as hardware security. For hardware security, it is necessary to consider

the vulnerability of the existing system and provide security against it.

• Secure architecture:

If cloud architecture is secure that means the cloud is also secure. The cloud

platform provides some security capabilities like IaaS and PaaS, so for secure ar-

chitecture, the necessary step is to understand these capabilities.
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Chapter 3

Problem Statement

In cloud computing user’s data stored on remote servers which may be operating by oth-

ers and can be accessed through the internet connection. The facilities provided by the

cloud is too attractive for customers but it has distributed and non-transparent nature

due to some obstacles using in cloud computing service because users lose their control

over the data, and they are sure about whether cloud provider trust or not. So the user’s

confused with cloud providers regards trust issues.

When downtime occurs due to power loss or network connectivity issues. At this

stage, the cloud trust model does not work properly.

3.1 Issues needs to address

• The availability, data storage, CPU, network efficiency are related to QoS parame-

ters. Due to loss of power the data are not available on the cloud.

• Cloud provides some legal agreement with infrastructure service providers to guar-

antee a minimum QoS. This legal agreement is called the Service Level Agreement.

If SLA hardware availability is not Uptime then it does not work properly.

• The trust is based on data security, if due to some network issues the data may be

lost.

• Without proper or protect communication clients not get secure or trusted data.

• Due to high risk or vulnerability, the cloud does not provide sufficient services.

14



• If communication is not protected then un-authorization person gets the access and

use confidential information.

• Without protecting communication the data on cloud may be lost.

For business relationships. The cloud makes use of service level agreements. The

service level agreement provides a framework for both sellers and buyers also provides

a profit to both. In cloud there are two types of service level agreement: Infrastructure

SLA and Application SLA.

SLA has some key elements like hardware availability, power availability, data center

network availability, backbone network availability, outage notification guarantee, inter-

nal latency guarantee, etc. These elements are most important for SLA. These all are

elements make the trusted cloud. If these elements are not available when the process is

going on then trust cannot be built.

3.2 Problem in the trusted cloud

Growing security risk in the last few years in various components of the cloud is a major

concern. In cloud; trust is the major concern as a security point of view. In public cloud

computing user’s data stored on the public cloud which may be operating by others and

can be accessed through the internet connection. The facilities provided by the cloud are

too attractive and for customers but it has distributed and non-transparent nature due

to some obstacles using in cloud computing service because users lose their control over

the data, and they are sure about whether cloud provider trust or not. So customers

confuse with cloud providers regards trust issues.

When cloud downtime happens the trust cannot be built. The reason for downtime

is a power loss and network connectivity issues. Due to a network connectivity problem,

data on the cloud may be lost. Another issue is an unprotected communication, due

to unprotected communication. The sender may not send to the authenticated person

or it may be lost. The trusted cloud depends on many parameters like confidentiality,

availability, risk management, resource management, secure communication, and secure

architecture, etc. These parameters and their value are the most important for the cloud

equation. And also SLA has some key elements like hardware availability, power availabil-

ity, data center network availability, backbone network availability, outage notification

15



guarantee, internal latency guarantee, etc. These elements are most important for SLA.

These elements make the trusted cloud. If these elements are not available when the

process is going on then trust cannot be built. Cloud provides some legal agreement with

infrastructure service providers to guarantee a minimum QoS. This legal agreement is

called the Service Level Agreement. If SLA hardware availability is not Uptime then it

does not work properly.
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Chapter 4

Proposed Solution

System Architecture of any framework describes the overall flow of the system in which

manner it will work and flow to perform the given task. In this section of cloud system

architecture, we have described the flow of cloud while providing various services to the

users. Fig. 4.1 Cloud flow describes the flow of cloud toward trust parameters.
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Fig. 4.2 mainly describes the security of the trusted cloud. There are mainly three

elements; authentication, authorization, and data integrity. Authentication means every

user has its own user id and password so when users want to communicate with CSP,

this information is required for login purposes. Authorization means a person who has no

authority to access the data of cloud then it can’t be accessed, only authorization person

can access the data from the cloud.

Figure 4.2: Security parameter

In a controlled cloud. The data integrity is the most effective parameter. It verifies

that received data are exactly the same data or not. It provides perfect data. Any

corrupted or deleted data can be timely identify and this is the major point for data

recovery.
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Fig.4.3 contains the information based on the SLA. The SLA means service level

agreement. SLA has some key elements like hardware availability, power availability, data

center network availability, backbone network availability, outage notification guarantee,

internal latency guarantee, etc. These elements are most important for SLA. These all

are elements make the trusted cloud. If these elements are not available when the process

is going on then trust cannot be built.

Figure 4.3: Parameters of SLA
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Chapter 5

Implementation and Results

This section mainly focus on algorithm. Mainly it cover the cloud trust parameters.

Algorithm 1: Algorithm for Trust

1 Set a cloud environment

2 Let performance parameters be CPU Cycle Usage be P1,Memory Usage be P2,

RAM Usage be P3,..etc.

3 Let threshold of any performance parameter for t1.

4 Let threshold of any performance parameter for t2.

5 Let P1 or P2 or P3 of new job= P.

6 If P > t1 or P ≤ t2 then.

Start monitoring process.

end if

7 Calculate AV, R and DI

AV = MTBR
MTBF+MTTR

R = C
A

DI = D
C

8 Calculate Trust.

9 T=AV+R+DI.

Availability, data integrity and reliability are the most important parameter as cloud

trust perspective.
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5.1 Experiments on public cloud (AWS)

AWS is the cloud services of Amazon, which provides the various services to the client

and the client uses these services according to their needs. Public cloud AWS provides

the various domain which is widely used are: compute, storage, database, migration,

network, and content delivery, management tools, security, and identity compliance, etc.

Based on our parameter Availability, in aws autoscaling and load balancing is used for

achieving high availability. In this process:

1. Launch the instances 2. Instance description

Figure 5.1: Launch the instance

Figure 5.2: Instance description
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3. Create a new key pair and download in .pem file.

Figure 5.3: Download key-pair

4. Convert .pem file into .ppk file in puttygen. After that copy public IP into putty

and open.

Figure 5.4: Open the putty configuration
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Figure 5.5: Open the terminal

5. Right click on running instance and select on create image (AMIs).
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Figure 5.6: Create an image

Create image name and image description

Figure 5.7: Create an image

In auto scaling there are two phases:

1. Launch Configuration

2. Auto Scaling Group

Launch configuration;
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Auto Scaling Group

First terminate all the instance then create Auto Scaling Group.
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We can start with 2 or more instances.

Select the classic load balancers.
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Benefits of auto scaling

• Setup scaling quickly

• Automatically maintain performance

• Pay only for what you need

Maintain optimal application performance and availability, even when workloads are pe-

riodic, unpredictable, or continuously changing.
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5.2 Install jupyter in AWS

The process of installing jupyter in AWS is similar to auto scaling group till putty. After

that open the terminal and type sudo su for root access. After that run all command

which is shown below:

Figure 5.8: install jupyter
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After installing python jupyter, using the out [2] (password) run the command and

paste the public DNS of instance in the chrome. But in this, the error occurs, this site

can’t be reached.
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This may be happen because of, AWS does’t support linux and ubuntu.

5.3 Using AmazonSageMaker

Amazon SageMaker has the ability to build, train, and deploy machine learning models

quickly. Machine learning offers a variety of benefits for enterprises, such as advanced

analytics for customer data or back-end security threat detection. Amazon SageMaker

supports Jupyter notebooks, which are open source applications that help developers

share live code. For SageMaker users, these notebooks include drivers, packages, and

libraries for common deep learning platforms and frameworks. SageMaker can pull data

from Amazon Simple Storage Service (S3), and there is no practical limit to the size of

the data set.

How Amazon SageMaker works:

step-1 Open amazon sagemaker console and launches a notebook instance.

step-2 Specifies the location of the data in S3 and the preferred instance type, then

initiates the training process.

step-3 When the model is ready to deploy, the service automatically operates and scales

cloud infrastructure, using a set of SageMaker instance types.
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SageMaker stores code in volumes, which are protected by security groups and offer

encryption.

Limitation of Amazon SageMaker.

AWS charges each SageMaker user for the compute, storage and data processing resources

used to build, train, perform and log machine learning models and predictions.

5.4 Using Linear Regression

Linear regression is Machine Learning algorithm. There are two types: 1) Simple Linear

Regression 2) Multiple linear regression In this implementation, we have used Multiple

linear regression. Multiple regression means two or more features. Multiple Linear Re-

gression is a simple and common way to analyze linear regression.

In this implementation, we have created one dummy dataset which is used for availability.

Availability depends on the mean-time-between-failure (MTBF) and mean-time-to-

repair(MTTR). MTBF means service uptime and MTTR means service downtime.

The formula of Availability is:

AV = MTBR
MTBF+MTTR
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Table 5.1: Dataset

Monitoring
hours

Downtime
hours

Uptime
hours AV

24 0.79 23.2 0.96
24 1.6 22.3 0.92
24 2.4 21.6 0.9
24 3.19 20.8 0.86
24 4 19.9 0.82
24 4.7 19.2 0.8
24 5.59 18.4 0.76
24 6.4 17.5 0.72
24 7.2 16.8 0.7
24 7.9 16 0.66
24 8.8 15.1 0.62
24 9.6 14.4 0.6
24 10.3 13.6 0.56
24 11.2 12.7 0.52
24 12 12 0.5
24 12.7 11.2 0.46
24 13.6 10.3 0.42
24 14.4 9.6 0.4
24 15.1 8.8 0.36
24 16 7.9 0.32
24 16.8 7.2 0.3
24 17.5 6.4 0.26
24 18.4 5.5 0.22
24 19.2 4.8 0.2
24 19.9 4 0.16
24 20.8 3.1 0.12
24 21.6 2.4 0.1
24 22.3 1.6 0.06
24 23.2 0.79 0.03
24 24 0 0
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From this formula, we can say that MTBF+MTTR is equal to the monitoring. So that

the availability equation is:

AV = Uptime
Monitoring

Using this equation we can calculate the availability. So, the coding of linear regression

for availability.

Step-1: Import the packages.

Step-2: Check current directory.

Step-3: Set the dataset.csv file directory.

step-4: Read that dataset.csv file.

Step-5: Convert the values into the array.

Step-6: Apply regression algorithm.

step-7: Train the model using linear regression and set the x-label and y-label.

Step-8: The graph represents the availability ratio with respect to monitoring and Up-

time. These three dots indicate the achieved availability and only three dots because of

test size is equal to 0.3 (we can change the test size).

Step-9: Set the if-else condition for high and low availability. In the output, True means

high availability and False means low availability.
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Chapter 6

Conclusion & Future Work

6.1 Conclusion

• According to the report of the semantic corporation, we can say that the cloud is

getting more vulnerable day by day.

• Our evaluation shows the high availability and low availability. So, we can say

that, when the availability is high then the trust is achieved. Achieve trust using

a supervised learning method (linear regression).Also discuss cloud security and

various cloud parameters.

we can calculate availability using MTTR and MTBF.

6.2 Future work

• If AmazonSagemaker service is freely available then we can run our algorithm or

code using this service. And this service provides the output quickly, and it’s easy

to develop.

• This research work is on progress. In the future, Reinforcement Learning techniques

will use for trust using other parameters.
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